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Preface

Introduction

This book describes the TCP/IP protocol suite, but from a different perspective than other texts on
TCP/IP. Instead of just describing the protocols and what they do, we'll use a popular diagnostic tool
to watch the protocols in action. Seeing how the protocols operate in varying circumstances provides a
greater understanding of how they work and why certain design decisions were made. It also provides
a look into the implementation of the protocols, without having to wade through thousands of lines of
source code.

When networking protocols were being developed in the 1960s through the 1980s, expensive,
dedicated hardware was required to see the packets going "across the wire." Extreme familiarity with
the protocols was also required to comprehend the packets displayed by the hardware. Functionality of
the hardware analyzers was limited to that built in by the hardware designers.

Today this has changed dramatically with the ability of the ubiquitous workstation to monitor a local
area network [Mogul 1990]. Just attach a workstation to your network, run some publicly available
software (described in Appendix A), and watch what goes by on the wire. While many people consider
this a tool to be used faliagnosingnetwork problems, it is also a powerful tool torderstanding

how the network protocols operate, which is the goal of this book.

This book is intended for anyone wishing to understand how the TCP/IP protocols operate:
programmers writing network applications, system administrators responsible for maintaining
computer systems and networks utilizing TCP/IP, and users who deal with TCP/IP applications on a
daily basis.

Organization of the Book

The following figure shows the various protocols and applications that are covered. The italic number
by each box indicates the chapter in which that protocol or application is described.
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(Numerous fine points are missing from this figure that will be discussed in the appropriate chapter.
For example, both the DNS and RPC use TCP, which we don’t show.)

We take a bottom-up approach to the TCP/IP protocol suite. After providing a basic introduction to
TCP/IP infChapterd] we will start at the link layer and work our way up the protocol

stack. This provides the required background for later chapters for readers who aren’t familiar with
TCP/IP or networking in general.

This book also uses a functional approach instead of following a strict bottom-to-top order. For
example[Chapterd describes the IP layer and the IP header. But there are numerous fields in the IP
header that are best described in the context of an application that uses or is affected by a particular
field. Fragmentation, for example, is best understood in terms of(GB#&pterd1), the protocol often
affected by it. The time-to-live field is fully described when we look at the Traceroute program in
[Chapterd, because this field is the basis for the operation of the program. Similarly, many features of
ICMP are described in the later chapters, in terms of how a particular ICMP message is used by a
protocol or an application.

We also don’t want to save all the good stuff until the end, so we describe TCP/IP applications as soon
as we have the foundation to understand them. Ping and Trace-route are described after IP and ICMP
have been discussed. The applications built on UDP (multicasting, the DNS, TFTP, and BOOTP) are
described after UDP has been examined. The TCP applications, however, along with network
management, must be saved until the end, after we've thoroughly described TCP. This text focuses on
how these applications use the TCP/IP protocols. We do not provide all the details on running these
applications.

Readers

This book is self-contained and assumes no specific knowledge of networking or TCP/IP. Numerous
references are provided for readers interested in additional details on specific topics.



This book can be used in many ways. It can be used as a self-study reference and covered from start to
finish by someone interested in all the details on the TCP/IP protocol suite. Readers with some TCP/IP
background might want to skip ahead and start[@hbhpter7, and then focus on the specific chapters

in which they’re interested. Exercises are provided at the end of the chapters, and most solutions are in
Appendix D. This is to maximize the usefulness of the text as a self-study reference.

When used as part of a one- or two-semester course in computer networking, the focus should be on IP

(Chapters§ and9), UDP (Chapterl), and TCP (Chapters 17-24), along with some of the application

chapters.

Many forward and backward references are provided throughout the text, along with a thorough index,
to allow individual chapters to be studied by themselves. A list of all the acronyms used throughout
the text, along with the compound term for the acronym, appears on the inside back covers.

If you have access to a network you are encouraged to obtain the software used in this book (Appendix
F) and experiment on your own. Hands-on experimentation with the protocols will provide the greatest
knowledge (and make it more fun).

SystemsUsed for Testing

Every example in the book was run on an actual network and the resulting output saved in a file for
inclusion in the texfEigure1.1]shows a diagram of the different hosts, routers, and networks that are
used. (This figure is also duplicated on the inside front cover for easy reference while reading the
book.) This collection of networks is simple enough that the topology doesn’t confuse the examples,
and with four systems acting as routers, we can see the error messages generated by routers.

Most of the systems have a name that indicates the type of software beirlgsdsedsvr4 |, sun,
solaris ,aix ,slip , and so on. In this way we can identify the type of software that we're dealing
with by looking at the system name in the printed output.

A wide range of different operating systems and TCP/IP implementations are used:

® BSD/386 Version 1.0 from Berkeley Software Design, Inc., on the hosts rimdiedandslip
This system is derived from the BSD Networking Software, Release 2.0. (We show the lineage of
the various BSD releasedfmure1.1Q)

® Unix System V/386 Release 4.0 Version 2.0 from U.H. Corporation, on the host sahed
This is vanilla SVR4 and contains the standard implementation of TCP/IP from Lachman
Associates used with most versions of SVRA4.

® SunOS 4.1.3 from Sun Microsystems, on the host nawmed The SunOS 4.1.x systems are
probably the most widely used TCP/IP implementations. The TCP/IP code is derived from
4.2BSD and 4.3BSD.

® Solaris 2.2 from Sun Microsystems, on the host nasoéatis . The Solaris 2.x systems have a
different implementation of TCP/IP from the earlier SunOS 4.1.x systems, and from SVR4. (This
operating system is really SunOS 5.2, but is commonly called Solaris 2.2.)

e AlX 3.2.2 from IBM on the host nameadx . The TCP/IP implementation is based on the
4.3BSD Reno release.

e 4.4BSD from the Computer Systems Research Group at the University of California at Berkeley,
on the hosvangogh. cs.berkeley.edu . This system has the latest release of TCP/IP
from Berkeley. (This system isn’t shown in the figure on the inside front cover, but is reachable
across thénternet.)
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Although these are all Unix systems, TCP/IP is operating system independent, and is available on
almost every popular non-Unix system. Most of this text also applies to these non-Unix
implementations, although some programs (such as Traceroute) may not be provided on all systems.

Typographical Conventions

When we display interactive input and output we’ll show our typed inpuboida font , and the
computer outpulike  this . Comments are added iialics.

bsdi % telnet svr4 discard
Trying 140.252.13.34...
Connected to svrd.

connect to the discard server
this line and next output by Telraient

Also, we always include the name of the system as part of the shell glmdiptin this example) to
show on which host the command was run.

Throughout the text we’ll use indented, parenthetical notes such as this to describe historical points or implementation
details.

We sometimes refer to the complete description of a command in the Unix manual as in

ifconfig  (8). This notation, the name of the command followed by a number in parentheses, is the
normal way of referring to Unix commands. The number in parentheses is the section number in the
Unix manual of the "manual page" for the command, where additional information can be located.
Unfortunately not all Unix systems organize their manuals the same, with regard to the section
numbers used for various groupings of commands. We’'ll use the BSD-style section numbers (which is
the same for BSD-derived systems such as SunOS 4.1.3), but your manuals may be organized
differently.
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| ntroduction

1.1 Introduction

The TCP/IP protocol suite allows computers of all sizes, from many different computer vendors,
running totally different operating systems, to communicate with each other. It is quite amazing
because its use has far exceeded its original estimates. What started in the late 1960s as a
government-financed research project into packet switching networks has, in the 1990s, turned into the
most widely used form of networking between computerrs. It is trubpansystemin that the

definition of the protocol suite and many of its implementations are publicly available at little or no
charge. It forms the basis for what is calledwloeldwidelnternet,or thelnternet,a wide area

network (WAN) of more than one million computers that literally spans the globe.

This chapter provides an overview of the TCP/IP protocol suite, to establish an adequate background
for the remaining chapters. For a historical perspective on the early development of TCP/IP see [Lynch
1993].

1.2Layering

Networkingprotocolsare normally developed layers,with each layer responsible for a different

facet of the communications. gkotocolsuite,such as TCP/IP, is the combination of different

protocols at various layers. TCP/IP is normally considered to be a 4-layer system, as shown in Figure
1.1.

Application| Telnet, FTP, e-maiktc.

Transport | TCP,UDP

Network |IP, ICMP,IGMP

Link device driver and interfaasard

Figure 1.1 The four layers of the TCP/IP protoculite.
Each layer has a different responsibility.

1. Thelink layer, sometimes called thata-linklayer ornetworkinterfacelayer, normally includes
the device driver in the operating system and the corresponding network interface card in the
computer. Together they handle all the hardware details of physically interfacing with the cable
(or whatever type of media is being used).

2. Thenetworklayer (sometimes called tivgternetlayer) handles the movement of packets around
the network. Routing of packets, for example, takes place here. IP (Internet Protocol), ICMP
(Internet Control Message Protocol), and IGMP (Internet Group Management Protocol) provide
the network layer in the TCP/IP protocol suite.

3. Thetransportlayer provides a flow of data between two hosts, for the application layer above. In
the TCP/IP protocol suite there are two vastly different transport protocols: TCP (Transmission
Control Protocol) and UDP (User Datagram Protocol).

TCP provides a reliable flow of data between two hosts. It is concerned with things such as
dividing the data passed to it from the application into appropriately sized chunks for the network
layer below, acknowledging received packets, setting timeouts to make certain the other end
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acknowledges packets that are sent, and so on. Because this reliable flow of data is provided by
the transport layer, the application layer can ignore all these details.

UDP, on the other hand, provides a much simpler service to the application layer. It just sends
packets of data callathtagramsrom one host to the other, but there is no guarantee that the
datagrams reach the other end. Any desired reliability must be added by the application layer.

There is a use for each type of transport protocol, which we’ll see when we look at the different
applications that use TCP and UDP.

4. Theapplicationlayer handles the details of the particular application. There are many common
TCP/IP applications that almost every implementation provides:

Telnet for remote login,

FTP, the File Transfer Protocol,

SMTP, the Simple Mail Transfer protocol, for electronic mail,

SNMP, the Simple Network Managemétbtocol,

and many more, some of which we cover in lateapters.

If we have two hosts on a local area network (LAN) such as an Ethernet, both running FTP, Figure 1.2
shows the protocols involved.

handles
et licaton
HPP]:’.'m :l- I - - - ——— — — —- Plﬂm ili]
I ¥
. L ]
tramsport | TCP oy I Fpotocol |
cononinnization
I | e
network r ----EF-FM---- i
link | Efhemet | Ethemetprotocol | | Ethemnet
driver delver
| Ethernat

Figure 1.2 Two hosts on a LAN runningTP.

We have labeled one application box the Eliéntand the other the FT$&rver.Most network

applications are designed so that one end is the client and the other side the server. The server provides
some type of service to clients, in this case access to files on the server host. In the remote login
application, Telnet, the service provided to the client is the ability to login to the server’s host.

Each layer has one or more protocols for communicating wigleésat the same layer. One protocol,
for example, allows the two TCP layers to communicate, and another protocol lets the two IP layers
communicate.
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On the right side of Figure 1.2 we have noted that normally the application layer is a user process
while the lower three layers are usually implemented in the kernel (the operating system). Although
this isn’t a requirement, it's typical and this is the way it's done under Unix.

There is another critical difference between the top layer in Figure 1.2 and the lower three layers. The
application layer is concerned with the details of the application and not with the movement of data
across the network. The lower three layers know nothing about the application but handle all the
communication details.

We show four protocols in Figure 1.2, each at a different layer. FTP is an application layer protocol,
TCP is a transport layer protocol, IP is a network layer protocol, and the Ethernet protocols operate at
the link layer. Th& CP/IP protocoksuiteis a combination of many protocols. Although the commonly
used name for the entire protocol suite is TCP/IP, TCP and IP are only two of the protocols. (An
alternative name is tHaternet ProtocolSuite.)

The purpose of the network interface layer and the application layer are obvious-the former handles
the details of the communication media (Ethernet, token ring, etc.) while the latter handles one specific
user application (FTP, Telnet, etc.). But on first glance the difference between the network layer and
the transport layer is somewhat hazy. Why is there a distinction between the two? To understand the
reason, we have to expand our perspective from a single network to a collection of networks.

One of the reasons for the phenomenal growth in networking during the 1980s was the realization that
an island consisting of a stand-alone computer made little sense. A few stand-alone systems were
collected together into etwork.While this was progress, during the 1990s we have come to realize
that this new, bigger island consisting of a single network doesn’t make sense either. People are
combining multiple networks together into an internetwork, anternet.An internet is a collection

of networks that all use the same protocol suite.

The easiest way to build an internet is to connect two or more networksnwittea This is often a
special-purpose hardware box for connecting networks. The nice thing about routers is that they
provide connections to many different types of physical networks: Ethernet, token ring, point-to-point
links, FDDI (Fiber Distributed Data Interface), and so on.

These boxes are also call@drouters,but we'll use the termouter.

Historically these boxes were callgdtewaysand this term is used throughout much of the TCP/IP literature. Today the
termgatewayis used for an application gateway: a process that connects two different protocol suites (say, TCP/IP and
IBM’s SNA) for one particular application (often electronic mail or fikmsfer).

Figure 1.3 shows an internet consisting of two networks: an Ethernet and a token ring, connected with
a router. Although we show only two hosts communicating, with the router connecting the two
networks,anyhost on the Ethernet can communicate &t host on the token ring.

In Figure 1.3 we can differentiate betweereadsysten{the two hosts on either side) and an
intermediatesystenythe router in the middle). The application layer and the transport layer use
end-to-endprotocols. In our picture these two layers are needed only on the end systems. The network
layer, however, providestaop-by-hopprotocol and is used on the two end systems and every
intermediate system.
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Figure 1.3 Two networks connected withrauter.

In the TCP/IP protocol suite the network layer, IP, provides an unreliable service. That is, it does its
best job of moving a packet from its source to its final destination, but there are no guarantees. TCP,
on the other hand, provides a reliable transport layer using the unreliable service of IP To provide this
service, TCP performs timeout and retransmission, sends and receives end-to-end acknowledgments,
and so on. The transport layer and the network layer have distinct responsibilities.

A router, by definition, has two or more network interface layers (since it connects two or more
networks). Any system with multiple interfaces is calealtihomedA host can also be multihomed

but unless it specifically forwards packets from one interface to another, it is not called a router. Also,
routers need not be special hardware boxes that only move packets around an internet. Most TCP/IP
implementations allow a multihomed host to act as a router also, but the host needs to be specifically
configured for this to happen. In this case we can call the system either a host (when an application
such as FTP or Telnet is being used) or a router (when it's forwarding packets from one network to
another). We’'ll use whichever term makes sense given the context.

One of the goals of an internet is to hide all the details of the physical layout of the internet from the
applications. Although this isn’t obvious from our two-network interngligure1.3 the application

layers can'’t care (and don’t care) that one host is on an Ethernet, the other on a token ring, with a
router between. There could be 20 routers between, with additional types of physical interconnections,
and the applications would run the same. This hiding of the details is what makes the concept of an
internet so powerful and useful.

Another way to connect networks is witlbiddge. These connect networks at the link layer, while
routers connect networks at the network layer. Bridges makes multiple LANs appear to the upper
layers as a single LAN.
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TCP/IP internets tend to be built using routers instead of bridges, so we’ll focus on routers. Chapter 12
of [Perlman 1992] compares routers and bridges.

1.3TCP/IP Layering

There are more protocols in the TCP/IP protocol suite. Figure 1.4 shows some of the additional
protocols that we talk about in this text.

—— o A —

Figure 1.4 Various protocols at the different layers in the TCP/IP protagité.
TCP and UDP are the two predominant transport layer protocols. Both use IP as the network layer.

TCP provides a reliable transport layer, even though the service it uses (IP) is unreliable. Chapters 17
through 22 provide a detailed look at the operation of TCP. We then look at some TCP applications:
Telnet and Riogin i[Chapter2d, FTP infChapter274 and SMTP ifChapter2§ The applications are

normally user processes.

UDP sends and receivdatagramdor applications. A datagram is a unit of information (i.e., a certain
number of bytes of information that is specified by the sender) that travels from the sender to the
receiver. Unlike TCP, however, UDP is unreliable. There is no guarantee that the datagram ever gets
to its final destinatiorflChapterl]]looks at UDP, and thé@hapterl4 (the Domain Name System),

(the Trivial File Transfer Protocol), aj@hapterlq (the Bootstrap Protocol) look at some
applications that use UDP. SNMP (the Simple Network Management Protocol) also uses UDP, but

since it deals with many of the other protocols, we save a discussion of[@hapie25
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IP is the main protocol at the network layer. It is used by both TCP and UDP. Every piece of TCP and
UDP data that gets transferred around an internet goes through the IP layer at both end systems and at
every intermediate router. [figure1.4we also show an application accessing IP directly. This is rare,

but possible. (Some older routing protocols were implemented this way. Also, it is possible to
experiment with new transport layer protocols using this feajGrapterd looks at IP, but we save

some of the details for later chapters where their discussion makes mor{€semsers and1qlook

at how IP performs routing.

ICMP is an adjunct to IP. It is used by the IP layer to exchange error messages and other vital
information with the IP layer in another host or roJ@mapterg looks at ICMP in more detail.

Although ICMP is used primarily by IP, it is possible for an application to also access it. Indeed we'll
see that two popular diagnostic tools, Ping and Trace(@apters] andg), both use ICMP.

IGMP is the Internet Group Management Protocol. It is used with multicasting: sending a UDP
datagram to multiple hosts. We describe the general properties of broadcasting (sending a UDP
datagram to every host on a specified network) and multicasfi@bapterl? and then describe

IGMP itself in[Chapterl3

ARP (Address Resolution Protocol) and RARP (Reverse Address Resolution Protocol) are specialized
protocols used only with certain types of network interfaces (such as Ethernet and token ring) to
convert between the addresses used by the IP layer and the addresses used by the network interface.

We examine these protocold@naptersl] andg, respectively.

1.4 Internet Addresses

Every interface on an internet must have a unigternetaddresdalso called afP address)These
addresses are 32-bit numbers. Instead of using a flat address space such as 1, 2, 3, and so on, there is a
structure to Internet addresses. Figure 1.5 shows the five different classes of Internet addresses.

These 32-bit addresses are normally written as four decimal numbers, one for each byte of the address.
This is calleddotted-decimahotation. For example, the class B address of the author’s primary system
is 140.252.13.33.

The easiest way to differentiate between the different classes of addresses is to look at the first number
of a dotted-decimal address. Figure 1.6 shows the different classes, with the first number in boldface.

7 bits U bitw
Clssa [0 need hootid ]
14 bita 16 bita
Cheas B !llﬂ| netid hostid I
21 bits B bis
Class C |1f1|u| retid hoatid |
W blts
CwsD [1]1(1]0] mmiticast groap D |
27 bis

Claw E |1[1|1J1|EI {mserved for hohane use) |

18



Figure 1.5 The five different classes of Interratdresses.

Class Range

A 10.0.0.0t0127.255.255.255

1280.0.0 t0191255.255.251

1920.0.0 t0223255.255.251

224.0.0.0 t0239.255.255.25]

mj O O @

2400.0.0 t0247.255.255.251

Figure 1.6 Ranges for different classesl&faddresses.
It is worth reiterating that a multihomed host will have multiple IP addresses: one per interface.

Since every interface on an internet must have a unique IP address, there must be one central authority
for allocating these addresses for networks connected to the worldwide Internet. That authority is the
Internet Network Informatio€enter,called the InterNIC. The InterNIC assigns only network IDs.

The assignment of host IDs is up to the system administrator.

Registration services for the Internet (IP addresses and DNS domain names) used to be handled by the NIC, at
nic.ddn.mil . On April 1, 1993, the InterNIC was created. Now the NIC handles these requests onlyDiefietise
Data Network(DDN). All other Internet users now use the InterNIC registration servicesjraérnic.net

There are actually three parts to the InterNIC: registration seifvicegernic.net ), directory and database services
(ds.internic.net ), and information servicgss.internic.net ). See Exercise 1.8 for additional information on
thelnterNIC.

There are three types of IP addressegcast(destined for a single hosbroadcast(destined for all
hosts on a given network), antllticast(destined for a set of hosts that belong to a multicast group).
Chapterstd and13look at broadcasting and multicasting in more detail.

In we'll extend our description of IP addresses to include subnetting, after describing IP
routing [Figure3.9 shows the special case IP addresses: host IDs and network IDs of all zero bits or all
one bits.

1.5 The Domain NameSystem

Although the network interfaces on a host, and therefore the host itself, are known by IP addresses,
humans work best using thameof a host. In the TCP/IP world tiomain Nam(—Systen(DNS) isa
distributed database that provides the mapping between IP addresses and h¢Stragtes

into the DNS in detalil.

For now we must be aware that any application can call a standard library function to look up the IP
address (or addresses) corresponding to a given hostname. Similarly a function is provided to do the
reverse lookup-given an IP address, look up the corresponding hostname.

Most applications that take a hostname as an argument also take an IP address. When we use the
Telnet client ifChapterd), for example, one time we specify a host-name and another time we specify
an IP address.
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1.6 Encapsulation

When an application sends data using TCP, the data is sent down the protocol stack, through each
layer, until it is sent as a stream of bits across the network. Each layer adds information to the data by
prepending headers (and sometimes adding trailer information) to the data that it

shows this process. The unit of data that TCP sends to IP is cai@@ssegmentThe unit of data that

IP sends to the network interface is calledrRidatagram.The stream of bits that flows across the
Ethernet is called frame.

The numbers at the bottom of the headers and trailer of the Ethernet ffeigereil.q are the typical
sizes of the headers in bytes. We’'ll have more to say about each of these headers in later sections.

A physical property of an Ethernet frame is that the size of its data must be between 46 and 1500

bytes. We'll encounter this minimum and we cover the maximum|8ection2.8

All the Internet standards and most books on TCP/IP use theteetinstead of byte. The use of this cute, but baroque
term is historical, since much of the early work on TCP/IP was done on systems such as the DEC-10, which did not use
8-bit bytes. Since almost every current computer system uses 8-bit bytes, we’ll use thdederrhis text.

To be completely accurate in Figure 1.7 we should say that the unit of data passed between IP and the network interface is
apacket.This packet can be either an IP datagram or a fragment of an IP datagram. We discuss fragmentation in detail in

Sectionl1.5

We could draw a nearly identical picture for UDP data. The only changes are that the unit of
information that UDP passes to IP is calldd2P datagram,and the size of the UDP header is 8
bytes.
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Figure 1.7 Encapsulation of data as it goes down the protsteak.

Recall fronfFigure1.4that TCP, UDP, ICMP, and IGMP all send data to IP. IP must add some type of
identifier to the IP header that it generates, to indicate the layer to which the data belongs. IP handles
this by storing an 8-bit value in its header calledgieocolfield. A value of 1 is for ICMP, 2 is for

IGMP, 6 indicates TCP, and 17 is for UDP.

Similarly, many different applications can be using TCP or UDP at any one time. The transport layer
protocols store an identifier in the headers they generate to identify the application. Both TCP and
UDP use 16-biport numbergo identify applications. TCP and UDP store the source port number and
the destination port number in their respective headers.

The network interface sends and receives frames on behalf of IP, ARP, and RARP. There must be
some form of identification in the Ethernet header indicating which network layer protocol generated
the data. To handle this there is a 16-bit frame type field in the Ethernet header.

1.7 Demultiplexing

When an Ethernet frame is received at the destination host it starts its way up the protocol stack and all
the headers are removed by the appropriate protocol box. Each protocol box looks at certain identifiers
in its header to determine which box in the next upper layer receives the data. This is called
demultiplexingFigure 1.8 shows how this takes place.

applicaticn( ... |application epplication| ... |appilration

demultiplexing bated cn
dastinatien poct mumber
in TCF or UDF header
TCP DP
KMP ICMF
demuttiphedng based on
‘\ protacol velne in IF header
|1
ARP r RARP
Jemualticlexing besed oo
frame type in Efhernet header
Ethewrect
driver
incoming freme

Figure 1.8 The demultiplexing of a received Etherfreime.
Positioning the protocol boxes labeled "ICMP" and "IGMP" is always a challer[fgdre .4 we showed them at the

same layer as IP, because they really are adjuncts to IP. But here we show them above IP, to reiterate that ICMP messages
and IGMP messages are encapsulated in IP datagrams.
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We have a similar problem with the boxes "ARP" and "RARP." Here we show them above the Ethernet device driver
because they both have their own Ethernet frame types, like IP datagram¢Eigute2.4we’ll show ARP as part of the
Ethernet device driver, beneath IP, because that's where it logically fits.

Realize that these pictures of layered protocol boxes aperfect.

When we describe TCP in detail we’'ll see that it really demultiplexes incoming segments using the
destination port number, the source IP address, and the source port number.

1.8 Client-Server Model

Most networking applications are written assuming one side is the client and the other the server. The
purpose of the application is for the server to provide some defined service for clients.

We can categorize servers into two classes: iterative or concurreitgrative serveriterates through
the following steps.

I1. Wait for a client request to arrive.

I2. Process the client request.

I3. Send the response back to the client that sent the request.
14. Go back to step 11.

The problem with an iterative server is when step 12 takes a while. During this time no other clients are
serviced. Aconcurrentserver,on the other hand, performs the following steps.

Cl. Wait for a client request to arrive.

C2. Start a new server to handle this client’s request. This may involve creating a new process, task, or
thread, depending on what the underlying operating system supports. How this step is performed
depends on the operating system.

This new server handles this client’s entire request. When complete, this new server terminates.
C3. Go back to step CI.

The advantage of a concurrent server is that the server just spawns other servers to handle the client
requests. Each client has, in essence, its own server. Assuming the operating system allows
multiprogramming, multiple clients are serviced concurrently.

The reason we categorize servers, and not clients, is because a client normally can’t tell whether it's
talking to an iterative server or a concurrent server.

As a general rule, TCP servers are concurrent, and UDP servers are iterative, but there are a few
exceptions. We'll look in detail at the impact of UDP on its servgBertion11.12 and the impact of

TCP on its servers [Bection18.1
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1.9 Port Numbers

We said that TCP and UDP identify applications using 16-bit port numbers. How are these port
numbers chosen?

Servers are normally known by theiell-knownport number. For example, every TCP/IP

implementation that provides an FTP server provides that service on TCP port 21. Every Telnet server
is on TCP port 23. Every implementation of TFTP (the Trivial File Transfer Protocol) is on UDP port
69. Those services that can be provided by any implementation of TCP/IP have well-known port
numbers between 1 and 1023. The well-known ports are managedibtethet Assigned Numbers
Authority (IANA).

Until 1992 the well-known ports were between | and 255. Ports between 256 and 1023 were normally used by Unix
systems for Unix-specific services-that is, services found on a Unix system, but probably not found on other operating
systems. The IANA now manages the ports between 1 and 1023.

An example of the difference between an Internet-wide service and a Unix-specific service is the difference between Telnet
and Riogin. Both allow us to login across a network to another host. Telnet is a TCP/IP standard with a well-known port
number of 23 and can be implemented on almost any operating system. Rlogin, on the other hand, was originally designed
for Unix systems (although many non-Unix systems now provide it also) so its well-known port was chosen in the early
1980s a$13.

A client usually doesn’t care what port number it uses on its end. All it needs to be certain of is that
whatever port number it uses be unique on its host. Client port numbers aregh#eteraports

(i.e., short lived). This is because a client typically exists only as long as the user running the client
needs its service, while servers typically run as long as the host is up.

Most TCP/IP implementations allocate ephemeral port numbers between 1024 and 5000. The port
numbers above 5000 are intended for other servers (those that aren’t well known across the Internet).
We'll see many examples of how ephemeral ports are allocated in the examples throughout the text.

Solaris 2.2 is a notable exception. By default the ephemeral ports for TCP and UDP start 8 S@K8H .4 details the
configuration options that can be modified by the system administrator to changaetfaests.

The well-known port numbers are contained in the/fééc/services on most Unix systems. To find
the port numbers for the Telnet server and the Domain Name System, we can execute

sun % grep telnet /etc/services

telnet  23/tcp says it uses TCP port 23

sun % grep domain  /etc/services
domain 53/udp
domain 53/tcp

says it uses UDP port 53
and TCP port 53

ReservedPorts

Unix systems have the conceptre$servedorts. Only a process with superuser privileges can assign
itself a reserved port.

These port numbers are in the range of 1 to 1023, and are used by some applications (notably Rlogin,
Section26.7), as part of the authentication between the client and server.
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1.10Standardization Process

Who controls the TCP/IP protocol suite, approves new standards, and the like? There are four groups
responsible for Internet technology.

1. ThelnternetSociety(ISOC) is a professional society to facilitate, support, and promote the
evolution and growth of the Internet as a global research communications infrastructure.

2. Thelnternet ArchitecturéBoard (IAB) is the technical oversight and coordination body. It is
composed of about 15 international volunteers from various disciplines and serves as the final
editorial and technical review board for the quality of Internet standards. The IAB falls under the
ISOC.

3. Thelnternet Engineering Tadkorce (IETF) is the near-term, standards-oriented group, divided
into nine areas (applications, routing and addressing, security, etc.). The IETF develops the
specifications that become Internet standards. An additinotethet Engineering Steeringroup
(IESG) was formed to help the IETF chair.

4. Thelnternet Research Tastorce (IRTF) pursues long-term reseaqmojects.

Both the IRTF and the IETF fall under the IAB. [Crocker 1993] provides additional details on the
standardization process within the Internet, as well as some of its early history.

1.11RFCs

All the official standards in the internet community are publishedReaest foCommentpr RFC.
Additionally there are lots of RFCs that are not official standards, but are published for informational
purposes. The RFCs range in size from | page to almost 200 pages. Each is identified by a number,
such as RFC 1122, with higher numbers for newer RFCs.

All the RFCs are available at no charge through electronic mail or using FTP across the Internet.
Sending electronic mail as shown here:

To: rfc-info@OISI.EDU
Subject: getting rfcs

help: ways_to_get rfcs

returns a detailed listing of various ways to obtain the RFCs.

The latest RFC index is always a starting point when looking for something. This index specifies when
a certain RFC has been replaced by a newer RFC, and if a newer RFC updates some of the information
in that RFC. There are a few important RFCs.

1. TheAssigned NumbeRFC specifies all the magic numbers and constants that are used in the
Internet protocols. At the time of this writing the latest version of this RFC is 1340 [Reynolds and
Postel 1992]. All the Internet-wide well-known ports are listed here.

When this RFC is updated (it is normally updated at least yearly) the index listing for 1340 will
indicate which RFC has replaced it.

2. Thelnternet Official ProtocolStandardscurrently RFC 1600 [Postel 1994]. This RFC specifies
the state of standardization of the various Internet protocols. Each protocol has one of the
following states of standardization: standard, draft standard, proposed standard, experimental,
informational, or historic. Additionally each protocol has a requirement level: required,

24



recommended, elective, limited use, or not recommended.

Like the Assigned Numbers RFC, this RFC is also reissued regularly. Be sure you're reading the
current copy.

3. The HostRequirementRFCs,1122 and 1123 [Braden 1989a, 1989b]. RFC 1122 handles the link
layer, network layer, and transport layer, while RFC 1123 handles the application layer. These two
RFCs make numerous corrections and interpretations of the important earlier RFCs, and are often the
starting point when looking at any of the finer details of a given protocol. They list the features and
implementation details of the protocols as either "must,” "should,” "may," "should not," or "must not."

[Borman 1993b] provides a practical look at these two RFCs, and RFC 1127 [Braden 1989c]
provides an informal summary of the discussions and conclusions of the working group that developed
the Host Requirements RFCs.

4. TheRouter Requiremen®FC. The official version of this is RFC 1009 [Braden and Postel
1987], but a new version is nearing completion [Almquist 1993]. This is similar to the host
requirements RFCs, but specifies the unique requiremensitefs.

1.12 Standard, SimpleServices

There are a few standard, simple services that almost every implementation provides. We'll use some
of these servers throughout the text, usually with the Telnet client. Figure 1.9 describes these services.
We can see from this figure that when the same service is provided using both TCP and UDP, both
port numbers are normally chosen to be the same.

If we examine the port numbers for these standard services and other standard TCP/IP services (Telnet, FTP, SMTP, etc.),
most are odd numbers. This is historical as these port numbers are derived from the NCP port numbers. (NCP, the Network
Control Protocol, preceded TCP as a transport layer protocol for the ARPANET.) NCP was simplex, not full-duplex, so
each application required two connections, and an even-odd pair of port numbers was reserved for each application. When
TCP and UDP became the standard transport layers, only a single port number was needed per application, so the odd port
numbers from NCP wenesed.

TCP | UDP

Name RFC | Description

port | port
echo 7 7 862 | Server returns whatever the clieseinds.
discard 9 9 863 | Server discards whatever the clisehds.

daytime 13 13 | 867 | Server returns the time and date in a human-reaftziohat.

TCP server sends a continual stream of characters, until the
connection is terminated by the client. UDP server sends a

datagram containing a random number of characters each time the
client sends datagram.

chargen 19 19 | 864

Server returns the time as a 32-bit binary number. This numbjer
time 37 37 | 868 | represents the number of seconds since midnight January 1, {1900,
UTC.

Figure 1.9 Standard, simple services provided by nimgtlementations.
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1.13The Internet

In[FigureI.3we showed ainternetcomposed of two networks - an Ethernet and a token ring. In
[Sectionsl.4 andI.9we talked about the worldwideternetand the need to allocate IP addresses
centrally (the InterNIC) and the well-known port numbers (the IANA). The wiednetmeans
different things depending on whether it's capitalized or not.

The lowercas@nternetmeans multiple networks connected together, using a common protocol suite.
The uppercaskternetrefers to the collection of hosts (over one million) around the world that can
communicate with each other using TCP/IP. While the Internet is an internet, the reverse is not true.

1.14Implementations

The de facto standard for TCP/IP implementations is the one from the Computer Systems Research
Group at the University of California at Berkeley. Historically this has been distributed with the 4.x
BSD system (Berkeley Software Distribution), and with the "BSD Networking Releases." This source
code has been the starting point for many other implementations.

Figure 1.10 shows a chronology of the various BSD releases, indicating the important TCP/IP features.
The BSD Networking Releases shown on the left side are publicly available source code releases
containing all of the networking code: both the protocols themselves and many of the applications and
utilities (such as Telnet and FTP).

Throughout the text we’ll use the teBerkeley-derived implementatitmrefer to vendor
implementations such as SunOS 4.x, SVR4, and AIX 3.2 that were originally developed from the
Berkeley sources. These implementations have much in common, often including the same bugs!
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BSD Networking Software l
Relrase 1.0 {1969% Net/1

BED Networking Scftware l
Releane 240 (1991) Netf2

ovuldeamting,
/ lorgs fat pipe modifictions

4 ABSDHLite {1994
aleo referred b as Net/S

Figure 1.10Various BSD releases with important TCPi#Rtures.

Much of the original research in the Internet is still being applied to the Berkeley system-new
congestion control algorithm{§ection21.4), multicasting{Section12.4), "long fat pipe"
modifications(Section24.3), and the like.

1.15Application Programming Interfaces

Two popularapplication programmingnterfaces(APIs) for applications using the TCP/IP protocols

are calledsocketsandTLI (Transport Layer Interface). The former is sometimes called "Berkeley
sockets," indicating where it was originally developed. The latter, originally developed by AT&T, is
sometimes called Tl (X/Open Transport Interface), recognizing the work done by X/Open, an
international group of computer vendors that produce their own set of standards. XTI is effectively a
superset of TLI.

This text is not a programming text, but occasional reference is made to features of TCP/IP that we
look at, and whether that feature is provided by the most popular API (sockets) or not. All the
programming details for both sockets and TLI are available in [Stevens 1990].
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1.16 TestNetwork

Figure 1.11 shows the test network that is used for all the examples in the text. This figure is also
duplicated on the inside front cover for easy reference while reading the book.

Trrieerrmst
ATXA23D Solaris 2.2 Sun054.1.1 I'H.'ILI
alx \ malarle pamind gatawny :
15 L3T Tm 13
Elbwirust 1183
" Thlsbit
MetBlaser
SLIP| (dlalup)

BSD/386 1.0 BSD3s 10 SmOS413 |12 SVRA
2mn wried

Figure 1.11Test network used for all the examples in the text. All IP addresses begi¥@ifth2.

Most of the examples are run on the lower four systems in this figure (the author’s subnet). All the IP
addresses in this figure belong to the class B network ID 140.252. All the hosthnames belong to the
.tuc.noao.edu domain.foao stands for "National Optical Astronomy Observatories"taicd

stands for Tucson.) For example, the lower right system has a complete hosthname of
svr4.tuc.noao.edu and an IP address of 140.252.13.34. The notation at the top of each box is
the operating system running on that system. This collection of systems and networks provides hosts
and routers running a variety of TCP/IP implementations.

It should be noted that there are many more networks and hostsivethedu domain than we
show in Figure 1.11. All we show here are the systems that we’ll encounter throughout the text.

In[Section3.4we describe the form of subnetting used on this network, &&ddtion4.qwe'll
provide more details on the dial-up SLIP connection betwaanandnetb .[Section2.4describes
SLIP in detail.

1.17Summary

This chapter has been a whirlwind tour of the TCP/IP protocol suite, introducing many of the terms
and protocols that we discuss in detail in later chapters.

28



The four layers in the TCP/IP protocol suite are the link layer, network layer, transport layer, and
application layer, and we mentioned the different responsibilities of each. In TCP/IP the distinction
between the network layer and the transport layer is critical: the network layer (IP) provides a
hop-by-hop service while the transport layers (TCP and UDP) provide an end-to-end service.

An internet is a collection of networks. The common building block for an internet is a router that
connects the networks at the IP layer. The capital-l Internet is an internet that spans the globe and
consists of more than 10,000 networks and more than one million computers.

On an internet each interface is identified by a unique IP address, although users tend to use hosthnames
instead of IP addresses. The Domain Name System provides a dynamic mapping between hostnames
and IP addresses. Port numbers are used to identify the applications communicating with each other
and we said that servers use well-known ports while clients use ephemeral ports.

Exercises

1.1 Calculate the maximum number of class A, B, and C network IDs.

1.2 Fetch the filensfnet/statistics/history.netcount using anonymous FTSection
from the hoshic.merit.edu . This file contains the number of domestic and foreign

networks announced to the NSFNET infrastructure. Plot these values with the year on the x-axis and a
logarithmic y-axis with the total number of networks. The maximum value for the y-axis should be the
value calculated in the previous exercise. If the data shows a visual trend, extrapolate the values to
estimate when the current addressing scheme will run out of networ{SiEsion3.1(talks about

proposals to correct this problem.)

1.30Obtain a copy of the Host Requirements RFC [Braden 1989a] and look ngpotisénesgprinciple
that applies to every layer of the TCP/IP protocol suite. What is the reference for this principle?

1.4 Obtain a copy of the latest Assigned Numbers RFC. What is the well-known port for the "quote of
the day" protocol? Which RFC defines the protocol?

1.51f you have an account on a host that is connected to a TCP/IP internet, what is its primary IP
address? Is the host connected to the worldwide Internet? Is it multihomed?

1.6 Obtain a copy of RFC 1000 to learn where the term RFC originated.
1.7 Contact the Internet Sociefgpc@isoc.org or +1 703 648 9888, to find out about joining.

1.8 Fetch thdileabout-internic/information-about-the-internic using anonymous
FTP from the hodgs.internic.net
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Link Layer

2.1 Introduction

From[Figurel.4we see that the purpose of the link layer in the TCP/IP protocol suite is to send and
receive (1) IP datagrams for the IP module ARP requests and replies for the ARP module, and (3)
RARPrequests and replies for tRARP module. TCP/IP supports many different link layers,
depending on the type of networking hardware being uEbdrret, token ringFDDI (Fiber

Distributed Data Interface), RS-232 serial lines, and the like.

In this chapter we'll look at some of the details involved in the Ethernet link layer, two specialized link
layers for serial interfaces (SLIP aR&P),and thdoopbackdriver that’s part of most

implementations. Ethernet and SLIP are the link layers used for most of the examples in the book. We
also talk about th#1TU (Maximum Transmission Unit), a characteristic of the link layer that we
encounter numerous times in the remaining chapters. We also show some calculations of how to
choose the MTU for a serial line.

2.2 Ethernet and IEEE 802Encapsulation

The termEthernetgenerally refers to a standard published in 1982 by Digital Equipment Corp., Intel
Corp., and Xerox Corp. It is the predominant form of local area network technology used with TCP/IP
today. It uses an access method cdll&MA/CD, which stands for Carrier Sense, Multiple Access

with Collision Detection. It operates at Mbits/secand uses 48-bit addresses.

A few years later the IEEE (Institute of Electrical and Electronics Engineers) 802 Committee
published a sightly different set of standards. 802.3 covers an entire set of

CSMA/CD networks, 802.4 covers token bus networks, and 802.5 covers token ring networks.
Common to all three of these is the 802.2 standard that defines the logical link @gdr®otommon
to many of the 802 networks. Unfortunately the combination of 802.2 and 802.3 defines a different
frame format from true EtherndfStallings1987] covers all the details of these IEEE 802 standards.)

In the TCP/IP world, the encapsulation of IP datagrams is defirRB@B94[Hornig 1984] for
Ethernets and in RFC 104Rosteland Reynolds 1988] for IEEE 802 networks. The Host
Requirements RFC requires that every Internet host connected tdlzité&ecEthernet cable:

1. Must be able to send and receive packets using RFC 894 (Ethernet) encapsulation.

2. Should be able to receive RFC 1042 (IEEE 802) packets intermixed with RFC 894 packets.

3. May be able to send packets using RFC 1042 encapsulation. If the host can send both types of
packets, the type of packet sent must be configurable and the configuration option must default to
RFC 894packets.

RFC 894 encapsulation is most commonly ufséglire2.1 shows the two different forms of
encapsulation. The number below each box in the figure is the size of that box in bytes.

Both frame formats use 48-l§&-byte)destination and source addresses. (802.3 allows 16-bit
addresses to be used, but 48-bit addresses are normal.) These are whadtar@vwaibaddresses
throughout the text. Th&RP andRARP protocols{Chapters] andg) map between the 32-bit IP
addresses and the 48-bit hardware addresses.
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The next 2 bytes are different in the two frame formats. ThdeB@ghfield says how many bytes
follow, up to but not including thERCat the end. The Ethernigpefield identifies the type of data
that follows. In the 802 frame the satypefield occurs later in the SNAP (Sub-network Access
Protocol) header. Fortunately none of the valid Bd2h values is the same as the Ethetypé
values, making the two frame formats distinguishable.

In the Ethernet frame the data immediately followstyipefield, while in the 802 frame format 3
bytes of 802.2 LLC and 5 bytes of 802.2 SNAP follow. TY#AP(Destination Service Access Point)
andSSARSource Service Access Point) are both sékéa . TheCltrl field is set to 3. The next 3
bytes, theorg code are all 0. Following this is the saBibytetypefield that we had with the Ethernet
frame format. (Additional type field values are given in RFC 1340 [Reynolds and Peg3))

The CRCfield is a cyclic redundancy check (a checksum) that detects errors in the rest of the frame.
(This is also called theCSor frame checlkequence.)

There is a minimum size for 802.3 and Ethernet frames. This minimum requires that the data portion
be at least 38 bytes for 802.3 or 46 byteditrerret. To handle this, pad bytes are inserted to assure
that the frame is long enough. We’ll encounter this minimum when we start watching packets on the
wire.

In this text we’ll display thé&therret encapsulation when we need to, because this is the most
commonly used form of encapsulation.
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Figure 2.1 IEEE 802.2/802.3 encapsulation (RFC 1042) and Ethernet encapsulatioBgREC

2.3 Trailer Encapsulation

RFC 893 Leffler andKarels1984] describes another form of encapsulation used on Ethernets, called
trailer encapsulationlt was an experiment with eaBSD systems on DEC VAXes that improved
performance by rearranging the order of the fields in the IP datagramyvariable-length fields at

the beginning of the data portion of the Ethernet frame (the IP header and the TCP header) were
moved to the end (right before the CRC). This allows the data portion of the frame to be mapped to a
hardware page, saving a memory-to-memory copy when the data is copied in the kernel. TCP data that
is a multiple of 512 bytes in size can be moved by just manipulating the kernel's page tables. Two
hosts negotiated the use of trailer encapsulation using an extengiB® dDifferent Ethernet frame

type values are defined for these frames.

Nowadays trailer encapsulation is deprecated, so we won't show any examples of it. Interested readers
are referred tlRFC 893 angSectionl1.§of [Leffler etal. 1989] for additional details.
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2.4 SLIP: Serial Line IP

SLIP stands for Serial Line IP. It is a simple form of encapsulation for IP datagrams on serial lines,
and is specified in RFC 105Rornkey1988].SLIP has become popular for connecting home systems
to the Internet, through the ubiquitous RS-232 serial port found on almost every computer and
high-speed modems. The following rules specify the framing used by SLIP.

1. The IP datagram is terminated by the special character called %D ). Also, to prevent any
line noise before this datagram from being interpreted as part of this datagram, most
implementations transmit an END character at the beginning of the datagram too. (If there was
some line noise, this END terminates that erroneous datagram, allowing the current datagram to
be transmitted. That erroneous datagram will be thrown away by a higher layer when its contents
are detected to be garbage.)

2. If a byte of the IP datagram equals the END characteB-thgesequenc@xdb , Oxdc is
transmitted instead. This special charadgdb , is called the SLIFESCcharacter, but its value
is different from the ASCIESCcharacte(Oxib ).

3. If a byte of the IP datagram equals the SLIP ESC character, the 2-byte sdijtdncexdd is
transmittednstead.

Figure 2.2 shows an example of this framing, assuming that one END character and one ESC character
appear in the original IP datagram. In this example the number of bytes transmitted across the serial
line is the length of the IP datagram plus 4.

ol
|-l- TP datagram -~
o db
1 1 .
| | L l Y %
I t 1 % \ !
HNLY gy ! ‘e N * END
(] db | dex db{dd ch
1 1 1 1 1 1

Figure 2.2 SLIP encapsulation
SLIP is a simple framing method. It has some deficiencies that are worth noting.

1. Each end must know the other’s IP address. There is no method for one end to inform the other of
its IP address.

2. There is no type field (similar to the frame type field in Ethernet frames). If a serial line is used
for SLIP, it can’t be used for some other protocol at the same time.

3. There is no checksum added by SLIP (similar toaGR& field in Ethernet frames). If a noisy
phone line corrupts a datagram being transferred by SLIP, it's up to the higher layers to detect
this. (Alternately, newer modems can detect and correct corrupted frames.) This makes it
essential that the upper layers provide some for@RE. In[Chapters3 and17 we’ll see that
there is always a checksum for the IP header, and for the TCP header and the TCP data. But in
[Chapterd]we'll see that the checksum that coversuiiP header antUDP data isoptional.
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Despite these shortcomings, SLIP is a popular protocol that is widely used.

The history of SLIP dates back to 1984 when Rick Adams implemented it in 4.2BSD. Despite its self-description as a
nonstandard, it is becoming more popular as the speel#tullity of modems increase. Publicly available
implementations abound, and many vendors suppimdaty.

2.5CompressedSLIP

Since SLIP lines are often slow (19200 bits/sec or below) and frequently used for interactive traffic
(such adTelnetandRIogin, both of which use TCP), there tend to be many small TCP packets
exchanged across a SLIP line. To carry | byte of data requ@sgtelP header and 20-byteTCP
header, an overhead of 40 byt&ection19.3 shows the flow of these small packets when a simple
command is typed during an Rlogin session.)

Recognizing this performance drawback, a newer version of SLIP, &#leldP (for compressed

SLIP), is specified ilRFC 1144[Jacobsori990a].CSLIP normally reduces th)-byteheader to 3 or

5 bytes. It maintains the state of up to 16 TCP connections on each end of the CSLIP link and knows
that some of the fields in the two headers for a given connection normally don’t change. Of the fields
that do change, most change by a small positive amount. These smaller headers greatly improve the
interactive response time.

Most SLIP implementations today support CSLIP. Both SLIP links on the author’s subnet (see inside front cover) are
CSLIPlinks.

2.6 PPP: Point-to-Point Protocol

PPP the Point-to-Point Protocol, corrects all the deficiencies in SLIP. PPP consists of three
components.

1. A way to encapsulate IP datagrams on a serial link. PPP supports either an asynchronous link
with 8 bits of data and no parity (i.e., the ubiquitous serial interface found on most computers) or
bit-oriented synchronous links.

2. A link control protocol (LCP) to establish, configure, and test the data-link connection. This
allows each end to negotiate various options.

3. A family of network controprotocols(NCPs)specific to different network layer protocoRECs
currently exist for IP, th®©SI network layerDECnet,andAppleTalk. The IPNCP, for example,
allows each end to specify if it can perform header compression, sim@&Li®. (The acronym
NCP was also used for the predecessdiGB.)

RFC 1548[Simpson1993] specifies the encapsulation method and the link control protocol. RFC
1332[McGregor1992] specifies the network control protocol for IP.

The format of the PPP frames was chosen to look like theHISICC standard (high-level data link
control). Figure 2.3 shows the format of PPP frames.
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Each frame begins and ends witfteay byte whose value Bx7e . This is followed by amaddress
byte whose value is alwagxff , and then @ontrol byte, with a value ddx03 .

Next comes therotocolfield, similar in function to the Ethernstpefield. A value 0f0x0021
means thénformationfield is an IP datagram, a value@fc021 means thénformationfield is link
control data, and a value %8021 is for network control data.

The CRCfield (or FCS,for frame check sequence) is a cyclic redundancy check, to detect errors in the
frame.

Since the byte valu@x7e istheflag character, PPP needs to escape this byte when it appears in the
informationfield. On a synchronous link this is done by the hardware using a techniquebdalled
stuffing[Tanenbaun1989]. On asynchronous links the special b§x&d is used as an escape

character. Whenever this escape character appears in a PPP frame, the next character in the frame has
had its sixth bit complemented, as follows:

1. The byteOx7e is transmitted as tha-bytesequenc€x7d , 0x5e . This is the escape of tiflag
byte.

2. The byteOx7d is transmitted as the 2-byte sequedxeéd , 0x5d . This is the escape of the
escape byte.

3. By default, a byte with a value less tt@®20 (i.e., an ASCII control character) is also escaped.
For example, the by®@x01 is transmitted as the 2-byte sequedxeéd , 0x21 . (In this case the
complement of the sixth bit turns the bit on, whereas in the two previous examples the
complement turned the bit off.)

The reason for doing this is to prevent these bytes from appearing as ASCII control characters to
the serial driver on either host, or to the modems, which sometimes interpret these control
characters specially. It is also possible to use the link control protocol to specify which, if any, of
these 32 values must be escaped. By default, all 3Zsaaped.

Since PPP, like SLIP, is often used across slow serial links, reducing the number of bytes per frame
reduces the latency for interactive applications. Using the link control protocol, most implementations
negotiate to omit the constaddressandcontrol fields and to reduce the size of etocolfield

from 2 bytes to 1 byte. If we then compare the framing overhead in a PPP frame, versus the 2-byte
framing overhead in a SLIP franféigure2.9), we see that PPP adds three additional bytes: | byte for
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the protocolfield, and 2 bytes for the CRC. Additionally, using the IP network control protocol, most
implementations then negotiate to use Vanobsormeader compression (identicalG&LIP
compression) to reduce the size of the IP and TCP headers.

In summary, PPP provides the following advantages over SLIP: (1) support for multiple protocols on a
single serial line, not just IP datagrams, (2) a cyclic redundancy check on every frame, (3) dynamic
negotiation of the IP address for each end (using the IP network control protocol), (4) TCP and IP
header compression similar to CSLIP, and (5) a link control protocol for negotiating many data-link
options. The price we pay for all these features is 3 bytes of additional overhead per frame, a few
frames of negotiation when the link is established, and a more complex implementation.

Despite all the added benefits of PPP over SLIP, today there are more SLIP users than PPP users. As implementations
become more widely available, and as vendors start to support PPP, it should (eventuallyptéplace

2.7 Loopback Interface

Most implementations support@pbackinterfacethat allows a client and server on the same host to
communicate with each other using TCP/IP. The class A network ID 127 is reserved for the loopback
interface. By convention, most systems assign the IP address of 127.0.0.1 to this interface and assign it
the namdocalhost . An IP datagram sent to the loopback interface must not appear on any

network.

Although we could imagine the transport layer detecting that the other end is the loopback address,
and short circuiting some of the transport layer logic and all of the network layer logic, most
implementations perform complete processing of the data in the transport layer and network layer, and
only loop the IP datagram back to itself when the datagram leaves the bottom of the network layer.

Figure 2.4 shows a simplified diagram of how the loopback interface processes IP datagrams.
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Figure 2.4Processing of IP datagrams by loopbanatkrface.

The key points to note in this figure are as follows:

1. Everything sent to thimopbackaddress (normally 127.0.0.1) appears as IP input.

2. Datagrams sent to a broadcast address or a multicast address are copied to the loopback interface
and sent out on the Ethernet. This is because the definition of broadcasting and multicasting
includes the sending host.

3. Anything sent to one of the host’'s own IP addresses is sent to the loapiesizce.

While it may seem inefficient to perform all the transport layer and IP layer processing of the loopback
data, it simplifies the design because the loopback interface appears as just another link layer to the
network layer. The network layer passes a datagram to the loopback interface like any other link layer,
and it happens that the loopback interface then puts the datagram baléK ®itput queue.

Another implication ofFigure2.4is that IP datagrams sent to the one of the host's own IP addresses
normally do not appear on the corresponding network. For example, on an Ethernet, normally the
packet is not transmitted and then read back. Comments in someB&Hethernet device drivers

indicate that many Ethernet interface cards are not capable of reading their own transmissions. Since a
host must process IP datagrams that it sends to itself, handling these packets as[Elyune?id is

the simplest way to accomplish this.
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The 4.4BSD implementation defines the varialdeloopback and initializes it to 1. If this variable is set to 0, however,
the Ethernet driver sends local packets onto the network instead of sending them to the loopback driver. This may or may
not work, depending on your Ethernet interface card and dexiigzr.

2.8MTU

As we can see frofiigure2.]} there is a limit on the size of the frame for both Ethernet encapsulation
and 802.3 encapsulation. This limits the number of bytes of data to 1500 and 1492, respectively. This
characteristic of the link layer is called thid'U, its maximum transmission unit. Most types of

networks have an upper limit.

If IP has a datagram to send, and the datagram is larger than the link layer's MTU, IP performs
fragmentationpreaking the datagram up into smaller pieces (fragments), so that each fragment is
smaller than the MTU. We discuss IP fragmentatigentionl1.5

Figure 2.5 lists some typical MTU values, taken fieFC 1191 [Mogul andeering1990]. The

listed MTU for a point-to-point link (e.g., SLIP &PP)is not a physical characteristic of the network
media. Instead it is a logical limit to provide adequate response time for interactive us{Sdotibe
[2.1Qwe’ll see where this limit comes from.

In we'll use thenetstat command to print the MTU of an interface.

Network MTU (bytes)
Hyperchannel 65535
16 Mbits/sec token ringBM) 17914
4 Mbits/sec token ring (IEEB02.5) 4464
FDDI 4352
Ethernet 1500
IEEE 802.3/802.2 1492
X.25 576
Point-to-Point (lowdelay) 296

Figure 2.5 Typical maximum transmission unis|TUs).

2.9PathMTU

When two hosts on the same network are communicating with each other, it is the MTU of the
network that is important. But when two hosts are communicating across multiple networks, each link
can have a different MTU. The important numbers are not the MTUs of the two networks to which the
two hosts connect, but rather the smallest MTU of any data link that packets traverse between the two
hosts. This is called theathMTU.

The path MTU between any two hosts need not be constant. It depends on the route being used at any
time. Also, routing need not be symmetric (the route from B inay not be the reverse of the route
from B to A), hence the path MTU need not be the same in the two directions.

RFC 1191 [Mogul andDeering1990] specifies the "path MTU discovery mechanism," a way to
determine the path MTU at any tim&'e’ll see how this mechanism operates after we’ve described
ICMP and IP fragmentation. we’ll examine the ICMRInreachablerror that is used
with this discovery mechanism andSection11.jwe’ll show a version of theaceroute
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program that uses this mechanism to determine the path MTU to a destf8atbansl1.§and24.3
show howUDP and TCP operate when the implementation supports path MTU discovery.

2.10Serial Line Throughput Calculations

If the line speed is 9600 bits/sec, with 8 bits per byte, plus | start bit and | stop bit, the line speed is 960
bytes/sec. Transferringl®24-bytepacket at this speed takes 10686.If we're using the SLIP link

for an interactive application, along with an application such as FTP that sends or receives 1024-byte
packets, we have to wait, on the average, half of this time (533 ms) to send our interactive packet.

This assumes that our interactive packet will be sent across the link before any further "big" packets.
Most SLIP implementations do provide thype-of-servicegqueuing, placing interactive traffic ahead

of bulk data traffic. The interactive traffic is normaliglnet,Rlogin, and the control portion (the user
commands, not the data) BTP.

This type of servicgueuingis imperfect. It cannot affect noninteractive traffic that is already queued
downstream (e.g., at the serial driver). Also newer modems have large buffers so noninteractive traffic
may already be buffered in the modem.

Waiting 533msis unacceptable for interactive response. Human factors studies have found that an
interactive response time longer than 100-200 ms is perceived pkabalsori990a].This is the

round-trip time for an interactive packet to be sent and something to be returned (hormally a character
echo).

Reducing theMTU of the SLIP link to 256 means the maximum amount of time the link can be busy
with a single frame is 266 ms, and half of this (our average wait) is 133 ms. This is better, but still not
perfect. The reason we choose this value (as compared to 64 or 128) is to provide good utilization of
the line for bulk data transfers (such as large file transfers). Assurbiyte CSLIP header, 256

bytes of data in 861-byteframe gives 98.1% of the line to data and 1.9% to headers, which is good
utilization. Reducing th#1TU below 256 reduces the maximum throughput that we can achieve for
bulk data transfers.

The MTU value listed ifirigure2.5 296 for a point-to-point link, assumes 256 bytes of data and the
40-byteTCP and IP headers. Since the MTU is a value that IP queries the link layer for, the value must
include the normal TCP and IP headers. This is how IP makes its fragmentation decision. IP knows
nothing about the header compression that CSLIP performs.

Our average wait calculation (one-half the time required to transfer a maximum sized frame) only
applies when a SLIP link (&PPlink) is used for both interactive traffic and bulk data transfer. When
only interactive traffic is being exchanged, 1 byte of data in each direction (assuming 5-byte
compressed headers) takes around 12.5 ms for the round trip at 9600 bits/sec. This is well within the
100-200 ms range mentioned earlier. Also notice that compressing the headers from 40 bytes to 5
bytes reduces the round-trip time for the | byte of data from 85 to 12.5 ms.

Unfortunately these types of calculations are harder to make when newer error correcting, compressing
modems are being used. The compression employed by these modems reduces the number of bytes
sent across the wire, but the error correction may increase the amount of time to transfer these bytes.
Nevertheless, these calculations give us a starting point to make reasonable decisions.

In later chapters we’ll use these serial line calculations to verify some of the timings that we see when
watching packets go across a serial link.

39



2.11Summary

This chapter has examined the lowest layer in the Internet protocol suite, the link layer. We looked at
the difference between Ethernet and IEEE 802.2/802.3 encapsulation, and the encapsulation used by
SLIP and PPP. Since both SLIP and PPP are often used on slow links, both provide a way to compress
the common fields that don’t often change. This provides better interactive response.

Theloopbackinterface is provided by most implementations. Access to this interface is either through
the special loopback address, normally 127.0.0.1, or by sending IP datagrams to one of the host’'s own
IP addresses.oopbackdata has been completely processed by the transport layer and by IP when it
loops around to go up the protocol stack.

We described an important feature of many link layersMf¥, and the related concept of a path
MTU. Using the typicaMTUs for serial lines, we calculated the latency involved in SLIPG&dIP
links.

This chapter has covered only a few of the common data-link technologies used with TCP/IP today.
One reason for the success of TCP/IP is its ability to work on top of almost any data-link technology.

Exercises

2.11f your system supports tmetstat(1) command (sg€ection3.gdalso), use it to determine the
interfaces on your system and their MTUSs.
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| P: I nternet Protocol

3.1 Introduction

IP is the workhorse protocol of the TCP/IP protocol suite. All TCP, UDP, ICMP, and IGMP data gets
transmitted as IP datagrarfiS8gure1.9). A fact that amazes many newcomers to TCP/IP, especially
those from an X.25 or SNA background, is that IP provides an unreliable, connectionless datagram
delivery service.

By unreliablewe mean there are no guarantees that an IP datagram successfully gets to its destination.
IP provides a best effort service. When something goes wrong, such as a router temporarily running
out of buffers, IP has a simple error handling algorithm: throw away the datagram and try to send an
ICMP message back to the source. Any required reliability must be provided by the upper layers (e.g.,
TCP).

The termconnectionlesmeans that IP does not maintain any state information about successive
datagrams. Each datagram is handled independently from all other datagrams. This also means that IP
datagrams can get delivered out of order. If a source sends two consecutive datagrams (first A, then B)
to the same destination, each is routed independently and can take different routes, with B arriving
before A.

In this chapter we take a brief look at the fields in the IP header, describe IP routing, and cover
subnetting. We also look at two useful commaiifdenfig andnetstat . We leave a detailed
discussion of some of the fields in the IP header for later when we can see exactly how the fields are
used. RFC 791 [Postel 19814a] is the official specification of IP.

3.21P Header

Figure 3.1 shows the format of an IP datagram. The normal size of the IP header is 20 bytes, unless
options are present.
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Figure 3.11P datagram, showing the fields in thehi@ader.

We will show the pictures of protocol headers in TCP/IP as in Figure 3.1. The most significant bit is
numbered 0O at the left, and the least significant bit of a 32-bit value is numbered 31 on the right.

The 4 bytes in the 32-bit value are transmitted in the order: bits 0-7 first, then bits 8-15, then 16-23,
and bits 24-31 last. This is callbdy endianbyte ordering, which is the byte ordering required for all
binary integers in the TCP/IP headers as they traverse a network. This is catietivibmix byteorder.
Machines that store binary integers in other formats, such &ttlthendianformat, must convert the
header values into the network byte order before transmitting the data.

The current protocalersionis 4, so IP is sometimes called IPg&&ction3.1Qdiscusses some
proposals for a new version of IP.

Theheaderengthis the number of 32-bit words in the header, including any options. Since this is a
4-bit field, it limits the header to 60 bytes we’'ll see that this limitation makes some of the
options, such as the record route option, useless today. The normal value of this field (when no options
are present) is 5.

Thetype-of-servicdield (TOS) is composed of a 3-bit precedence field (which is ignored today), 4
TOS bits, and an unused bit that must be 0. The 4 TOS bits are: minimize delay, maximize throughput,
maximize reliability, and minimize monetary cost.

Only 1 of these 4 bits can be turned on. If all 4 bits are 0 it implies normal service. RFC 1340
[Reynolds and Postel 1992] specifies how these bits should be set by all the standard applications.
RFC 1349 [Almquist 1992] contains some corrections to this RFC, and a more detailed description of
the TOS feature.
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Figure 3.2 shows the recommended values of the TOS field for various applications. In the final
column we show the hexadecimal value, since that's what we’ll seeticpthemp output later in
the text.

. . L Minimize
L Minimize Maximize Maximize Hex
Application S monetary
delay throughput reliability value
cost
Telnet/Rlogin 1 0 0 0 0x10
E;)rrI:[rol 1 0 0 0 0x10
0 1 0 0 0x08
data
any bulkdata 0 1 0 0 0x08
TFTP 1 0 0 0 0x10
SMTP
command 1 0 0 0 0x10
phase 0 1 0 0 0x08
dataphase
DNS
1 0 0 0 0x10
?c[:)g qlfeerry 0 0 0 0 0x00
query 0 1 0 0 0x08
zonetransfer
le?rl\(/)lf 0 0 0 0 0x00
0 0 0 0 0x00
query
anylGP 0 0 1 0 0x04
SNMP 0 0 1 0 0x04
BOOTP 0 0 0 0 0x00
NNTP 0 0 0 1 0x02

Figure 3.2 Recommended values for type-of-senfiedd.

The interactive login applications, Telnet and Rlogin, want a minimum delay since they're used
interactively by a human for small amounts of data transfer. File transfer by FTP, on the other hand,
wants maximum throughput. Maximum reliability is specified for network management (SNMP) and
the routing protocols. Usenet news (NNTP) is the only one shown that wants to minimize monetary
cost.

The TOS feature is not supported by most TCP/IP implementations today, though newer systems
starting with 4.3BSD Reno are setting it. Additionally, new routing protocols such as OSPF and IS-IS
are capable of making routing decisions based on this field.
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In[Section2.1Qwe mentioned that SLIP drivers normally provide type-of-service queuing, allowing interactive traffic to be
handled before bulk data. Since most implementations don't use the TOS field, this queuing is done ad hoc by SLIP, with
the driver looking at the protocol field (to determine whether it's a TCP segment or not) and then checking the source and
destination TCP port numbers to see if the port number corresponds to an interactive service. One driver comments that
this "disgusting hack" is required since most implementations don'’t allow the application to set theld.OS

Thetotal lengthfield is the total length of the IP datagram in bytes. Using this field and the header
length field, we know where the data portion of the IP datagram starts, and its length. Since this is a
16-bit field, the maximum size of an IP datagram is 65535 bytes. (RecalFfgure2.5that a
Hyperchannel has an MTU of 65535. This means there really isn’t an MTU-it uses the largest IP
datagram possible.) This field also changes when a datagram is fragmented, which we describe in

Sectionl1.5

Although it's possible to send a 65535-byte IP datagram, most link layers will fragment this.
Furthermore, a host is not required to receive a datagram larger than 576 bytes. TCP divides the user’'s
data into pieces, so this limit normally doesn’t affect TCP. With UDP we’ll encounter numerous
applications in later chapters (RIP, TFTP, BOOTP, the DNS, and SNMP) that limit themselves to 512
bytes of user data, to stay below this 576-byte limit. Realistically, however, most implementations
today (especially those that support the Network File System, NFS) allow for just over 8192-byte IP
datagrams.

The total length field is required in the IP header since some data links (e.g., Ethernet) pad small
frames to be a minimum length. Even though the minimum Ethernet frame size is

[2.2), an IP datagram can be smaller. If the total length field wasn’t provided, the IP layer wouldn't
know how much of a 46-byte Ethernet frame was really an IP datagram.

Theidentificationfield uniquely identifies each datagram sent by a host. It normally increments by
one each time a datagram is sent. We return to this field when we look at fragmentation and
reassembly ifSection11.§ Similarly, we’ll also look atheflagsfield andthe fragmentation offset
field when we talk about fragmentation.

RFC 791 [Postel 19814a] says that the identification field should be chosen by the upper layer that is having IP send the
datagram. This implies that two consecutive IP datagrams, one generated by TCP and one generated by UDP, can have the
same identification field. While this is OK (the reassembly algorithm handles this), most Berkeley-derived

implementations have the IP layer increment a kernel variable each time an IP datagram is sent, regardless of which layer
passed the data to IP to send. This kernel variable is initialized to a value based on the time-of-day when the system is
bootstrapped.

Thetime-to-livefield, or TTL, sets an upper limit on the number of routers through which a datagram

can pass. It limits the lifetime of the datagram. It is initialized by the sender to some value (often 32 or
64) and decremented by one by every router that handles the datagram. When this field reaches 0, the
datagram is thrown away, and the sender is notified with an ICMP message. This prevents packets
from getting caught in routing loops forever. We return to this fididhapter§ when we look at the
Trace-route program.

We talked about thgrotocolfield in[Chapterd]and showed how it is used by IP to demultiplex
incoming datagrams It identifies which protocol gave the data for IP to send.

Theheaderchecksunis calculated over the IP header only. It doescover any data that follows the
header. ICMP, IGMP, UDP, and TCP all have a checksum in their own headers to cover their header
and data.

a4



To compute the IP checksum for an outgoing datagram, the value of the checksum field is first set to 0.
Then the 16-bit one’s complement sum of the header is calculated (i.e., the entire header is considered
a sequence of 16-bit words). The 16-bit one’s complement of this sum is stored in the checksum field.
When an IP datagram is received, the 16-bit one’s complement sum of the header is calculated. Since
the receiver’s calculated checksum contains the checksum stored by the sender, the receiver’s
checksum is all one bits if nothing in the header was modified. If the result is not all one bits (a
checksum error), IP discards the received datagram. No error message is generated. It is up to the
higher layers to somehow detect the missing datagram and retransmit.

ICMP, IGMP, UDP, and TCP all use the same checksum algorithm, although TCP and UDP include
various fields from the IP header, in addition to their own header and data. RFC 1071 [Braden,
Borman, and Partridge 1988] contains implementation technigues for computing the Internet
checksum. Since a router often changes only the TTL field (decrementing it by 1), a router can
incrementally update the checksum when it forwards a received datagram, instead of calculating the
checksum over the entire IP header again. RFC 1141 [Mallory and Kullberg 1990] describes an
efficient way to do this.

The standard BSD implementation, however, does not use this incremental update feature when fordatetirana

Every IP datagram contains theurce IPaddressand thedestination IP addres3.hese are the 32-bit

values that we described|8ectionl.4

The final field, theoptions,is a variable-length list of optional information for the datagram. The
options currently defined are:

e security and handling restrictions (for military applications, refer to RFC 1108 [Kent 1991] for
details),

e record route (have each router record its IP add8esgion7.3),

e timestamp (have each router record its IP address andSengon7.4),

® |oose source routing (specifying a list of IP addresses that must be traversed by the datagram.
Section8.9), and

® strict source routing (similar to loose source routing but here only the addresses in the list can be

traversedSection8.5).

These options are rarely used and not all host and routers support all the options.

The options field always ends on a 32-bit boundary. Pad bytes with a value of O are added if necessary.
This assures that the IP header is always a multiple of 32 bits (as requiredheadiedengthfield).

3.31P Routing

Conceptually, IP routing is simple, especially for a host. If the destination is directly connected to the
host (e.g., a point-to-point link) or on a shared network (e.g., Ethernet or token ring), then the IP
datagram is sent directly to the destination. Otherwise the host sends the datagram to a default router,
and lets the router deliver the datagram to its destination. This simple scheme handles most host
configurations.

In this section and {€hapterdwe’ll look at the more general case where the IP layer can be
configured to act as a router in addition to acting as a host. Most multiuser systems today, including
almost every Unix system, can be configured to act as a router. We can then specify a single routing
algorithm that both hosts and routers can use. The fundamental difference is thaieadrdstwards
datagrams from one of its interfaces to another, while a router forwards datagrams. A host that
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contains embedded router functionality should never forward a datagram unless it has been
specifically configured to do so. We say more about this configuration op

In our general scheme, IP can receive a datagram from TCP, UDP, ICMP, or IGMP (that is, a locally
generated datagram) to send, or one that has been received from a network interface (a datagram to
forward). The IP layer has a routing table in memory that it searches each time it receives a datagram

to send. When a datagram is received from a network interface, IP first checks if the destination IP
address is one of its own IP addresses or an IP broadcast address. If so, the datagram is delivered to the
protocol module specified by the protocol field in the IP header. If the datagram is not destined for this

IP layer, then (1) if the IP layer was configured to act as a router the packet is forwarded (that is,

handled as an outgoing datagram as described below), else (2) the datagram is silently discarded.

Each entry in the routing table contains the following information:

® Destination IP address. This can be either a comptateaddressor anetworkaddressas
specified by the flag field (described below) for this entry. A host address has a nonzero host ID
(Figurel.5) and identifies one particular host, while a network address has a host ID of 0 and
identifies all the hosts on that network (e.g., Ethernet, token ring).

e |P address of next-hoprouter, or the IP address of a directly connected network. A next-hop
router is one that is on a directly connected network to which we can send datagrams for delivery.
The next-hop router is not the final destination, but it takes the datagrams we send it and forwards
them to the final destination.

e Flags. One flag specifies whether the destination IP address is the address of a network or the
address of a host. Another flag says whether the next-hop router field is really a next-hop router
or a directly connected interface. (We describe each of these f[8gstion9.2)

e Specification of which network interface the datagram should be passedrem&mission.

IP routing is done on a hop-by-hop basis. As we can see from this routing table information, IP does
not know the complete route to any destination (except, of course, those destinations that are directly
connected to the sending host). All that IP routing provides is the IP address of the next-hop router to
which the datagram is sent. It is assumed that the next-hop router is really "closer” to the destination
than the sending host is, and that the next-hop router is directly connected to the sending host.

IP routing performs the following actions:

1. Search the routing table for an entry that matches the complete destination IP address (matching
network ID and host ID). If found, send the packet to the indicated next-hop router or to the
directly connected interface (depending on the flags field). Point-to-point links are found here, for
example, since the other end of such a link is the other host's complete IP address.

2. Search the routing table for an entry that matches just the destination network ID. If found, send
the packet to the indicated next-hop router or to the directly connected interface (depending on
the flags field). All the hosts on the destination network can be handled with this single routing
table entry All the hosts on a local Ethernet, for example, are handled with a routing table entry of
this type.

This check for a network match must take into account a possible subnet mask, which we
describe in the next section.
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3. Search the routing table for an entry labeled "default.” If found, send the packet to the indicated
next-hoprouter.

If none of the steps works, the datagram is undeliverable. If the undeliverable datagram was generated
on this host, a "host unreachable" or "network unreachable" error is normally returned to the
application that generated the datagram.

A complete matching host address is searched for before a matching network ID. Only if both of these
fail is a default route used. Default routes, along with the ICMP redirect message sent by a next-hop
router (if we chose the wrong default for a datagram), are powerful features of IP routing that we’ll

come back to ifChapterd

The ability to specify a route to a network, and not have to specify a route to every host, is another
fundamental feature of IP routing. Doing this allows the routers on the Internet, for example, to have a
routing table with thousands of entries, instead of a routing table with more than one million entries.

Examples

First consider a simple example: our host bsdi has an IP datagram to send to our host sun. Both hosts
are on the same Ethernet (see inside front cover). Figure 3.3 shows the delivery of the datagram.

When IP receives the datagram from one of the upper layers it searches its routing table and finds that
the destination IP address (140.252.13.33) is on a directly connected network (the Ethernet
140.252.13.0). A matching network address is found in the routing table. (In the next section we’ll see
that because of subnetting the network address of this Ethernet is really 140.252.13.32, but that doesn’t
affect this discussion of routing.) The datagram is passed to the Ethernet device driver, and sent to sun
as an Ethernet frame (Figure 2.1). The destination address in the IP datagram is Sun’s IP address
(140.252.13.33) and the destination address in the link-layer header is the 48-bit Ethernet address of
sun’s Ethernet interface. This 48-bit Ethernet address is obtained using ARP, as we describe in the
next chapter. destination networki£0.252.13.0

destination network =

140292130 hadi aumn

.' . _ I

CJETET L

L. deat IP = 140.252.13.33
- -4 cheat Brvet = Erwet of 140.252,13.53

Fe-rammas

Figure 3.3 Delivery of IP datagram frorbsdi tosun.

Now consider another examplesdi has an IP datagram to send to the ftpstiu.net , whose IP
address is 192.48.96[Bigure3.4 shows the path of the datagram through the first three routers. First
bsdi searches its routing table but doesn’t find a matching host entry or a matching network entry. It
uses its default entry, which tells it to send datagrams to sun, the next-hop router. When the datagram
travels from bsdi to sun the destination IP address is the final destination (192.48.96.9) but the
link-layer address is the 48-bit Ethernet address of sun’s Ethernet interface. Compare this datagram
with the one in Figure 3.3, where the destination IP address and the destination link-layer address

47



specified the same hosun).

Whensun receives the datagram it realizes that the datagram’s destination IP address is not one of its
own, and sun is configured to act as a router, so it forwards the datagram. Its routing table is searched
and the default entry is used. The default entrgwon tells it to send datagrams to the next-hop router
netb, whose IP address is 140.252.1.183. The datagram is sent across the point-to-point SLIP link,
using the minimal encapsulation we showefffiqure2.3 We don’t show a link-layer header, as we

do on the Ethernets, because there isn’t one on a SLIP link.

Whennetb receives the datagram it goes through the same stepsithatst did: the datagram is

not destined for one of its own IP addresses,natid is configured to act as a router, so the datagram

is forwarded. The default routing table entry is used, sending the datagram to the next-hop router
gateway (140.252.1.4). ARP is used bgtb on the Ethernet 140.252.1 to obtain the 48-bit

Ethernet address corresponding to 140.252.1.4, and that Ethernet address is the destination address in
the link-layer header.

gateway goes through the same steps as the previous two routers and its default routing table entry
specifies 140.252.104.2 as the next-hop router. (We’'ll verify that this is the next-hop router for

gateway using Traceroute[kigure8.4)

Iniemet
- tlipmk Pruert wc et of 140.252.1.4
I ree i chuigt IP = 192 4B.96.9
1
naxt hop = - Tk ] 1P
1015:.111.:{ gateway [ """ hdr | hdr A |
(defaat i
.‘LII i
Tt ST T
Tt hep =
neth 14025214
{default)
¥
madem
[P
SLIF) |
I '
[@E‘] i—»destIP = 19245969
ixn| !
et hop = next hop =
140.251.13.33 140952 1.183

{dafuult) (default)

t....g I

'3
hdr

-~ et [P = 192.48.96.9
-- clewt Enct = Enet of 1402521333

Figure 3.4 Initial path of datagram frorsdi to ftp.uu.net (192.48.96.9).
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A few key points come out in this example.

1. All the hosts and routers in this example used a default route. Indeed, most hosts and some
routers can use a default route for everything other than destinations on local networks.

2. The destination IP address in the datagram never chang&ecfion8.we’ll see that this is not
true only if source routing is used, which is rare.) All the routing decisions are based on this
destination address.

3. A different link-layer header can be used on each link, and the link-layer destination address (if
present) always contains the link-layer address of the next hop. In our example both Ethernets
encapsulated a link-layer header containing the next-hop’s Ethernet address, but the SLIP link did
not. The Ethernet addresses are normally obtained ASiRy

In[Chapterd we’'ll look at IP routing again, after describing ICMP. We'll also look at some sample
routing tables and how they’re used for routing decisions.

3.4 SubnetAddressing

All hosts are now required to support subnet addressing (RFC 950 [Mogul and Postel 1985]). Instead
of considering an IP address as just a network ID and host ID, the host ID portion is divided into a
subnet ID and a host ID.

This makes sense because class A and class B addresses have too many bits allocated for the host ID:
224.2 and216-2, respectively. People don't attach that many hosts to a single neffigike1.§

shows the format of the different classes of IP addresses.) We subtract 2 in these expressions because
host IDs of all zero bits or all one bits are invalid.

After obtaining an IP network ID of a certain class from the InterNIC, it is up to the local system
administrator whether to subnet or not, and if so, how many bits to allocate to the subnet ID and host
ID. For example, the internet used in this text has a class B network address (140.252) and of the
remaining 16 bits, 8 are for the subnet ID and 8 for the host ID. This is shown in Figure 3.5.

16 bits 8 bits 8 bits
ClassB netid =140.252 subnetid hostid

Figure 3.5 Subnetting a class &ddress.
This division allows 254 subnets, with 254 hosts per subnet.

Many administrators use the natural 8-bit boundary in the 16 bits of a class B host ID as the subnet
boundary. This makes it easier to determine the subnet ID from a dotted-decimal number, but there is
no requirement that the subnet boundary for a class A or class B address be on a byte boundary.

Most examples of subnetting describe it using a class B address. Subnetting is also allowed for a class
C address, but there are fewer bits to work with. Subnetting is rarely shown with a class A address
because there are so few class A addresses. (Most class A addresses are, however, subnetted.)

Subnetting hides the details of internal network organization (within a company or campus) to external
routers. Using our example network, all IP addresses have the class B network ID of 140.252. But

there are more than 30 subnets and more than 400 hosts distributed over those subnets. A single router
provides the connection to the Internet, as shown in Figure 3.6.
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In this figure we have labeled most of the routerRm@svheren is the subnet number. We show the

routers that connect these subnets, along with the nine systems from the figure on the inside front
cover. The Ethernets are shown as thicker lines, and the point-to-point links as dashed linesotWe do
show all the hosts on the various subnets. For example, there are more than 50 hosts on the 140.252.3
subnet, and more than 100 on the 140.252.1 subnet.

The advantage to using a single class B address with 30 subnets, compared to 30 class C addresses, is
that subnetting reduces the size of the Internet’s routing tables. The fact that the class B address
140.252 is subnetted is transparent to all Internet routers other than the ones within the 140.252 subnet.
To reach any host whose IP
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Figure 3.6 Arrangement of most of thao.edu 140.252subnets.

address begins with 140.252, the external routers only need to know the path to the IP address
140.252.104.1. This means that only one routing table entry is needed for all the 140.252 networks,
instead of 30 entries if 30 class C addresses were used. Subnetting, therefore, reduces the size of
routing tables. (If8ection10.§we’'ll look at a new technique that helps reduce the size of routing
tables even if class C addresses are used.)

To show that subnetting is not transparent to routers within the subnet, assume in Figure 3.6 that a
datagram arrives giateway from the Internet with a destination address of 140.252.57.1. The router
gateway needs to know that the subnet number is 57, and that datagrams for this subnet are sent to
kpno . Similarly kpno must send the datagram to R55, who then sends it to R57.
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3.5 SubnetMask

Part of the configuration of any host that takes place at bootstrap time is the specification of the host's
IP address. Most systems have this stored in a disk file that's read at bootstrap time, and we’ll see in
how a diskless system can also find out its IP address when it's bootstrapped.

In addition to the IP address, a host also needs to know how many bits are to be used for the subnet ID
and how many bits are for the host ID. This is also specified at bootstrap time sshgeénask.

This mask is a 32-bit value containing one bits for the network ID and subnet ID, and zero bits for the
host ID. Figure 3.7 shows the formation of the subnet mask for two different partitions of a class B
address. The top example is the partitioning usedab.edu , shown in Figure 3.5, where the

subnet ID and host ID are both 8 bits wide. The lower example shows a class B address partitioned for
a 10-bit subnet ID and a 6-bit host ID.

15 bitx B bnts 8bits
ClawB | netid | submetid ] bostid |
Subrgtmask: 11111111 11111111 1212111111 0OQQRBAROQO QA =oxtttrtind
DL L LL R L ]
16 bits 10 bis 6 bits
mma[ nwtid [ subnaiid | hostid |
Sobmetnasl: 113171117171 1111131111111 1111 11 000000 mOaFEFEEFFal
= 265 155, 155,19

Figure 3.7 Example subnet mask for two different class B subrrangements.

Although IP addresses are normally written in dotted-decimal notation, subnet masks are often written
in hexadecimal, especially if the boundary is not a byte boundary, since the subnet mask is a bit mask.

Given its own IP address and its subnet mask, a host can determine if an IP datagram is destined for
(1) a host on its own subnet, (2) a host on a different subnet on its own network, or (3) a host on a
different network. Knowing your own IP address tells you whether you have a class A, B, or C address
(from the high-order bits), which tells you where the boundary is between the network ID and the
subnet ID. The subnet mask then tells you where the boundary is between the subnet ID and the host
ID.

Example

Assume our host address is 140.252.1.1 (a class B address) and our subnet mask is 255.255.255.0 (8
bits for the subnet ID and 8 bits for the host ID).

e |f a destination IP address is 140.252.4.5, we know that the class B network IDs are the same
(140.252), but the subnet IDs are different (1 and 4). Figure 3.8 shows how this comparison of
two IP addresses is done, using the subnet mask.

e |f the destination IP address is 140.252.1.22, the class B network IDs are the same (140.252), and
the subnet IDs are the same (1). The host IDs, however, are different.

e |[f the destination IP address is 192.43.235.6 (a class C address), the network IDs are different. No
further comparisons can be made againstatiifess.
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clazs B st e
netwerk ID subnet ID

16 bits * A bits * B ks

Class B 140 | 252 1 1 ]
Eubmtm.ldulllllllll :.:.1.11111,11111111|nnnnnuuu=msmmu
- network IDs equal — subnet [Ds
I | not edpal |
Class B 140 | 252 4 5 J

Figure 3.8 Comparison of two class B addresses using a sk,

The IP routing function makes comparisons like this all the time, given two IP addresses and a subnet
mask.

3.6 Special Case IFAddresses

Having described subnetting we now show the seven special case IP addresses in Figure 3.9. In this
figure, 0 means a field of all zero bits, -1 means a field of all one bits\adiuisubnetid, anthiostid

mean the corresponding field that is neither all zero bits nor all one bits. A blank subnet ID column
means the address is not subnetted.

IP address Can appeaas Description

net subnet hostID | source? destination?

ID ID

0 0 OK never this hqst on this net'(see restncUdni;oyv)

. specified host on this net (see restrictions
0 hostid OK never
below)

127 anythingl OK OK loopback addresfSection2.7)

-1 -1 never OK limited broadcast (nevdorwarded)
netid | subnetid -1 never OK net-directed broadcast metid
netid 1 -1 never OK subnet-directed broadcastrtetid, subnetid
netid -1 never OK all-subnets-directed broadcastiestid

Figure 3.9 Special case |IRddresses.

We have divided this table into three sections. The first two entries are special case source addresses,
the next one is the special loopback address, and the final four are the broadcast addresses.

"The first two entries in the table, with a network ID of 0, can only appear as the source address as part
of an initialization procedure when a host is determining its own IP address, for example, when the
BOOTP protocol is being usg@hapterld). In[Section12.3we’ll examine the four types of broadcast
addresses in more detail.
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3.7 A SubnetExample

This example shows the subnet used in the text, and how two different subnet masks are used. Figure
3.10 shows the arrangement.

Inteavied

Iun.m.lma

gatmway

allp

bmmmmmrmmm e autror s stk 10T T T T T T T T T T T o memo oo -

Figure 3.10Arrangement of hosts and networks for authsuknet.

If you compare this figure with the one on the inside front cover, you'll notice that we’'ve omitted the
detail that the connection from the router sun to the top Ethernet in Figure 3.10 is really a dialup SLIP
connection. This detail doesn’t affect our description of subnetting in this section. We’'ll return to this
detail in|Section4.qwhen we describe proxy ARP.

The problem is that we have two separate networks within subnet 13: an Ethernet and a point-to-point
link (the hardwired SLIP link). (Point-to-point links always cause problems since each end normally
requires an IP address.) There could be more hosts and networks in the future, but not enough hosts
across the different networks to justify using another subnet number. Our solution is to extend the
subnet ID from 8 to Il bits, and decrease the host ID from 8 to 5 bits. This is\cafiable-length
subnetssince most networks within the 140.252 network use an 8-bit subnet mask while our network
uses an 11-bit subnet mask.

RFC 1009 [Braden and Postel 1987] allows a subnetted network to use more than one subnet mask. The new Router
Requirements RFC [Almquist 1993] requires support for this.

The problem, however, is that not all routing protocols exchange the subnet mask along with the destination network ID.
We'll see irlChapteri(that RIP does not support variable-length subnets, while RIP Version 2 and OSPF do. We don’t
have a problem with our example, since RIP isn’t required on the authbrigt.

Figure 3.11 shows the IP address structure used within the author’'s subnet. The first 8 bits of the
11-bit subnet ID are always 13 within the author’s subnet. For the remaining 3 bits of the subnet ID,
we use binary 001 for the Ethernet, and binary 010 for
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Figure 3.11Using variable-lengtsubnets.

the point-to-point SLIP link. This variable-length subnet mask does not cause a problem for other
hosts and routers in the 140.252 network-as long as all datagrams destined for the subnet 140.252.13
are sent to the router sun (IP address 140.252.1.Fyune3.10 and if sun knows about the 11-bit

subnet ID for the hosts on its subnet 13, everything is fine.

The subnet mask for all the interfaces on the 140.252.13 subnet is 255.255.25322#{fed
This indicates that the rightmost 5 bits are for the host ID, and the 27 bits to the left are the network ID
and subnet ID.

Figure 3.12 shows the allocation of IP addresses and subnet masks for the interfaces shown in Figure
3.10.

Host IP address Subnetmask Net ID/SubnetD I—:gst Comment
cun | 140.252.1.29 255.255.255.0 140.252.1 29 32 Zﬂ?ﬁ;‘?‘s
140.252.13.33 | 255.255.255.224 | 140.252.13.32 1
Ethernet
svr4 |140.252.13.34 | 255.255.255.224 | 140.252.13.32 2
bogi | 140.25213.35 | 255255255224 | 140.252.13.32 3 | onEthernet
140.252.13.66 255.255.255.224 140.252.13.64 2 | point-to-point
slip |140.252.13.65 | 255.255.255.224 | 140.252.13.64 1 | point-to-point
140.252.13.63 | 255.255.255.224 | 140.252.13.32 g1 |Proadcast addro
Ethernet

Figure 3.121P addresses on authossgbnet.

The first column is labeled "Host," but both sun and bsdi also act as routers, since they are multihomed
and route packets from one interface to another.

The final row in this table notes that the broadcast address for the Ethéigtre3.1Qis
140.252.13.63: it is formed from the subnet ID of the Ethernet (140.252.13.32) and the low-order 5
bits in[Figure3.1]set to 1 (16+8+4+2+1 = 31). (We'll sed@hapterld that this address is called the

subnet-directed broadcast address.)
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3.8ifconfig Command

Now that we've described the link layer and the IP layer we can show the command used to configure
or query a network interface for use by TCP/IP. fbenfig  (8) command is normally run at
bootstrap time to configure each interface on a host.

For dialup interfaces that may go up and down (such as SLIP links), ifconfig must be run (somehow)
each time the line is brought up or down. How this is done each time the SLIP link is brought up or
down depends on the SLIP software being used.

The following output shows the values for the author’s subnet. Compare these values with the values

in[Figure3.17

sun % /usr/etc/ifconfig -a SunOS -a option says report oniallerfaces

leO : flags=63<UP, BROADCAST, NOTRAILERS, RUNNING>
inet 140.252.13.33 netmask ffffffeO broadcast 140.252.13.63

slO : flags=105KUP, POINTOPOINT, RUNNING, LINKO>
inet 140.252.1.29 -> 140.252.1.183 netmask ffffff00

00: flags=49<UP,LOOPBACK,RUNNING>
inet 127.0.0.1 netmask ffOO0000

The loopback interfacgsection2.7) is considered a network interface. Its class A address is not
subnetted.

Other things to notice are that trailer encapsulaf8ection2.3 is not used on the Ethernet, and that
the Ethernet is capable of broadcasting, while the SLIP link is a point-to-point link.

The flagLINKO for the SLIP interface is the configuration option that enables compressed slip
(CSLIP [Section2.5). Other possible options ak#NK1 , which enables CSLIP if a compressed packet
is received from the other end, ddtNK2 , which causes all outgoing ICMP packets to be thrown
away. We'll look at the destination address of this SLIP lifRestion4.q

A comment in the installation instructions gives the reason for this last option: "This shouldn’t have to
be set, but some cretin pinging you can drive your throughput to zero."

bsdi is the other router. Since the option is a SunOS feature, we have to exelfcoafig
multiple times, specifying the interface name as an argument:

bsdi % /sbin/ifconfig weO

we0: flags=863<UP, BROADCAST, NOTRAILERS, RUNNING, SIMPLEX>
inet 140.252.13.35 netmask ffffffe0 broadcast 140.252.13.63
bsdi % /sbin/ifconfig slO

sl0 : flags=1011<UP, POINTOPOINT, LINKO
inet 140.252.13.66 -> 140.252.13.65 netmask ffffffeO
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Here we see a new option for the Ethernet interfae®): SIMPLEX This 4.4BSD flag specifies that

the interface can’t hear its own transmissions. It is set in BSD/386 for all the Ethernet interfaces. When
set, if the interface is sending a frame to the broadcast address, a copy is made for the local host and
sent to the loopback address. (We show an example of this fed8eetion6.3)

On the hosslip  the configuration of the SLIP interface is nearly identical to the output shown above
on bsdi, with the exception that the IP addresses of the two ends are swapped:

slip %  /sbin/ifconfig slO

slO : flags=1011<UP, POINTOPOINT, LINKO
inet 140.252.13.65 --> 140.252.13.66 netmask ffffffeO

The final interface is the Ethernet interface on the g%t . It is similar to the Ethernet output
shown earlier, except that SVR4's versionfobnfig ~ doesn’t print the RUNNING flag:

svr4 % /usr/shin/ifconfig emdO
emdO: flags=23<UP, BROADCAST, NOTRAILERS>
inet 140.252.13.34 netmask ffffffeO broadcast 140.252.13.63

Theifconfig command normally supports other protocol families (other than TCP/IP) and has
numerous additional options. Check your system’s manual for these details.

3.9 netstat Command

Thenetstat (I) command also provides information about the interfaces on a systeni. Tlag
prints the interface information, and tire flag prints IP addresses instead of hostnames.

sun % netstat  -in

Name Mtu Net/Dest Address Ipkts lerrs Opkts Oerrs Collis Queue
leO 1500 140.252.13.32 140.252.13.33 67719 O 92133 O 1 0

slO 552 140.252.1.183 140.252.1.29 48035 O 54963 O 0 0

loO 1536 127.0.0.0 127.0.0.1 15548 O 15548 O 0 0

This command prints the MTU of each interface, the number of input packets, input errors, output
packets, output errors, collisions, and the current size of the output queue.

We'll return to thenetstat  command ifChapterd when we use it to examine the routing table, and
in|[Chapterldwhen we use a modified version to see active multicast groups.

3.101P Futures

There are three problems with IP. They are a result of the phenomenal growth of the Internet over the
past few years. (See Exercise 1.2 also.)
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1. Over half of all class B addresses have already been allocated. Current estimates predict
exhaustion of the class B address space around 1995, if they continue to be allocated as they have
been in the past.

32-bit IP addresses in general are inadequate for the predicted long-term growth of the Internet.

3. The current routing structure is not hierarchical, but flat, requiring one routing table entry per
network. As the number of networks grows, amplified by the allocation of multiple class C
addresses to a site with multiple networks, instead of a single class B address, the size of the
routing tablegrows.

N

CIDR (Classless Interdomain Routing) proposes a fix to the third problem that will extend the
usefulness of the current version of IP (IP version 4) into the next century. We discuss it in more detail

in|Section10.8

Four proposals have been made for a new version of IP, often Iéaligdor the next generation of
IP. The May 1993 issue ¢EEE Network(vol. 7, no. 3) contains overviews of the first three
proposals, along with an article on CIDR. RFC 1454 [Dixon 1993] also compares the first three
proposals.

1. SIP, the Simple Internet Protocol. It proposes a minimal set of changes to IP that uses 64-bit
addresses and a different header format. (The first 4 bits of the header still contain the version
number, with a value other than 4.)

2. PIP. This proposal also uses larger, variable-length, hierarchical addresses with a different header
format.

3. TUBA, which stands for "TCP and UDP with Bigger Addresses," is based on the OSI CLNP
(Connectionless Network Protocol), an OSI protocol similar to IP. It provides much larger
addresses: variable length, up to 20 bytes. Since CLNP is an existing protocol, whereas SIP and
PIP are just proposals, documentation already exists on CLNP. RFC 1347 [Gallon 1992] provides
details on TUBA. Chapter 7 of [Periman 1992] contains a comparison of IPv4 and CLNP. Many
routers already support CLNP, but few hosts do.

4. TP/IX, which is described in RFC 1475 [Ullmann 1993]. As with SIP, it uses 64 bits for IP
addresses, but it also changes the TCP and UDP headers: 32-bit port number for both protocols,
along with 64-bit sequence numbers, 64-bit acknowledgment numbers, and 32-bit windows for
TCP.

The first three proposals use basically the same versions of TCP and UDP as the transport layers.

Since only one of these four proposals will be chosen as the successor to IPv4, and since the decision
may have been made by the time you read this, we won’t say any more about them. With the
forthcoming implementation of CIDR to handle the short-term problem, it will take many years to
implement the successor to IPv4.

3.11Summary

We started this chapter with a description of the IP header and briefly described all the fields in this
header. We also gave an introduction to IP routing, and saw that host routing can be simple: the
destination is either on a directly connected network, in which case the datagram is sent directly to the
destination, or a default router is chosen.

Hosts and routers have a routing table that is used for all routing decisions. There are three types of
routes in the table: host specific, network specific, and optional default routes. There is a priority to the
entries in a routing table. A host route will be chosen over a network router, and a default route is used
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only when no other route exists to the destination.

IP routing is done on a hop-by-hop basis. The destination IP address never changes as the datagram
proceeds through all the hops, but the encapsulation and destination link-layer address can change on
each hop. Most hosts and many routers use a default next-hop router for all nonlocal traffic.

Class A and B addresses are normally subnetted. The number of bits used for the subnet ID is
specified by the subnet mask. We gave a detailed example of this, using the author’s subnet, and
introduced variable-length subnets. The use of subnetting reduces the size of the Internet routing
tables, since many networks can often be accessed through a single point. Information on the
interfaces and networks is available throughifitenfig andnetstat commands. This includes
the IP address of the interface, its subnet mask, broadcast address, and MTU.

We finished the chapter with a discussion of potential changes to the Internet protocol suite-the next
generation of IP.

Exercises
3.1 Must the loopback address be 127.0.0.1?
3.2ldentify the routers ifrigure3.q with more than two network interfaces.

3.3What's the difference in the subnet mask for a class A address with 16 bits for the subnet ID and a
class B address with 8 bits for the subnet ID?

3.4Read RFC 1219 [Tsuchiya 1991] for a recommended technique for assigning subnet IDs and host
IDs.

3.51s the subnet mask 255.255.0.255 valid for a class A address?
3.6 Why do you think the MTU of the loopback interface printg@attion3.gis set to 15367

3.7 The TCP/IP protocol suite is built on a datagram network technology, the IP layer. Other
protocol suites are built on a connection-oriented network technology. Read [darkdl988]
discover the three advantages the datagram network layer provides.
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ARP: Address Resolution Protocol

4.1 Introduction

The problem that we deal with in this chapter is that IP addresses only make sense to the TCP/IP
protocol suite. A data link such as an Ethernet or a token ring has its own addressing scheme (often
48-bit addresses) to which any network layer using the data link must conform. A network such as an
Ethernet can be used by different network layers at the same time. For example, a collection of hosts
using TCP/IP and another collection of hosts using some PC network software can share the same
physical cable.

When an Ethernet frame is sent from one host on a LAN to another, it is the 48-bit Ethernet address
that determines for which interface the frame is destined. The device driver software never looks at the
destination IP address in the IP datagram.

Address resolution provides a mapping between the two different forms of addresses: 32-bit IP
addresses and whatever type of address the data link uses. RFC 826 [Plummer 1982] is the
specification of ARP.

Figure 4.1 shows the two protocols we talk about in this chapter and the next: ARP (address resolution
protocol) and RARP (reverse address resolution protocol).

if bits —=11hs—"" Sbi
CiasaB | net ID) = 140.252 | mbnet @ | hostID |
- e TBE S+ T 1
ibite =13
Sobnetmmslc 111111131 11111111 11111111 1131 08008 0=0xfrrireal

RS PRS0
Figure 4.1 Address resolution protocols: ARP aRARP.

ARP provides a dynamic mapping from an IP address to the corresponding hardware address. We use
the termdynamicsince it happens automatically and is normally not a concern of either the application
user or the system administrator.

RARP is used by systems without a disk drive (normally diskless workstations or X terminals) but
requires manual configuration by the system administrator. We descrif@hapierd

4.2 An Example

Whenever we type a command of the form

% ftp  bsdi

the following steps take place. These numbered steps are shbwure4.2

1. The application, the FTP client, calls the functymthostbyname (3) to convert the hostname
(bsdi ) into its 32-bit IP address. This function is callegsolvein the DNS (Domain Name
System), which we describe[@hapterl4 This conversion is done using the DNS, or on smaller
networks, a static hosts fi(getc/hosts ).

2. The FTP client asks its TCP to establish a connection with that IP address.
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3. TCP sends a connection request segment to the remote host by sending an IP datagram to its IP
address. (We'll see the details of how this is dof@hapterld)

4. If the destination host is on a locally attached network (e.g., Ethernet, token ring, or the other end
of a point-to-point link), the IP datagram can be sent directly to that host. If the destination host is on a
remote network, the IP routing function determines the Internet address of a locally attached next-hop
router to send the IP datagram to. In either case the IP datagram is sent to a host or router on a locally
attached network.

5. Assuming an Ethernet, the sending host must convert the 32-bit IP address into a 48-bit Ethernet
address. A translation is required from kbgical Internet address to its correspondgptiysical
hardware address. This is the function of ARP.

ARP is intended for broadcast networks where many hosts or routers are connected to a single
network.

6. ARP sends an Ethernet frame calledA&Prequestto every host on the network. This is called a
broadcastWe show the broadcastliigure4.3 with dashed lines. The ARP request contains the
IP address of the destination host (whose narbeds ) and is the requesif you are the owner
of this IP address, please respond to me with your hardware address."

if bits ot 11 bits - 5 bita
CiasaB | net ID) = 140.252 | mbnet @ | host]D
- BG4 T 1
bl =13
Sobnetmeslc 111111131 11111111 11111111 1131 08 000=_0xrrrrreal

w285 255 255 Xhd
Figure 4.2 Operation of ARP when user types "fipstname".

7. The destination host's ARP layer receives this broadcast, recognizes that the sender is asking for
its hardware address, and replies wittA&Preply. This reply contains the IP address and the
corresponding hardware address.

8. The ARP reply is received and the IP datagram that forced the ARP request-reply to be
exchanged can now be sent.

9. The IP datagram is sent to the destinatiost.

The fundamental concept behind ARP is that the network interface has a hardware address (a 48-bit
value for an Ethernet or token ring interface). Frames exchanged at the hardware level must be
addressed to the correct interface. But TCP/IP works with its own addresses: 32-bit IP addresses.
Knowing a host’s IP address doesn't let the kernel send a frame to that host. The kernel (i.e., the
Ethernet driver) must know the destination’s hardware address to send it data. The function of ARP is
to provide a dynamic mapping between 32-bit IP addresses and the hardware addresses used by
various network technologies.

Point-to-point links don’'t use ARP. When these links are configured (normally at bootstrap time) the
kernel must be told of the IP address at each end of the link. Hardware addresses such as Ethernet
addresses are not involved.

4.3 ARP Cache

Essential to the efficient operation of ARP is the maintenance AR&tacheon each host. This
cache maintains the recent mappings from Internet addresses to hardware addresses. The normal
expiration time of an entry in the cache is 20 minutes from the time the entry was created.
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We can examine the ARP cache with the arp(8) command. The -a option displays all entries in the
cache:

bsdi%e arp -a
sun (140.252.13.33) at 8:0:20:3:16:42
svr4 (140.252.13.34) at 0:0:¢0:¢c2:9b:26

The 48-bit Ethernet addresses are displayed as six hexadecimal numbers separated by colons. We

discuss additional features of the arp commafg@Eiction4.§
4.4 ARP PacketFormat

Figure 4.3 shows the format of an ARP request and an ARP reply packet, when used on an Ethernet to
resolve an IP address. (ARP is general enough to be used on other networks and can resolve addresses
other than IP addresses. The first four fields following the frame type field specify the types and sizes

of the final four fields.)

18 kit a——— 1] hifs—% S hila
ClasaB | net ID) = 140.252 sbnet[ | host]D |
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd
Figure 4.3 Format of ARP request or reply packet when used &themnet.

The first two fields in the Ethernet header are the source and destination Ethernet addresses. The
special Ethernet destination address of all one bits means the broadcast address. All Ethernet interfaces
on the cable receive these frames.

The 2-byte Etherndtametypespecifies the type of data that follows. For an ARP request or an ARP
reply, this field is0Ox0806 .

The adjectivehiardwareandprotocol are used to describe the fields in the ARP packets. For example,
an ARP request asks for the protocol address (an IP address in this case) corresponding to a hardware
address (an Ethernet address in this case).

The hardtypefield specifies the type of hardware address. Its value is 1 for an Etlitnotdt/pe
specifies the type of protocol address being mapped. Its vadu®860 for IP addresses. This is
purposely the same value as the type field of an Ethernet frame containing an IP datagfaigu(@ee

21)

The next two 1-byte field$iard sizeandprot size,specify the sizes in bytes of the hardware addresses
and the protocol addresses. For an ARP request or reply for an IP address on an Ethernet they are 6
and 4, respectively.

Theop field specifies whether the operation is an ARP request (a value of 1), ARP reply (2), RARP
request (3), or RARP reply (4). (We talk about RAREmapterd) This field is required since the
frametypefield is the same for an ARP request and an ARP reply
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The next four fields that follow are the sender’s hardware address (an Ethernet address in this
example), the sender’s protocol address (an IP address), the target hardware address, and the target
protocol address. Notice there is some duplication of information: the sender’s hardware address is
available both in the Ethernet header and in the ARP request.

For an ARP request all the fields are filled in except the target hardware address. When a system
receives an ARP request directed to it, it fills in its hardware address, swaps the two sender addresses
with the two target addresses, setsapdéield to 2, and sends the reply.

4.5 ARP Examples

In this section we’ll use the tcpdump command to see what really happens with ARP when we execute

normal TCP utilities such as Teln@ppendixA] contains additional details on ttgpdump
program.

Normal Example

To see the operation of ARP we’ll execute the telnet command, connecting to the discard server.

bsdi% arp -a verify ARP cache ismpty

bsdi % telnet svr4
discard

Trying 140.252.13.34...
Connected to svr4.

Escape character is
1/\] 7 .

"
telnet> quit type Control, right bracket to get Telnet client prompt and
Connectiorclosed. terminate

connect to the discarserver

While this is happening we run ttkepdump command on another syst¢sun ) with the-e option.
This displays the hardware addresses (which in our examples are 48-bit Ethernet addresses).
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1 00 0:0:¢0:6f:2d:40 ff:ff:ff:ff:ff:ff arp 60:

arp who-has svr4 tell bsdi
5 0.002174 0:0:¢0:¢2:9b:26 0:0:c0:6f:2d:40 arp 60:
(0.0022) arp reply svr4 is-at 0:0:c0:¢c2:9h:26
0:0:¢c0:6f:2d:40 0:0:¢c0:¢c2:9b:26 ip 60:
3 0.002831 bsdi.1030 > svr4.discard: S
(0.0007) 596459521:596459521(0)
win 4096 <mss 1024> [tos 0x10]
0:0:¢0:c2:9b:26 0:0:c0:6f:2d:40 ip 60:
4 0.007834 svr4.discard > bsdi.1030: S
(0.0050) 3562228225:3562228225(0)
ack 596459522 win 4096 <mss 1024>
, owsels  QomSm000En: R
(0.0018) ' ' o

[tos 0x10]

Figure 4.4 ARP request and ARP reply generated by TCP conneetioest.

in Appendix A contains the raw output fraopdump used for Figure 4.4. Since this is
the first example ofcpdump output in the text, you should review that appendix to see how we've
beautified the output.

We have deleted the final four lines of the tcpdump output that correspond to the termination of the
connection (which we cover in Chapter 18), since they’re not relevant to the discussion here.

In line 1 the hardware address of the sodbseli ) is 0:0:c0:6f:2d:40 . The destination
hardware address fisff:ff:ff:ff.ff , wWhich is the Ethernet broadcast address. Every Ethernet
interface on the cable will receive the frame and process it, as shpigume4.2

The next output field on line &yp , meanghe frameaypefield is0x0806 , specifying either an ARP
request or an ARP reply.

The value 60 printed after the woraip andip on each of the five lines is the length of the Ethernet
frame. Since the size of an ARP request and ARP reply is 42 bytes (28 bytes for the ARP message, 14
bytes for the Ethernet header), each frame has been padded to the Ethernet minimum: 60 bytes.

Referring tdFigure1.7, this minimum of 60 bytes starts with and includes the 14-byte Ethernet header,
but does not include the 4-byte Ethernet trailer. Some books state the minimum as 64 bytes, which
includes the Ethernet trailer. We purposely did not include the 14-byte Ethernet header in the
minimum of 46 bytes shown [Rigure1.? since the corresponding maximum (1500 bytes) is what's
referred to as the MTU-maximum transmission @Rigure2.5. We use the MTU often, because it

limits the size of an IP datagram, but are normally not concerned with the minimum. Most device
drivers or interface cards automatically pad an Ethernet frame to the minimum size. The IP datagrams
on lines 3,4, and 5 (containing the TCP segments) are all smaller than the minimum, and have also
been padded to 60 bytes.
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The next field on line larp who-has , identifies the frame as an ARP request with the IP address
of svr4 as the target IP address and the IP addressdof as the sender IP addresfdump prints
the hostnames corresponding to the IP address by default. (We’ll use tption infSection4.7to

see the actual IP addresses in an ARP request.)

From line 2 we see that while the ARP request is broadcast, the destination address of the ARP reply is
bsdi (0:0:c0:6f:2d:40 ). The ARP reply is sent directly to the requesting host; it is not
broadcast.

tcpdump printsarp reply for this frame, along with the hosthame and hardware address of the
responder.

Line 3 is the first TCP segment requesting that a connection be established. Its destination hardware
address is the destination h¢str4 ). We'll cover the details of this segmenfGhapterlg

The number printed after the line number on each line is the time (in seconds) when the packet was
received bytcpdump . Each line other than the first also contains the time difference (in seconds)

from the previous line, in parentheses. We can see in this figure that the time between sending the
ARP request and receiving the ARP reply is 2.2 ms. The first TCP segment is sent 0.7 ms after this.
The overhead involved in using ARP for dynamic address resolution in this example is less than 3 ms.

A final point from thetcpdump output is that we don’t see an ARP request fsord  before it

sends its first TCP segment (line 4). While it’'s possibledtigt already had an entry foasdi in its

ARP cache, normally when a system receives an ARP request, in addition to sending the ARP reply it
also saves the requestor’s hardware address and IP address in its own ARP cache. This is on the
logical assumption that if the requestor is about to send it an IP datagram, the receiver of the datagram
will probably send a reply.

ARP Request to a Nonexistenidost

What happens if the host being queried for is down or nonexistent? To see this we specify a
nonexistent Internet address-the network ID and subnet ID are that of the local Ethernet, but there is no
host with the specified host ID. Frdisigure3.1Qwe see the host IDs 36 through 62 are nonexistent

(the host ID of 63 is the broadcast address). We'll use the host ID 36 in this example.

bsdi % date ; telnet 140.252.13.36 ; date

Sat Jan 30 06:46:33 MST 1993 telnet to an address this time,
Trying  140.252.13.36... not ahostname

telnet: Unable to connect to remote host: 76 seconds after previous date
Connection timed out output

Sat Jan 30 06:47:49 MST 1993

bsdi%e arp -a

2 (140.252.13.36) at (incomplete) check the ARRache

Figure 4.5 shows the tcpdump output.
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1 0.0 arp who has 140.252.13.36 tell bsdi
2 5509069 (5.5091) arp who has 140.252.13.36 tell bsdi
3  29.509745 (24.0007) arp who has 140.252.13.36 tell bsdi

Figure 4.5 ARP requests to a nonexistéuist.
This time we didn't specify thee option since we already know that the ARP requests are broadcast.

What's interesting here is to see the frequency of the ARP requests: 5.5 seconds after the first request,
then again 24 seconds later. (We examine TCP’s timeout and retransmission algorithms in more detail
in[Chapter2]]) The total time shown in titepdump output is 29.5 seconds. But the output from the

date commands before and aftertdfleet command shows that the connection request from the

Telnet client appears to have given up after about 75 seconds. Indeed, we’ll see later that most BSD
implementations set a limit of 75 seconds for a TCP connection request to complete.

In|Chapterld when we see the sequence of TCP segments that is sent to establish the connection,
we’ll see that these ARP requests correspond one-to-one with the initial TCP SYN (synchronize)
segment that TCP is trying to send.

Note that on the wire we never see the TCP segments. All we can see are the ARP requests. Until an
ARP reply comes back, the TCP segments can’t be sent, since the destination hardware address isn’t
known. If we rartcpdump in a filtering mode, looking only for TCP data, there would have been no
output at all.

ARP CacheTimeout

A timeout is normally provided for entries in the ARP cache. (In Section 4.8 we’'ll see thap the
command allows an entry to be placed into the cache by the administrator that will never time out.)
Berkeley-derived implementations normally have a timeout of 20 minutes for a completed entry and 3
minutes for an incomplete entry (We saw an incomplete entry in our previous example where we
forced an ARP to a nonexistent host on the Ethernet.) These implementations normally restart the
20-minute timeout for an entry each time the entry is used.

The Host Requirements RFC says that this timeout should occur even if the entry is in use, but most Berkeley-derived
implementations do not do this-they restart the timeout each time the eefigrénced.

4.6 Proxy ARP

Proxy ARP lets a router answer ARP requests on one of its networks for a host on another of its
networks. This fools the sender of the ARP request into thinking that the router is the destination host,
when in fact the destination host is "on the other side" of the router. The router is acting as a proxy
agent for the destination host, relaying packets to it from other hosts.

An example is the best way to describe proxy AREEidgure3.1Qwe showed that the systeun

was connected to two Ethernets. But we also noted that this wasn't really true, if you compare that
figure with the one on the inside front cover. There is in fact a router besuaeand the subnet
140.252.1, and this router performs proxy ARP to make it appear as thaugh actually on the

subnet 140.252.1. Figure 4.6 shows the arrangement, with a Telebit NetBlazernettmetdetween

the subnet and the hasin .
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18 ket —— 1l bhls—" GHbil

Clacs B net ID = 140,252 u-ubmtml L .h“.“,m.
- BG4 T 1
ibis =13
Sobnetmmalc 111111121 11111111 11111111 1131 08600 0=0xrrrrrean
= 385 255355 O3

Figure 4.6 Example of proxARP.

When some other host on the subnet 140.252.1 gsayini ) has an IP datagram to sendtm at

address 140.252.1.28emini  compares the network ID (140.252) and subnet ID (1) and since they
are equal, issues an ARP request on the top Ethernet in Figure 4.6 for IP address 140.252.1.29. The
routernetb recognizes this IP address as one belonging to one of its dialup hosts, and responds with
the hardware address of its Ethernet interface on the cable 140.252.1. Tdenfiost sends the IP
datagram tmetb across the Ethernet, andtb forwards the datagram smn across the dialup

SLIP link. This makes it transparent to all the hosts on the 140.252.1 subnet tisainhsteally
configured "behind" the routeretb .

If we execute tharp command on the hogemini , after communicating with the hasin , we see
that both IP addresses on the 140.252.1 subati, andsun, map to the same hardware address.
This is often a clue that proxy ARP is being used.

many lines for other hosts on the 140.252.1

- i
gemini% arp -a subnet

netb (140.252.1.183) at
0:80:ad:3:6a:80

sun (140.252.1.29) at
0:80:ad:3:6a:80

Another detail ifFigure4.gthat we need to explain is the apparent lack of an IP address at the bottom

of the routemetb (the SLIP link). That is, why don’t both ends of the dialup SLIP link have an IP
address, as do both ends of the hardwired SLIP link betlssin andslip ? We noted in Section

3.8 that the destination address of the dialup SLIP link, as shown ligahfg command, was
140.252.1.183. The Net-Blazer doesn't require an IP address for its end of each dialup SLIP link.
(Doing so would use up more IP addresses.) Instead, it determines which dialup host is sending it
packets by which serial interface the packet arrives on, so there’'s no need for each dialup host to use a
unique IP address for its link to the router. All the dialup hosts use 140.252.1.183 as the destination
address for their SLIP link.

Proxy ARP handles the delivery of datagrams to the reuter but how are the other hosts on the

subnet 140.252.13 handled? Routing must be used to direct datagrams to the other hosts. Specifically,
routing table entries must be made somewhere on the 140.252 network that point all datagrams
destined to either the subnet 140.252.13, or the specific hosts on that subnet, to thettout€&his

router then knows how to get the datagrams to their final destination, by sending them through the
routersun .

Proxy ARP is also callegromiscuousARPor theARPhack.These names are from another use of

proxy ARP: to hide two physical networks from each other, with a router between the two. In this case
both physical networks can use the same network ID as long as the router in the middle is configured
as a proxy ARP agent to respond to ARP requests on one network for a host on the other network. This
technigue has been used in the past to "hide" a group of hosts with older implementations of TCP/IP
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on a separate physical cable. Two common reasons for separating these older hosts are their inability
to handle subnetting and their use of the older broadcasting address (a host ID of all zero bits, instead
of the current standard of a host ID with all one bits).

4.7 Gratuitous ARP

Another feature of ARP that we can watch is cafjestuitousARP.It occurs when a host sends an
ARP request looking for its own IP address. This is usually done when the interface is configured at
bootstrap time.

In our internet, if we bootstrap the hdsdi  and runtcpdump on the hossun , we see the packet
shown in Figure 4.7.

0:0:c0:6f:2d:40 ff:ff:ff:ff:ff:ff arp 60:

100 b who has 140.252.13.35 tell 140.252.13.35

Figure 4.7 Example of gratuitouARP.

(We specified then flag fortcpdump to print numeric dotted-decimal addresses, instead of
hostnames.) In terms of the fields in the ARP request, the sender’s protocol address and the target’s
protocol address are identical: 140.252.13.35 for Inadit . Also, the source address in the Ethernet
header(:0:c0:6f:2d:40 as shown bycpdump , equals the sender’s hardware address (from
[Figure4.4. Gratuitous ARP provides two features.

1. It lets a host determine if another host is already configured with the same IP address. The host
bsdi is not expecting a reply to this request. But if a reply is received, the error message
"duplicate IP address sent from Ethernet address: a:b:c:d:e:f" is logged on the console. This is a
warning to the system administrator that one of the systems is misconfigured.

2. If the host sending the gratuitous ARP has just changed its hardware address (perhaps the host
was shut down, the interface card replaced, and then the host was rebooted), this packet causes
any other host on the cable that has an entry in its cache for the old hardware address to update its
ARP cache entry accordingly. A little known fact of the ARP protocol [Plummer 1982] is that if a
host receives an ARP request from an IP address that is already in the receiver’s cache, then that
cache entry is updated with the sender’s hardware address (e.g., Ethernet address) from the ARP
request. This is done for any ARP request received by the host. (Recall that ARP requests are
broadcast, so this is done by all hosts on the network each time an ARP request is sent.)

[Bhide, Einozahy, and Morgan 1991] describe an application that can use this feature of ARP to
allow a backup file server to take over from a failed server by issuing a gratuitous ARP request
with the backup’s hardware address and the failed server’s IP address. This causes all packets
destined for the failed server to be sent to the backup instead, without the client applications
being aware that the original server has failed.

Unfortunately the authors then decided against this approach, since it depends on the correct
implementation of ARP on all types of clients. They obviously encountered client
implementations that did not implement ARP according to its specification.

Monitoring all the systems on the author’s subnet shows that SunOS 4.1.3 and 4.4BSD both issue gratuitous ARPs
when bootstrapping, but SVR4 does.
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4.8arp Command

We've used this command with tke flag to display all the entries in the ARP cache. Other options
are provided.

The superuser can specify tlie option to delete an entry from the ARP cache. (This was used before
running a few of the examples, to let us see the ARP exchange.)

Entries can also be added using-#heption. It requires Aostnamend an Ethernetddressithe IP
address corresponding to thestnameand the Ethernetddressare added to the cache. This entry is
made permanent (i.e., it won't time out from the cache) unless the ketemmpdappears at the end
of the command line.

The keywordpub at the end of a command line with Hse option causes the system to act as an ARP
agent for that host. The system will answer ARP requests for the IP address corresponding to the
hostnamereplying with the specified Ethernatidresdf the advertisecdddresds the system’s own,
then this system is acting as a proxy ARP agent for the speloifsgdame.

4.9 Summary

ARP is a basic protocol in almost every TCP/IP implementation, but it normally does its work without
the application or the system administrator being aware. The ARP cache is fundamental to its
operation, and we've used thgp command to examine and manipulate the cache. Each entry in the
cache has a timer that is used to remove both incomplete and completed entries. "The arp command
displays and modifies entries in the ARP cache.

We followed through the normal operation of ARP along with specialized versions: proxy ARP (when
a router answers ARP requests for hosts accessible on another of the router’s interfaces) and gratuitous
ARP (sending an ARP request for your own IP address, normally when bootstrapping).

Exercises

4.11n the commands we typed to generate the output shdiigune4.4 what would happen if, after
verifying that the local ARP cache was empty, we type the command

bsdi % rsh svr4 arp -a

to verify that the ARP cache is also empty on the destination host? (This command caarges the
-a command to be executed on the syt )

4.2 Describe a test to determine if a given host handles a received gratuitous ARP request correctly

4.3 Step 7 in Section 4.2 can take a while (milliseconds) because a packet is sent and ARP then waits
for the response. How do you think ARP handles multiple datagrams that arrive from IP for the same
destination address during this period?

4.4 At the end of Section 4.5 we mentioned that the Host Requirements RFC and Berkeley-derived
implementations differ in their handling of the timeout of an active ARP entry. What happens if we're
on a Berkeley-derived client and keep trying to contact a server host that's been taken down to replace
its Ethernet board? Does this change if the server issues a gratuitous ARP when it bootstraps?
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RARP: Reverse Address Resolution Protocol

5.1 Introduction

When a system with a local disk is bootstrapped it normally obtains its IP address from a configuration
file that's read from a disk file. But a system without a disk, such as an X terminal or a diskless
workstation, needs some other way to obtain its IP address.

Each system on a network has a unique hardware address, assigned by the manufacturer of the
network interface. The principle of RARP is for the diskless system to read its unique hardware
address from the interface card and send an RARP request (a broadcast frame on the network) asking
for someone to reply with the diskless system'’s IP address (in an RARP reply).

While the concept is simple, the implementation is often harder than ARP for reasons described later
in this chapter. The official specification of RARP is RFC 903 [Finlayson et al. 1984].

5.2 RARP PacketFormat

The format of an RARP packet is almost identical to an ARP péiekptre4.3). The only differences
are that thérametypeis 0x8035 for an RARP request or reply, and tigfield has a value of 3 for
an RARP request and 4 for an RARP reply.

As with ARP, the RARP request is broadcast and the RARP reply is normally unicast.

5.3RARP Examples

In our internet we can force the host sun to bootstrap from the network, instead of its local disk. If we
run an RARP server and tcpdump on the host bsdi we get the output shown in Figure 5.1. We use the
-e flag to have tcpdump print the hardware addresses:

8:0:20:3:f6:42 ff:ff:ff:ff:ff:ff

1 00 rarp 60: rarp who-is 8:0:20:3:f6:42 tell
8:0:20:3:f6:42
2 0.13 0:0:¢c0:6f:2d:40 8:0:20:3:16:42 rarp 42:
(0.13) rarp reply 8:0:20:3:f6:42 at sun
3 0.14 8:0:20:3:16:42 0:0:¢c0:6f:2d:40 ip 65:
(0.01) >sun.26999 > bsdi.tftp: 23 RRQ "8CFCOD21.SUN4C"

Figure 5.1 RARP request anekply.

The RARP request is broadcast (line 1) and the RARP reply on line 2 is unicast. The output on line 2,
atsun, means the RARP reply contains the IP address for theinogt140.252.13.33).

On line 3 we see that once sun receives its IP address, it issues a TFTP read-request (RRQ) for the file
8CFCOD21.SUN4C(TFTP is the Trivial File Transfer Protocol. We describe it in more detail in
[Chapter1§) The eight hexadecimal digits in the filename are the hex representation of the IP address
140.252.13.33 for the hostin . This is the IP address that was returned in the RARP reply. The
remainder of the flenam&UNA4C indicates the type of system being bootstrapped.
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tcpdump says that line 3 is an IP datagram of length 65, and not a UDP datagram (which it really is),
because we are runnitgpdump with the-e flag, to see the hardware-level addresses. Another point
to notice in Figure 5.1 is that the length of the Ethernet frame on line 2 appears to be shorter than the
minimum (which we said was 60 bytes in Section 4.5.) The reason is that we are tapdimp on

the system that is sending this Ethernet fréinsei ). The applicationtarpd , writes 42 bytes to the

BSD Packet Filter device (14 bytes for the Ethernet header and 28 bytes for the RARP reply) and this
is what tcpdump receives a copy of. But the Ethernet device driver pads this short frame to the
minimum size for transmission (60). Had we been running tcpdump on another system, the length
would have been 60.

We can see in this example that when this diskless system receives its IP address in an RARP reply, it
issues a TFTP request to read a bootstrap image. At this point we won’t go into additional detail about
how diskless systems bootstrap themself@sapterlq describes the bootstrap sequence of a diskless

X terminal using RARP, BOOTP, and TFTP.)

Figure 5.2 shows the resulting packets if there is no RARP server on the network. The destination
address of each packet is the Ethernet broadcast address. The Ethernetaidevieggvho-is is

the target hardware address, and the Ethernet address folteWings the sender’s hardware
address.
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8:0:20:3:16:42 ff:ff:ff:ffff:ff rarp 60:

1 0.0 rarp who-is 8:0:20:3:6:42 tell
8:0:20:3;f6:42
8:0:20:3:f6:42 ff:ff:ff.ff.ff.ff rarp 60:
2 6.55( 6.55) rarp who-is 8:0:20:3:f6:42 tell
8:0:20:3:6:42

8:0:20:3:16:42 ff:ff:ff:ff:ff.ff rarp 60:
3 1552 ( 8.97) rarp who-is 8:0:20:3:6:42 tell

8:0:20:3:6:42
8:0:20:3:16:42 ff:ff.ff;ff.ff.ff rarp 60:
4 29.32 (13.80) rarp who-is 8:0:20:3:6:42 tell
8:0:20:3:6:42
8:0:20:3:f6:42 ff:ff:ff.ff.ff.ff rarp 60:
5 52.78 (23.46) rarp who-is 8:0:20:3:f6:42 tell
8:0:20:3:6:42
8:0:20:3:16:42 ff:ff:ff:ff:ff.ff rarp 60:
6 95.58 (42.80) rarp who-is 8:0:20:3:6:42 tell
8:0;20:3:f6:42
8:0:20:3:16:42 ff:ff.ff.ff.ff.ff rarp 60:
7 2030452 ( rarp who-is 8:0:20:3;f6:42 tell
' 8:0:20:3:6:42
8:0:20:3:16:42 ff:ff:ff.ff:ff.ff rarp 60:
8 20575';17 ( rarp who-is 8:0:20:3:16:42 tell
' 8:0:20:3:f6:42
8:0:20:3:16:42 ff:ff:ff:ff:ff.ff rarp 60:
9 51967';14 ( rarp who-is 8:0:20:3:6:42 tell
' 8:0:20:3:6:42
130.24 8:0:20:3:f6:42 ff:ff:ff.ff.ff:ff rarp 60:
10 (13 '80) rarp who-is 8:0:20:3:6:42 tell
' 8:0:20:3:6:42
153.70 8:0:20:3:f6:42 ff.ff.ff.ff.ff.ff rarp 60:
11 23 .46) rarp who-is 8:0:20:3:6:42 tell
' 8:0:20:3:6:42
196.49 8:0:20:3:16:42 ff:ff.ff.ff.ff.ff rarp 60:
12 (42.79) rarp who-is 8:0;20:3:6:42 tell

8:0:20:3:f6:42

Figure 5.2 RARP requests with no RARP server onrteévork.

Note the frequency of the retransmissions. The first retransmission occurs after 6.55 seconds and then
increases to 42.80 seconds, then goes down to 5.34 seconds, then 6.55, and then works its way back to
42.79 seconds. This continues indefinitely. If we calculate the differences between each timeout

interval we see a doubling effect: from 5.34 to 6.55 is 1.21 seconds, from 6.55 to 8.97 is 2.42 seconds,
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from 8.97 to 13.80 is 4.83 seconds, and so on. When the timeout interval reaches some limit (greater
than 42.80 seconds) it's reset to 5.34 seconds.

Increasing the timeout value like this is a better approach than using the same value each time. In

we’ll see one wrong way to perform timeout and retransmission, {idaipter2q we'll
see TCP’s method.

5.4RARP ServerDesign

While the concept of RARP is simple, the design of an RARP server is system dependent and

complex. Conversely, providing an ARP server is simple, and is hormally part of the TCP/IP
implementation in the kernel. Since the kernel knows its IP addresses and hardware addresses, when it
receives an ARP request for one of its IP addresses, it just replies with the corresponding hardware
address.

RARP Servers as UseProcesses

The complication with an RARP server is that the server normally provides the mapping from a
hardware address to an IP address for many hosts (all the diskless systems on the network). This
mapping is contained in a disk file (hormalgtc/ethers on Unix systems). Since kernels

normally don’t read and parse disk files, the function of an RARP server is provided as a user process,
not as part of the kernel’s TCP/IP implementation.

To further complicate matters, RARP requests are transmitted as Ethernet frames with a specific
Ethernet frame type fiel(0x8035 from[Figure2.1) This means an RARP server must have some

way of sending and receiving Ethernet frames of this tyg@ppendixA]we describe how the BSD

Packet Filter, Sun’s Network Interface Tap, and the SVR4 Data Link Provider Interface can be used to
receive these frames. Since the sending and receiving of these frames is system dependent, the
implementation of an RARP server is tied to the system.

Multiple RARP Servers perNetwork

Another complication is that RARP requests are sent as hardware-level broadcasts, as[ESigmne) in
This means they are not forwarded by routers. To allow diskless systems to bootstrap even when
the RARP server host is down, multiple RARP servers are normally provided on a single network
(e.g., a single cable).

As the number of servers increases (to provide redundancy), the network traffic increases, since every
server sends an RARP reply for every RARP request. The diskless system that sent the RARP request
normally uses the first RARP reply that it receives. (We never had this problem with ARP, because
only a single host sends an ARP reply.) Furthermore, there is a chance that each RARP server can try
to respond at about the same time, increasing the probability of collisions on an Ethernet.

5.5Summary

RARP is used by many diskless systems to obtain their IP address when bootstrapped. The RARP
packet format is nearly identical to the ARP packet. An RARP request is broadcast, identifying the
sender’s hardware address, asking for anyone to respond with the sender’s IP address. The reply is
normally unicast.
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Problems with RARP include its use of a link-layer broadcast, preventing most routers from
forwarding an RARP request, and the minimal information returned: just the system’s IP address. In
Chapter 16 we’ll see that BOOTP returns more information for the diskless system that is
bootstrapping: its IP address, the name of a host to bootstrap from, and so on.

While the RARP concept is simple, the implementation of an RARP server is system dependent.
Hence not all TCP/IP implementations provide an RARP server.

Exercises

5.11s aseparatdrametypefield required for RARP? Could the same value be used for ARP and
RARP0x0806 ?

5.2 With multiple RARP servers on a network, how can they prevent their responses from colliding
with each on the network?

73



| CMP: Internet Control Message Protocol

6.1 Introduction

ICMP is often considered part of the IP layer. It communicates error messages and other conditions
that require attention. ICMP messages are usually acted on by either the IP layer or the higher layer
protocol (TCP or UDP). Some ICMP messages cause errors to be returned to user processes.

ICMP messages are transmitted within IP datagrams, as shown in Figure 6.1.

i bitm w———=lhils—* Hbilm
ClasaB | net D = 140.252 | mbnet @ | hostID
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd
Figure 6.1 ICMP messages encapsulated within addgram.

RFC 792 [Postel 1981b] contains the official specification of ICMP.

Figure 6.2 shows the format of an ICMP message. The first 4 bytes have the same format for all
messages, but the remainder differs from one message to the next. We'll show the exact format of each
message when we describe it.

There are 15 different values for typefield, which identify the particular ICMP message. Some
types of ICMP messages then use different values afothefield to further specify the condition.

Thechecksuniield covers the entire ICMP message. The algorithm used is the same as we described
for the IP header checksu The ICMP checksum is required.

if bits —=11hs—"" Sbi
CiasaB | net ID) = 140.252 | mbnet @ | host]D
- RS 4T 1
ibite =13
Sobnetmmslc 111111131 11111111 11111111 1131 08008 0=0xfrrireal

RS PRS0

Figure 6.2 ICMP message.

In this chapter we talk about ICMP messages in general and a few in detail: address mask request and
reply, timestamp request and reply, and port unreachable. We discuss the echo request and reply
messages in detail with the Ping prograf€hapter7, and we discuss the ICMP messages dealing

with IP routing irflChapted

6.2ICMP MessageTypes

[Figure6.3lists the different ICMP message types, as determined hiyghéeld andcodefield in the
ICMP message.
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The final two columns in this figure specify whether the ICMP message is a query message or an error
message. We need to make this distinction because ICMP error messages are sometimes handled
specially. For example, an ICMP error message is never generated in response to an ICMP error
message. (If this were not the rule, we could end up with scenarios where an error generates an error,
which generates an error, and so on, indefinitely)

When an ICMP error message is sent, the message always contains the IP header and the first 8 bytes
of the IP datagram that caused the ICMP error to be generated. This lets the receiving ICMP module
associate the message with one particular protocol (TCP or UDP from the protocol field in the IP
header) and one particular user process (from the TCP or UDP port numbers that are in the TCP or
UDP header contained in the first 8 bytes of the IP datagram). We'll show an example of this in

An ICMP error message is never generated in response to

1. An ICMP error message. (An ICMP error message may, however, be generated in response to an
ICMP query message.)

2. A datagram destined to an IP broadcast address (Figure 3.9) or an IP multicast address (a class D
addressFigurel.5).

A datagram sent as a link-layer broadcast.

A fragment other than the first. (We describe fragmentati{@ection11.5)

5. A datagram whose source address does not define a single host. This means the source address
cannot be a zero address, a loopback address, a broadcast address, or aadditésast

P w
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type| code Description Query| Error
0 | 0 |echo reply (Ping repl{Chapter?) *
0 destinatiorunreachable: .
1 network unreachab (b N
5 | host unreachabiSection9.3 .
3 protocolunreachable *
4 port unreac_habl _ .
c | fragmentation needed but don't-fragment bit(Seiction11.6) .
g |Source r_oute faile@Section8.5 N
4 destination networkinknown .
3 8 destination hostinknown .
g |sSource host isolate@bsolete) .
10 destination network administrativeyohibited .
11 destination host administrativebyohibited .
12 network unreachable for TQSection9.3 .
13 host unreachable for TQfSection9.3 .
14 communication administratively prohibited filgering .
15 host precedencéolation .
precedence cutoff ieffect
4 | 0 |source quench (elementary flow contf@éction11.17) *
o | redirect(Sectiond.5: .
1 redirect fornetwork .
5 5 redirect forhost .
3 redirect for type-of-service amtwork .
redirect for type-of-service aritbst
8 | 0 |echorequest (Ping requdShapter?) *
9 0 |router advertisemer{Bection9.q) *
10 | O |router solicitation{Section9.6) *
0 time exceeded: .
11| | |time-to-live equals O during transit (Tracero{@Bapterd) .
time-to-live equals 0 during reassem(fBection11.5
0 parameteproblem: *
12 1 IP header bad (catchaltror) *
required optiormissing
13 | 0 |timestamp requegdBection6.4) *
14 | 0 |timestamp reply{Section6.4 *
15 | 0 |information requedipbsolete) *
16 | 0 |information reply(obsolete) *
17 | 0 |address mask requefStection6.3 *
18 | 0 |address mask replfgection6.3 *
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Figure 6.3 ICMP messaggypes.

These rules are meant to preventlih@adcaststormsthat have occurred in the past when ICMP
errors were sent in response to broadcast packets.

6.3ICMP Address Mask Request andReply

The ICMP address mask request is intended for a diskless system to obtain its subf&éatiask

at bootstrap time. The requesting system broadcasts its ICMP request. (This is similar to a diskless
system using RARP to obtain its IP address at bootstrap time.) An alternative method for a diskless
system to obtain its subnet mask is the BOOTP protocol, which we des¢{@bapterl§ Figure 6.4

shows the format of the ICMP address mask request and reply messages.

i bitm w———=lhils—* Hbilm
CiamB | net ID) = 140,252 | sbnet @ | hostID |
- e TBE S+ T 1
bl =13
Sabmetmmalc 111111121 111311111 11111111 111 08088 0=0xtrrrrea0

RS PRS0

Figure 6.4 ICMP address mask request and rapgssages.

The identifier and sequence number fields in the ICMP message can be set to anything the sender
chooses, and these values are returned in the reply This allows the sender to match replies with
requests.

We can write a simple program (namechpaddrmask ) that issues an ICMP address mask request
and prints all replies. Since normal usage is to send the request to the broadcast address, that's what
we’ll do. The destination address (140.252.13.63) is the broadcast address for the subnet

140.252.13.34Figure3.12).

sun % icmpaddnnask 140.252.13.63 fromourself

received mask = ffffffeO, from 140.252.13.33 from bsdi
received mask = ffffffeO, from 140.252.13.35 from svra
received mask = ffff0000, from 140.252.13.34

The first thing we note in this output is that the returned value $ravh is wrong. It appears that
SVR4 is returning the general class B address mask, assuming no subnets, even though the interface
onsvr4d has been configured with the correct subnet mask:

svr4 % ifconfig emdO
emdO: flags=23<UP, BROADCAST ,NOTRAILERS>
inet 140.252.13.34 netmask ffffffeO broadcast 140.252.13.63

There is a bug in the SVR4 handling of the ICMP address mask request.

We'll watch this exchange on the hosidi  usingtcpdump . The output is shown in Figure 6.5. We
specify the-e option to see the hardware addresses.
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1 00 8:0:20:3:16:42 ff;ff.ff.ff.ff.ff ip 60:

sun > 140.252.13.63: icmp: address mask request
0:0:¢0:6f:2d:40 ff;ff:ff.ff.ff.ff ip 46:

2 0.00(0.00) bsdi > sun: icmp: address mask is Oxffffffe0

3 0.01(0.01) 0:0:¢c0:¢2:9b:26 8:0:20:3:16:42 ip 60:

svr4 > sun: icmp: address mask is Oxffff0000

Figure 6.5 ICMP address mask request sent to broadachbtess.

Note that the sending hosyn, receives an ICMP reply (the output line with the comment from
ourselfshown earlier), even though nothing is seen on the wire. This is a general characteristic of
broadcasting: the sending host receives a copy of the broadcast packet through some internal loopback
mechanism. Since by definition the term "broadcast” makrise hosts on the local network, it

should include the sending host. (Referrinffigure2.4what is happening is that when the Ethernet

driver recognizes that the destination address is the broadcast address, the packet is sent onto the
networkanda copy is made and passed to the loopback interface.)

Next,bsdi broadcasts the reply, whiser4 sends the reply only to the requestor. Normally the
reply should be unicast unless the source IP address of the request is 0.0.0.0, which it isn't in this
example. Therefore, sending the reply to the broadcast address is a BSD/386 bug.

The Host Requirements RFC says that a system must not send an address mask reply unless it is an
authoritative agent for address masks. (To be an authoritative agent it must be specifically configured
to send these replies. $8ppendixE) As we can see from this example, however, most host
implementations send a reply if they get a request. Some hosts even send the wrong reply!

The final point is shown by the following example. We send an address mask request to our own IP
address and to the loopback address:

sun % icmpaddrmask sun
received mask = ff000000, from 140.252.13.33

sun % icmpaddrmask localhost
received mask = ff000000, from 127.0.0.1

In both cases the returned address mask corresponds to the loopback address, the class A address
127.0.0.1. Again, referring fleigure2.4 we see that IP datagrams sent to the host's own IP address
(140.252.13.33 in this example) are actually sent to the loop-back interface. The ICMP address mask
reply must correspond to the subnet mask of the interface on which the request was received (since a
multihomed host can have different subnet masks for each interface), and in both cases the request is
received from the loopback interface.

6.4 1ICMP Timestamp Request andReply

The ICMP timestamp request allows a system to query another for the current time. The recommended
value to be returned is the number of milliseconds since midnight, Coordinated Universal Time

(UTC). (Older manuals refer to UTC as Greenwich Mean Time.) The nice feature of this ICMP
message is that it provides millisecond resolution, whereas some other methods for obtaining the time
from another host (such as tltmate command provided by some Unix systems) provide a resolution
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of seconds. The drawback is that only the time since midnight is returned-the caller must know the
date from some other means. Figure 6.6 shows the format of the ICMP timestamp request and reply
messages.

18 bits ——=1] hils — G hils
ClasaB | net ID) = 140.252 mbnet[@ | host]D
- BG4 T 1
bl =13
Sobnetmeslc 111111131 11111111 11111111 1131 08 000=_0xrrrrreal

w285 255255 Xl
Figure 6.6 ICMP timestamp request and rephgssages.

The requestor fills in theriginate timestamp and sends the request. The replying system fills in the
receivetimestamp when it receives the request, andrémsmittime-stamp when it sends the reply. In
actuality, however, most implementations set the latter two fields to the same value. (The reason for
providing the three fields is to let the sender compute the time for the request to be sent, and separately
compute the time for the reply to be sent.)

We can write a simple program (nameghptime ) that sends an ICMP timestamp request to a host
and prints the returned reply. We try it first on our small internet:

sun % icmptime bsdi
orig = 83573336, recv = 83573330, xmit = 83573330, rtt = 2 ms
difference = -6 ms

sun % icmptime bsdi
orig = 83577987, recv = 83577980, xmit = 83577980, rtt = 2 ms
difference = -7 ms

The program prints the three timestamps in the ICMP message: the orfgiiatd, receive(recv ),
and transmi{xmit ) timestamps. As we can see in this and the following examples, all the hosts set
the receive and transmit timestamps to the same value.

We also calculate the round-trip ti@ ), which is the time the reply is received minus the time the
request was sent. Tliéfference is the received timestamp minus the originate timestamp. Figure
6.7 shows the relationship between these values.

i bitm w———=lhils—* Hbilm
ClasaB | net ID) = 140,252 | sbnet[@ | hostID
- e TBE S+ T 1
bl =13
Sabmetmmalc 111111121 111311111 11111111 111 08088 0=0xtrrrrea0

RS PRS0
Figure 6.7 Relationship between values printed by icomptime  program.
If we believe the RTT and assume that one-half of the RTT is for the request, and the other half for the
reply, then the sender’s clock needs to be adjusteliffieyence minus one-half the RTT, to have

the same time as the host being queried. In the preceding example, the ddsdk omas 7 and 8 ms
behind the clock osun.
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Since the timestamp values are the number of milliseconds past midnight, UTC, they should always be
less than 86,400,000 (24 x 60 x 60 x 1000). These examples were run just before 4:00 P.M. in a time
zone that is 7 hours behind UTC, so the values being greater than 82,800,000 (2300 hours) makes
sense.

If we run this program several times to the Hissti  we see that the final digit in the receive and
transmit timestamp is always 0. This is because the software release (Version 0.9.4) only provides a

10-ms clock. (We describe thisAppendixBl)

If we run the program twice to the hast4 we see that the low-order three digits of the SVR4
timestamp are always 0:

sun % icmptime  svr4
orig = 83588210, recv = 83588000, xmit = 83588000, rtt = 4 ms
difference = -210 ms

sun % icmptime svr4
orig = 83591547, recv = 83591000, xmit = 83591000, rit =4 ms
difference = -547 ms

For some reason SVR4 doesn’t provide any millisecond resolution using the ICMP time-stamp. This
imprecision makes the calculated differences useless for subsecond adjustments.

If we try two other hosts on the 140.252.1 subnet, the results show that one clock differs from sun’s by
3.7 seconds, and the other by nearly 75 seconds:

sun % icmptime gemini

orig = 83601883, recv = 83598140, xmit = 83598140, rtt = 247 ms
difference = -3743 ms

sun % icmptime aix

orig = 83606768, recv = 83532183, xmit = 83532183, rtt = 253 ms
difference = -74585 ms

Another interesting example is to the rowgateway (a Cisco router). It shows that when a system

returns a nonstandard timestamp value (something other than milliseconds past midnight, UTC), it is
supposed to turn on the high-order bit of the 32-bit timestamp. Our program detects this, and prints the
receive and transmit timestamps in angle brackets (after turning off the high-order bit). Also, we can’t
calculate the difference between the originate and receive timestamps, since they’re not the same units.

sun % icmptime gateway
orig = 83620811, recv = <4871036>, xmit = <4871036>, rtt = 220 ms

sun % icmptime gateway
orig = 83641007, recv = <4891232>, xmit = <4891232>, rtt = 213 ms

If we run our program to this host a few times it becomes obvious that the values do contain
millisecond resolution and do count the number of milliseconds past some starting point, but the
starting point is not midnight, UTC. (It could be a counter that’s incremented every millisecond since
the router was bootstrapped, for example.)
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As a final example we’ll compasun’s clock with a system whose clock is known to be accurate-an
NTP stratum 1 server. (We say more about NTP, the Network Time Protocol, below.)

sun % icmptime clock.linl.gov
orig = 83662791, recv = 83662919, xmit = 83662919, rtt = 359 ms
difference = 128 ms

sun % icmptime clock.linl.gov
orig = 83670425, recv = 83670559, xmit = 83670559, rtt = 345 ms
difference = 134 ms

If we calculate the difference minus one-half the RTT, this output indicates that the cknk @
between 38.5 and 51.5 ms fast.

Alternatives
There are other ways to obtain the time and date.
1. We described the daytime service and time service in Section 1.12. The former returns the current

time and date in a human readable form, a line of ASCII characters. We can test this service using
the telnet command:

sun % telnet bsdi daytime
Trying 140.252.13.35

Connected to bsdi. flr_st three lines output are from the Telnet
Escape character is AT client : :
Wed Feb 3 16:38:33 1993 here’s the daytime servicaitput

Connection closed by foreign this is also from the Telnetient

host.

The time server, on the other hand, returns a 32-bit binary value with the number of seconds since
midnight January 1, 1900, UTC. While this provides the date, the time value is in units of a
second. (Thedate command that we mentioned earlier uses the TCP time service.)

2. Serious timekeepers use the Network Time Protocol (NTP) described in RFC 1305 [Mills 1992].
This protocol uses sophisticated techniques to maintain the clocks for a group of systems on a
LAN or WAN to within millisecond accuracy. Anyone interested in precise timekeeping on
computers should read this RFC.

3. The Open Software Foundation’s (OSF) Distributed Computing Environment (DCE) defines a
Distributed Time Service (DTS) that also provides clock synchronization between computers.
[Rosenberg, Kenney, and Fisher 1992] provide additional details on this service.

4. Berkeley Unix systems provide the daentiomed (8) to synchronize the clocks of systems on a
local area network. Unlike NTP and DTS, timed does not work across wideetvearks.
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6.5ICMP Port Unreachable Error

The last two sections looked at ICMP query messages-the address mask and time-stamp queries and
replies. We'll now examine an ICMP error message, the port unreachable message, a subcode of the
ICMP destination unreachable message, to see the additional information returned in an ICMP error

message. We'll watch this using Ulj€hapterll).

One rule of UDP is that if it receives a UDP datagram and the destination port does not correspond to a
port that some process has in use, UDP responds with an ICMP port unreachable. We can force a port
unreachable using the TFTP client. (We describe TF{Ghapterl])

The well-known UDP port for the TFTP server to be reading from is 69. But most TFTP client
programs allow us to specify a different port using the connect command. We use this to specify a port
of 8888:

bsdi % tftp
tftp>  connect svr4 8888  specify the hosthame and patimber

titp> get temp.foo try to fetch dile
Transfer timed out. about 15 secondater
titp>  quit

The connect command saves the name of the host to contact and the port number on that host, for
when we later issue the get command. After typing the get command a UDP datagram is sent to port
8888 on hossvr4 . Figure 6.8 shows thiepdump output for the exchange of packets that takes

place.

Before the UDP datagram can be sent to svr4 an ARP request is sent to determine its hardware address
(line 1). The ARP reply (line 2) is returned and then the UDP datagram is sent (line 3). (We have left

the ARP request-reply in this tcpdump output to remind us that this exchange may be required before
the first IP datagram is sent from one host to the other. In future output we’ll delete this exchange if

it's not relevant to the topic being discussed.)

1 0.0 arp who-has svr4 tell bsdi

2 0.002050 (0.0020) arp reply svr4 is-at 0:0:c0:¢c2:9b:26

3 0.002723 (0.0007) bsdi.2924 > svr4.8888: udp 20

4 0.006399 (0.0037) svr4 > bsdi: icmp: svr4 udp port 8888
5 5.000776 (4.9944) bsdi. 2924 > svr4.8888: udp 20

6 5.004304 (0.0035) svr4 > bsdi: icmp: svr4 udp port 8888
7 10.000887 (4.9966) bsdi. 2924 > svr4.8888: udp 20

8 10.004416 (0.0035) svr4 > bsdi: icmp: svr4 udp port 8888
9 15.001014 (4.9966) bsdi.2924 > svr4.8888: udp 20

10 15.004574 (0.0036) svr4 > bsdi: icmp: svr4 udp port 8888

11 20.001177 (4.9966) bsdi.2924 > svr4.8888: udp 20
12 20.004759 (0.0036) svr4 > bsdi: icmp: svr4 udp port 8888

82



Figure 6.8 ICMP port unreachable generated by THF&&uest.

An ICMP port unreachable is immediately returned (line 4). But the TFTP client appears to ignore the
ICMP message, sending another UDP datagram about 5 seconds later (line 5). This continues three
more times before the client gives up.

Notice that the ICMP messages are exchanged between hosts, without a port number designation,
while each 20-byte UDP datagram is from a specific port (2924) and to a specific port (8888).

The number 20 at the end of each UDP line is the length of the data in the UDP datagram. In this
example 20 is the sum of the TFTP’s 2-byte opcode, the 9-byte null terminatetengmfeo , and

the 9-byte null terminated strimgtascii . (SedFigure15.3for the details of the TFTP packet
layout.)

If we run this same example using tiee option oftcpdump we see the exact length of each ICMP
port unreachable message that's returned to the sender. This length is 70 bytes, and is allocated as
shown in Figure 6.9.

if bBaby —=11hs—"" Sbi
ClasaB | net ID = 140.252 mbnet @ | host]D
- e TBE S+ T 1
ibite =13
Sobnetmmslc 111111131 11111111 11111111 1131 08008 0=0xfrrireal
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Figure 6.9 ICMP message returned for our "UDP port unreachabatple.

One rule of ICMP is that the ICMP error messages (see the final colymuoé6.9 must include
the IP header (including any options) of the datagram that generated the error along with at least the
first 8 bytes that followed this IP header. In our example, the first 8 bytes following the IP header

contain the UDP headFigure11.3.

The important fact is that contained in the UDP header are the source and destination port numbers. It
is this destination port number (8888) that caused the ICMP port unreachable to be generated. The
source port number (2924) can be used by the system receiving the ICMP error to associate the error
with a particular user process (the TFTP client in this example).

One reason the IP header of the datagram that caused the error is sent back is because in this IP header
is the protocol field that lets ICMP know how to interpret the 8 bytes that follow (the UDP header in

this example). When we look at the TCP hedBagure17.9 we’'ll see that the source and destination

port numbers are contained in the first 8 bytes of the TCP header. The general format of the ICMP
unreachable messages is shown in Figure 6.10.

if bits ——= ]l bits =" Gbie
CiasaB | net IT) = 140,252 | mbnetlD | host ID |
- BG4 T 1
ibis =13
Sobnetmmalc 111111121 11111111 11111111 1131 08600 0=0xrrrrrean

w285 255 255 Xhd
Figure 6.10ICMP unreachablemessage.
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In[Figure6.3we noted that there are 16 different ICMP unreachable messagdes,@hrough 15.

The ICMP port unreachable éede3. Also, although Figure 6.10 indicates that the second 32-bit word
in the ICMP message must be 0, the Path MTU Discovery mechanism (Section 2.9) allows a router to
place the MTU of the outgoing interface in the low-order 16 bits of this 32-bit value,cebderquals

4 (“fragmentation needed but the don’t fragment bit is set"). We show an example of this error in
Section 11.6.

Although the rules of ICMP allow a system to return more than the first 8 bytes of the data portion of the IP datagram that

caused the ICMP error, most Berkeley-derived implementations return exactly 8 bytes. The Solaris 2.2
ip_icmp_return_data_bytes option returns the first 64 bytes of data by def&#ictionE.4).

tcpdump Time Line

Throughout the text we’ll also display the tcpdump output in a time line diagram as shown in Figure
6.11.
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Figure 6.11Time line of TFTP request to an invaport.

Time increases down the page and the labels on the far left of the figure are the same time values as in
our tcpdump outpufFigure6.9). The labels at the top are the hostnames and port numbers for each

side of the time line. Be aware that the y-axis down the pag# éxactly proportional to the time

value. When there is a significant time lag, as between each 5-second retransmission in this example,
we’ll designate that with a squiggle on both sides of the time line. When UDP or TCP data is being
transmitted, we show that packet with a thicker line.

Why does the TFTP client keep retransmitting its request when the ICMP messages are being

returned? An element of network programming is occurring in which BSD systems don’t notify user
processes using UDP of ICMP messages that are received for that socket unless the process has issued
a connect on that socket. The standard BSD TFTP client does not issoartket , so it never

receives the ICMP error notification.

Another point to notice here is the poor retransmission timeout algorithm used by this TFTP client. It
just assumes that 5 seconds is adequate and retransmits every 5 seconds, for a total of 25 seconds.
We’'ll see later that TCP has a much better algorithm.

This old-fashioned timeout and retransmission algorithm used by the TFTP client is forbidden by the Host Requirements
RFC. Nevertheless, all three systems on the author’s subnet, and Solaris 2.2 still use it. AIX 3.2.2 applies an exponential
backoff to its timeout, sending packets at 0, 5, 15, and 35 seconds, which is the recommended way We talk much more

about timeouts ifChapte2]

Finally note that the ICMP messages are returned about 3.5 ms after the UDP datagram is sent, which
we’'ll see in Chapter 7 is similar to the round-trip times for Ping replies.
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6.64.4BSD Processing of ICMRMMessages

Since ICMP covers such a wide range of conditions, from fatal errors to informational messages, each
ICMP message is handled differently, even within a given implementation. Figure 6.12 is a redo of
showing the handling performed by 4.4BSD for each of the possible ICMP messages.

If the final column specifies the kernel, that ICMP message is handled by the kernel. If the final

column specifies "user process", then that message is passed to all user processes that have registered
with the kernel to read received ICMP messages. If there are none of these user processes, the message
is silently discarded. (These user processes also receive a copy of all the other ICMP messages, even
those handled by the kernel, but only after the kernel has processed the message.) Some messages are
completely ignored. Finally, if the final column is a string in quotes, that is the Unix error message
corresponding to that condition. Some of these errors, such as TCP’s handling of a source quench,

we’ll cover in later chapters.
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type| code Description Handledby
0 0 |echoreply userprocess
0 destinatiorunreachable: "No route tohost"
networkunreachable " "
1 No route tohost
hostunreachable N : .
2 Connectiorrefused
protocolunreachable N . .
3 Connectiorrefused
4 portunreachable "Message todong"”
fragmentation needed but DF bt " g g
5 . No route tohost
source routdailed " "
6 T No route tohost
destination networkinknown " ;
7 S No route tohost
3 destination hostinknown " ;
8 . No route tohost
source host isolatggbsolete) " "
9 s . - No route tohost
dest. network administrativefgrohibited |, "
10 o . i No route tohost
dest. host administrativefyrohibited " ;
11 No route tohost
network unreachable farOS " "
12 No route tohost
host unreachable farOS .
13 L g : - (ignored)
communication administrativelyrohibited| ;.
14 s (ignored)
15 host precedencéolation (ignored)
precedence cutoff iaeffect g
4 0 |sourceguench kernel for TCP, ignored byDP
redirect: .
0 redirect fometwork kernel updates rout!rtgtble
1 : kernel updates routingble
5 redirect forhost .
2 : : kernel updates routingble
3 redirect for type-of-service ametwork kernel updates routingble
redirect for type-of-service arbst P
8 0 | echorequest kernel generateeply
9 0 |routeradvertisement userprocess
10 | O |routersolicitation userprocess
0 time exceeded: USEIDIOCESS
11 1 TTL equals O duringransit userprocess
TTL equals 0 duringeassembly P
parameteproblem: " ; "
12 0 IP header bad (catchaltror) "Protocol nolava!lable"
1 . LA Protocol notavailable
required optiormissing
13 | 0 |timestampequest kernel generate®ply
14 | 0 |timestampeply userprocess
15 | 0 |information requesfobsolete) (ignored)
16 | 0 |information reply(obsolete) userprocess
17 | 0 |address mastequest kernel generateeply
18 | 0 |address masteply userprocess
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Figure 6.12Handling of the ICMP message types4BSD.

6.7 Summary

This chapter has been a look at the Internet Control Message Protocol, a required part of every
implementationfFigure6.3 lists all the ICMP message types, most of which we'll discuss later in the
text.

We looked at the ICMP address mask request and reply and the timestamp request and reply in detail.
These are typical of the request-reply messages. Both have an identifier and sequence number in the
ICMP message. The sending application stores a unigue value in the identifier field, to distinguish
between replies for itself and replies for other processes. The sequence number field lets the client
match replies with requests.

We also saw the ICMP port unreachable error, a common ICMP error. This let us examine the
information returned in an ICMP error: the IP header and the next 8 bytes of the IP datagram that
caused the error. This information is required by the receiver of the ICMP error, to know more about
the cause of the error. Both TCP and UDP store the source and destination port numbers in the first 8
bytes of their headers for this reason.

Finally, we presented our first time linetopdump output, a presentation format we’ll use in later
chapters.
Exercises

6.1 At the end of Section 6.2 we listed five special conditions under which an ICMP error message is
not sent. What would happen if these five conditions weren't followed and we sent a broadcast UDP
datagram to an unlikely port on the local cable?

6.2 Read the Host Requirements RFC [Braden 1989a] to see if the generation of an ICMP port
unreachable is a "must,” "should," or "may." What section and page is this found on?

6.3 Read RFC 1349 [Almquist 1992] to see how the IP type-of-service(figdre3.2) should be set
by ICMP.

6.4 If your system provides theetstat command, use it to see what types of ICMP messages are
received and sent.
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Ping Program

7.1 Introduction

The name "ping" is taken from the sonar operation to locate objects. The Ping program was written by
Mike Muuss and it tests whether another host is reachable. The program sends an ICMP echo request
message to a host, expecting an ICMP echo reply to be ret(ffimde6.3 lists all the ICMP

message types.)

Normally if you can’t Ping a host, you won’t be able to Telnet or FTP to that host. Conversely, if you
can't Telnet to a host. Ping is often the starting point to determine what the problem is. Ping also
measures the round-trip time to the host, giving us some indication of how "far away" that host is.

In this chapter we’ll use Ping as a diagnostic tool and to further explore ICMP. Ping also gives us an
opportunity to examine the IP record route and timestamp options. Chapter Il of [Stevens 1990]
provides the source code for the Ping program.

Years ago we could make the unqualified statement that if we can’t Ping a host, we can’t Telnet or FTP to that host. With
the increased awareness of security on the Internet, routers that provide access control lists, and firewall gateways,
unqualified statements like this are no longer true. Reachadlilitygiven host may depend not only on reachability at the

IP layer, but also on what protocol is being used, and the port numbers involved. Ping may show a host as being
unreachable, yet we might be able to Telnet to port 25 (theseraitr).

7.2 Ping Program

We call theping program that sends the echo requestslibat, and the host being pinged the
server.Most TCP/IP implementations support the Ping server directly in the kernel-the server is not a
user process. (The two ICMP query services that we descrifidthpterg, the address mask and
timestamp requests, are also handled directly by the kernel.)

18 bty ——= ]l bits =" Gbie
CiasaB | net IT) = 140,252 | u-ubmtmllllll'm;ﬂjml
- RS 4T 1
bl =13
Sabmetmmalc 111111121 111311111 11111111 111 08088 0=0xtrrrrea0

RS PRS0
Figure 7.1 Format of ICMP message for echo request and exgfip.

As with other ICMP query messages, the server must eclidethigfier andsequenceumberfields.
Also, any optional data sent by the client must be echoed. These are presumably of interest to the
client.

Unix implementations gbing set thddentifier field in the ICMP message to the process ID of the
sending process. This allows ping to identify the returned responses if there are multiple instances of
ping running at the same time on the same host.

Thesequencaumberstarts at 0 and is incremented every time a new echo request is sent. ping prints
the sequence number of each returned packet, allowing us to see if packets are missing, reordered, or
duplicated. IP is a best effort datagram delivery service, so any of these three conditions can occur.
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Historically the ping program has operated in a mode where it sends an echo request once a second,
printing each echo reply that is returned. Newer implementations, however, requiredbton to

operate this way. By default, these newer implementations send only a single echo request and output
"hostis alive" if an echo reply is received, or "no answer" if no reply is received within 20 seconds.

LAN Output
ping output on a LAN normally looks like the following:

bsdi %ping svrd

PING svr4 (140.252.13.34): 56 data bytes

64 bytes from 140.252.13.34: icmp_seq=0 ttl=255 time=0 ms
64 bytes from 140.252.13.34: icmp_seq=l ttI=255 time=0 ms
64 bytes from 140.252.13.34: icmp_seq=2 ttl=255 time=0 ms
64 bytes from 140.252.13.34: icmp_seq=3 ttl=255 time=0 ms
64 bytes from 140.252.13.34: icmp_seq=4 ttl=255 time=0 ms
64 bytes from 140.252.13.34: icmp_seq=5 ttl=255 time=0 ms
64 bytes from 140.252.13.34: icmp_seq=6 ttl=255 time=0 ms
64 bytes from 140.252.13.34: icmp_seq=7 ttl=255 time=0 ms

NP type interrupt key to stop

--- svr4 ping statistics

8 packets transmitted, 8 packets received, 0% packet loss
round-trip min/avg/max = 0/0/0 ms

When the ICMP echo reply is returned, the sequence number is printed, followed by the TTL, and the
round-trip time is calculated. (TTL is the time-to-live field in the IP header. The current BSD ping
program prints the received TTL each time an echo reply is received-some implementations don’t do
this. We examine the usage of the TTL in Chapter 8 witlrdoeroute  program.)

As we can see from the output above, the echo replies were returned in the order sent (0, 1,2, and so
on).

ping is able to calculate the round-trip time by storing the time at which it sends the echo request in the
data portion of the ICMP message. When the reply is returned it subtracts this value from the current
time. Notice that on the sending systdrsdli , the round-trip times are all calculated as 0 ms. This is
because of the low-resolution timer available to the program. The BSD/386 Version 0.9.4 system only
provides a I0-ms timer. (We talk more about this in Appendix B.) We’'ll see later that when looking at
the tcpdump output from this ping example on a system with a finer resolution clock (the Sun) the

time difference between the ICMP echo request and its echo reply is just under 4 ms.

The first line of output contains the IP address of the destination host, even though we specified its
name(svr4 ). This implies that the name has been converted to the IP address by a resolver. We
examine resolvers and the DNS in Chapter 14. For now realize that if wepyme a&ommand, and

a few seconds pass before the first line of output with the IP address is printed, this is the time required
for the DNS to determine the IP address corresponding to the hostname. Figure 7.2 shows the tcpdump
output for this example.

89



0.0 bsdi > svr4: icmp: echo request
0.003733 (0.0037) svr4 > bsdi: icmp: echo reply

0.998045 (0.9943) bsdi > svr4: icmp: echo request
1.001747 (0.0037) svr4 > bsdi: icmp: echo reply

1.997818 (0.9961) bsdi > svr4: icmp: echo request
2.001542 (0.0037) svr4 > bsdi: icmp: echo reply

2.997610 (0.9961) bsdi > svr4: icmp: echo request
3.001311 (0.0037) svr4 > bsdi: icmp: echo reply

co~N OO A~ w N -

9 3.997390 (0.9961) bsdi > svr4: icmp: echo request
10 4.001115 (0.0037) svr4 > bsdi: icmp: echo reply

11  4.997201 (0.9961) bsdi > svr4: icmp: echo request
12 5.000904 (0.0037) svr4 > bsdi: icmp: echo reply

13 5.996977 (0.9961) bsdi > svr4: icmp: echo request
14 6.000708 (0.0037) svr4 > bsdi: icmp: echo reply

15 6.996764 (0.9961) bsdi > svr4: icmp: echo request
16 7.000479 (0.0037) svr4 > bsdi: icmp: echo reply

Figure 7.2ping output across BAN.

The time between sending the echo request and receiving the echo reply is always 3.7 ms. We can also
see that echo requests are sent approximately 1 second apart.

Often the first round-trip time is larger than the rest. This occurs if the destination’s hardware address
isn’t in the ARP cache of the sender. As we sg@hapterd, sending an ARP request and getting the
ARP reply can take a few milliseconds before the first echo request can be sent. The following
example shows this:

sun % arp -a make sun ARP cacheampty

sun % ping svrd

PING svr4: 56 data bytes

64 bytes from svr4 (140.252.13,34): icmp_seq=0. time=7. ms
64 bytes from svr4 (140.252.13.34): icmp_seq=1. time=4. ms
64 bytes from svr4 (140.252.13.34): icmp_seq=2. time=4. ms
64 bytes from svr4 (140.252.13.34): icmp_seq=3. time=4. ms

A? type interrupt key tstop

---svr4 PING Statistics---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 4/417

The additional 3 ms in the first RTT is probably for the ARP request and reply

This example was run on the host sun, which provides a timer with microsecond resolution, but the
ping program prints the round-trip times with only millisecond resolution. The earlier example, run
under BSD/386 Version 0.9.4, printed the round-trip times as 0 ms, since the available timer provided
only 10-ms accuracy. The following output is from BSD/386 Version 1.0, which provides a timer with
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microsecond resolution and a version of ping that prints the higher resolution.

bsdi% ping svr4

PING svr4 (140.252.13.34): 56 data bytes

64 bytes from 140.252.13.34: icmp_seq=0 ttl=255 time=9.304 ms
64 bytes from 140.252.13.34: icmp_seq=1 ttl=255 time=6.089 ms

64 bytes from 140.252.13.34: icmp_seq=2 ttl=255 time=6.079 ms

64 bytes from 140.252.13.34: icmp_seq=3 ttl=255 time=6.096 ms

NP type interrupt key to stop

--- svr4 ping statistics

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 6.079/6.880/9.304 ms
WAN Output

On a wide area network the results can be quite different. The following example was captured on a
weekday afternoon, a time when the Internet is normally busy:

gemini % ping vangogh.cs.berkeley.edu

PING vangogh.cs.berkeley.edu: 56 data bytes

64 bytes from (128.32.130.2): icmp_seq=0. time=660. ms
64 bytes from (128.32.130.2): icmp_seq=>5. time=1780. ms
64 bytes from (128.32.130.2): icmp_seq=7. time=380. ms
64 bytes from (128.32.130.2): icmp_seq=8. time=420. ms
64 bytes from (128.32.130.2): icmp_seq=9. time=390. ms
64 bytes from (128.32.130.2): icmp_seq=14. time=110. ms
64 bytes from (128.32.130.2): icmp_seq=15. time=170. ms
64 bytes from (128.32.130.2): icmp_seq=16. time=100. ms
NP type interrupt key to stop

----vangogh.CS.Berkeley.EDU PING Statistics----

17 packets transmitted, 8 packets received, 52% packet loss
round-trip (ms) min/avg/max = 100/501/1780

Either the echo requests or the echo replies for sequence numbers 1, 2, 3, 4, 6, 10, Il, 12, and 13 were
lost somewhere. Note also the large variance in the round-trip times. (This high packet loss rate of
52% is an anomaly. This is not normal for the Internet, even on a weekday afternoon.)

It is also possible across WANS to see packets duplicated (the same sequence number printed two or
more times), and to see packets reordered (sequence nMimbgrinted before sequence numbBr

Hardwired SLIP Links

Let's look at the round-trip times encountered over SLIP links, since they often run at slow
asynchronous speeds, such as 9600 bits/sec or less. Recall our serial line throughput calculations in
Section 2.10. For this example we’'ll set the speed of the hardwired SLIP link betwedrstostnd

slip to 1200 bits/sec.

We can estimate the round-trip time as follows. First, notice from the example Ping output shown
earlier that by default it sends 56 bytes of data in the ICMP message. With a 20-byte IP header and an
8-byte ICMP header this gives a total IP datagram size of 84 bytes. (We can verify this by running
tcpdump -e and seeing the Ethernet frame sizes.) Also, from Section 2.4 we know that at least two
additional bytes are added: the END byte at the beginning and end of the datagram. It's also possible
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for additional bytes to be added by the SLIP framing, but that depends on the value of each byte in the
datagram. At 1200 bits/sec with 8 bits per byte, | start bit, and | stop bit, the rate is 120 bytes per
second, or 8.33 ms per byte. Our estimate is then (86 x 8.33 x 2), or 1433 ms. (The multiplier of 2 is
because we are calculating the round-trip time.)

The following output verifies our calculation:

svrd % ping-a  slip

PING slip: 56 data bytes

64 bytes from slip (140.252.13.65): icmp_seq=0. time=1480. Ms
64 bytes from slip (140.252.13.65): icmp_seq=1. time=1480. Ms

64 bytes from slip (140.252.13.65): icmp_seq=2. time=1480. Ms

64 bytes from slip (140.252.13.65): icmp_seq=3. time=1480. Ms

P

----slip PING Statistics----

5 packets transmitted, 4 packets received, 20% packet loss
round-trip (ms) min/favg/max = 1480/1480/1480

(The-s option is required for SVR4 to send one request every second.) The round-trip time is almost
1.5 seconds but the program is still sending out each ICMP echo request at 1-second intervals. This
means there are two outstanding echo requests (sent at time 0 and time 1) before the first reply comes
back (at time 1.480). That's also why the summary line says one packet has been lost. It really hasn’t
been lost, it's probably still on its way back.

We'll return to this slow SLIP link ifChapter§ when we examine theaceroute  program.

Dialup SLIP Links

The conditions change with a dialup SLIP link since we now have modems on each end of the link.
The modems being used between the systemsandnetb provide what is called V.32 modulation
(9600 bits/sec), V.42 error control (also called LAP-M), and V.42bis data compression. This means
that our simple calculations, which were fairly accurate for a hardwired link where we knew all the
parameters, become less accurate.

Numerous factors are at work. The modems introduce some latency. The size of the packets may
decrease with the data compression, but the size may then increase to a multiple of the packet size
used by the error control protocol. Also the receiving modem can't release received data bytes until the
cyclic redundancy character (the checksum) has been verified. Finally, we're dealing with a
computer’'s asynchronous serial interface on each end, and many operating systems read these
interfaces only at fixed intervals, or when a certain number of characters have been received.

As an example, we ping the hg&mini from the hossun :

sun % ping gemini

PING gemini: 56 data bytes

64 bytes from gemini (140.252.1.11): icmp_seq=0. time=373. ms
64 bytes from gemini (140.252.1.11): icmp_seg=I. time=360. ms

64 bytes from gemini (140.252.1.11): icmp_seg=2. time=340. ms

64 bytes from gemini (140.252.1.11): icmp_seqg=3. time-320. ms

64 bytes from gemini (140.252.1.11): icmp_seg=4. time=330. ms

64 bytes from gemini (140.252.1.11): icmp seg=5. time=310. ms

64 bytes from gemini (140.252.1.11): icmp seg=6. time==290. ms
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64 bytes from gemini (140.252.1.11): icmp_seg-7. time=300. ms

64 bytes from gemini (140.252.1.11): icmp_seg=8. time=280. ms

64 bytes from gemini (140.252.1.11): icmp_seg=9. time=290. ms

64 bytes from gemini (140.252.1.11): icmp_seq=10. time=300. ms

64 bytes from gemini (140.252.1.11): icmp_seqg=Il. time=280. ms

--gemini PING Statistics--

12 packets transmitted, 12 packets received, 0% packet loss
round-trip (ms) min/avg/max = 280/314/373

Note that the first RTT is not a multiple of 10 ms, but every other line is. If we run this numerous
times, we see this property every time. (This is not caused by the resolution of the clock on the host
sun, because we know that its clock provides millisecond resolution from the tests

Bh

Also note that the first RTT is larger than the next, and they keep decreasing, and then they range
between 280 and 300 ms. If we let it run for a minute or two, the RTTs stay in this range, never going
below 260 ms. If we calculate the expected RTT at 9600 bits/sec (Exercise 7.2) we get 180 ms, so our
observed values are about 1.5 times the expected value.

If we run ping for 60 seconds and look at the average RTT it calculates, we find that with V.42 and
V.42bis our average is 277 ms. (This is better than the average printed for our preceding example,
because we ran it longer to amortize the longer RTTs at the beginning.) If we turn off just the V.42bis
data compression our average is 330 ms. If we turn off the V.42 error control (which also turns off the
V.42bis data compression) our average is 300 ms. These modem parameters do affect the RTTs, and
using the error control and data compression appears to be the best.

7.3 1P Record RouteOption

Theping program gives us an opportunity to look at the IP record route (RR) option. Most versions
of ping provide theR option that enables the record route feature. It causes ping to set the IP RR
option in the outgoing IP datagram (which contains the ICMP echo request message). This causes
every router that handles the datagram to add its IP address to a list in the options field. When the
datagram reaches the final destination, the list of IP addresses should be copied into the outgoing
ICMP echo reply, and all the routers on the return path also add their IP addresses to the list. When
ping receives the echo reply it prints the list of IP addresses.

As simple as this sounds, there are pitfalls. Generation of the RR option by the source host, processing
of the RR option by the intermediate routers, and reflection of the incoming RR list in an ICMP echo
request into the outgoing ICMP echo reply are all optional features. Fortunately, most systems today
do support these optional features, but some systems don’t reflect the IP list.

The biggest problem, however, is the limited room in the IP header for the list of IP addresses. We saw
in[Figure3.] that theneaderengthin the IP header is a 4-bit field, limiting the entire IP header to 15
32-bit words (60 bytes). Since the fixed size of the IP header is 20 bytes, and the RR option uses 3
bytes for overhead (which we describe below), this leaves 37 bytes (60-20-3) for the list, allowing up

to nine IP addresses. In the early days of the ARPANET, nine IP addresses seemed like a lot, but since
this is a round-trip list (in the case of the -R option for ping), it's of limited use toddaghépter3

we’ll look at the Traceroute tool for determining the route followed by a datagram.) Despite these
shortcomings, the record route option works and provides an opportunity to look in detail at the
handling of IP options. Figure 7.3 shows the general format of the RR option in the IP datagram.
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Figure 7.3 General format of record route option inf@ader.

Codeis a I-byte field specifying the type of IP option. For the RR option its valud_enis the total

number of bytes of the RR option, which in this case is 39. (Although it's possible to specify an RR
option with less than the maximum size, ping always provides a 39-byte option field, to record up to
nine IP addresses. Given the limited room in the IP header for options, it doesn’t make sense to specify
a size less than the maximum.)

Ptr is called the pointer field. It is a 1-based index into the 39-byte option of where to store the next IP
address. Its minimum value is 4, which is the pointer to the first IP address. As each IP address is
recorded into the list, the value @t becomes 8, 12, 16, up to 36. After the ninth address is recorded
ptr becomes 40, indicating the list is full.

When a router (whicby definition is multihomed) records its IP address in the list, which IP address
is recorded? It could be the address of the incoming interface or the outgoing interface. RFC 791
[Postel 1981a] specifies that the router records the outgoing IP address. We'll see that when the
originating host (the host running ping) receives the ICMP echo reply with the RR option enabled, it
also records its incoming IP address in the list.

Normal Example

Let's run an example of the RR option with the ping program. We’'lping on the hossvrd to
the hosslip . One intermediate routéipsdi ) will handle the datagram. The following output is
fromsvr4 :

svrd % ping-R  slip

PING slip (140.252.13.65): 56 data bytes

64 bytes from 140.252.13.65: icmp_seq=0 ttl=254 time=280 ms
RR: bsdi  (140.252.13.66)

slip  (140.252.13.65)

bsdi (140.252.13.35)

svr4  (140.252.13.34)

64 bytes from 140.252.13.65: icmp_seq=1 ttI=254 time=280 ms (same

route)

64 bytes from 140.252.13.65: icmp_seq=2 ttI=254 time=270 ms (same
route)

NP

--- slip ping statistics

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 270/276/280 ms

Figure 7.4 shows the four hops that the packets take (two in each direction), and which hop adds which
IP address to the RR list.
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Figure 7.4 ping with record routeption.

The routeibsdi adds a different IP address to the list in each direction. It always adds the IP address
of the outgoing interface. We can also see that when the ICMP echo reply reaches the originating
system(svr4 ) it adds the IP address of the incoming interface to the list.

We can also watch this exchange of packets from thesbostrunningtcpdump with its-v option
(to see the IP options). Figure 7.5 shows the output.

svr4 > slip: icmp: echo request (ttl 32, id

35835,
1 0.0 optlen=40 RR{39}=RR(#0.0.0.0/0.0.0.0/0.0.0.0/
0.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0}
EOL)
slip > svr4: icmp: echo reply (ttl 254, id 1976,
5 0.267746 optlen=40 RR{39}= RR(140.252.13.66/140.252.13.65/
(0.2677) 140.252.13.35/#0.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0/
0.0.0.0/0.0.0.0} EOL)

Figure 7.5tcpdump output of record routeption.

The outpubptlen=40 indicates there are 40 bytes of option space in the IP header. (Recall that the
length of the IP header must be a multiple of 4 byRRR{39} means the record route option is

present, and its length field is 39. The list of nine IP addresses is then shown, with a pound sign (#)
indicating which IP address is pointed to by phefield in the RR option header. Since we are

watching these packets on the hast (sedFigure7.4 we only see the ICMP echo request with the
empty list, and the ICMP echo reply with three addresses in the list. We have deleted the remaining
lines in the tcpdump output, since they are nearly identical to what we show in Figure 7.5.

The notatiorEOL at the end of the record route information indicates the IP option "end of list" value
appeared. The EOL option has a value of 0. What's happening is that 39 bytes of RR data are in the 40
bytes of option space in the IP header. Since the option space is set to 0 before the datagram is sent,
this final byte of 0 that follows the 39 bytes of RR data is interpreted as an EOL. That is what we want
to have happen. If there are multiple options in the option field of the IP header, and pad bytes are
needed before the next option starts, the other special character NOP ("no operation”), with a value of
1, can be used.

In[Eigure7.5 SVR4 sets the TTL field of the echo request to 32, and BSD/386 sets it to 255. (It prints as 254 since the
router bsdi has already decremented it by one.) Newer systems are setting the TTL of ICMP messages to the maximum
(255).

It turns out that of the three TCP/IP implementations used by the author, both BSD/386 and SVR4 support the record route
option. That is, they correctly update the RR list when forwarding a datagram, and they correctly reflect the RR list from an
incoming ICMP echo request to the outgoing ICMP echo reply. SunOS 4.1.3, however, updates the RR list when
forwarding a datagram, but does not reflect the RR list. Solaris 2.x corregisothlism.
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Abnormal Output

The following example was seen by the author and provides a starting point for our description of the
ICMP redirect message[hapterd We ping the hosdix on the 140.252.1 subnet (accessible

through the dialup SLIP connection on the tsust) with the record route option. We get the

following output, when run on the hasip

slip% ping-R  aix

PING aix (140.252.1.92): 56 data bytes

64 bytes from 140.252.1.92: icmp_seq-0 ttI=-251 time-650 ms
RR: bsdi  (140.252.13.35)

sun (140.252.1.29)

netb (140.252.1.183)

aix (140.252.1.92)

gateway (140.252.1.4) why is this router used?
netb (140.252.1.183)

sun (140.252.13.33)

bsdi (140.252.13.66)

slip  (140.252.13.65)

64 bytes from aix: icmp_seq=l ttI=251 time=610 ms (same route)
64 bytes from aix: icmp_seq=2 ttI=251 time"600 ms (same route)

N

-- aix ping statistics -

4 packets transmitted, 3 packets received, 25% packet loss
round-trip min/avg/max = 600/620/650 ms

We could have run this example from the Husti . We chose to run it from slip to see all nine IP
addresses in the RR list used.

The puzzle in this output is why the outgoing datagram (the ICMP echo request) went directly from
netb toaix , but the return (the ICMP echo reply) went fraix , through the routegateway

before going tanetb . What we’re seeing here is a feature of IP routing that we describe below.
Figure 7.6 shows the path of the datagrams.

if bits —=11hs—"" Sbi
Gﬂa | mm:m | ldlll.brﬂtl:[}l | | Illnlul]IDI
- BG4 T 1
bl =13
Sobnetmeslc 111111131 11111111 11111111 1131 08 000=_0xrrrrreal
= 385 255355 O3

Figure 7.6 ping with record route, showing IP routifgature.

The problem is thatix does not know to send IP datagrams destined for the subnet 140.252.13 to

netb . Insteadaix has a default entry in its routing table that tells it to send all datagrams to the
routergateway if it doesn’t have a particular route for the destination. The rgatieway has

more routing knowledge than any of the hosts on the 140.252.1 subnet. (There are more than 150 hosts
on this Ethernet and instead of running a routing daemon on every one, each has a "default” entry that
points to the routegateway .)
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An unanswered question here is why doegateway send an ICMP redired€ection9.5) toaix to
update its routing table? For some reason (perhaps that the datagram generating the redirect is an
ICMP echo request message) the redirect is not generated. But if we use Telnet and connect to the
daytime server onix , the ICMP redirect is generated, and the routing tabbsonis updated. If we
then execut@ing with the record route option enabled, the route shows that the datagrams go from
netb toaix and back tmetb , without the extra hop to the routgateway . We'll look at these

ICMP redirects in more detail
7.41P Timestamp Option

The IP timestamp option is similar to the record route option. Figure 7.7 shows the format of the IP
timestamp option (compare wikigure7.3).

18 bits a——— 1] hifs—% S hila
ClasaB | net ID) = 140.252 | sbnet[ | host]D
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd
Figure 7.7 General format of timestamp option iniBader.
Thecodefield is0x44 for the timestamp option. The two fields andptr are the same as for the

record route option: the total length of the option (normally 36 or 40) and a pointer to the next
available entry (5,9, 13, etc.).

The next two fields are 4-bit values: OF is tverflowfield and FL is dlagsfield. The operation of
the timestamp option is driven by tfhiagsfield, as shown in Figure 7.8.

flags Description

0 | Record only timestamps. This is what we shofkigure7.4

Each router records its IP address and its timestamp. There is room for only four of thgse pairs
in the optiondist.

The sender initializes the options list with up to four pairs of IP addresses and a 0 timegstamp.
A router records its timestamp only if the next IP address in the list matchesites.

Figure 7.8 Meaning ofthe flagsvalue for timestampption.
If a router can’t add a timestamp because there’s no room left, it just incrememteri@vfield.

The preferred value for the timestamps is the number of milliseconds past midnight, UTC, similar to
the ICMP timestamp request and ref@gction6.4). If this format is not available to a router, it can
insert whatever time representation that it uses, but must then turn on the high-order bit of the
timestamp to indicate the nonstandard value.

Given the limitations that we encountered with the record route option, things get worse with the
timestamp option. If we record both IP addresses and timestarii@gg@f 1), we can store only four

of these pairs. Recording only timestamps is next to useless because we have no indication regarding
which timestamp corresponds to which router (unless we have a fixed topology that never changes). A
flagsof 3 is better, as we can then select which routers insert their timestamp. A more fundamental
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problem is that you probably have no control over how accurate the timestamp is at any given router.
This makes it fruitless to try to measure hop times between routers using this IP option. We'll see that
the traceroute prografChapter8) provides a better way of measuring hop times between routers.

7.5Summary

Theping program is the basic connectivity test between two systems running TCP/IP. It uses the
ICMP echo request and echo reply messages and does not use a transport layer (TCP or UDP). The
Ping server is normally part of the kernel's ICMP implementation.

We looked at the normaing output for a LAN, WAN, and SLIP links (dialup and hardwired), and
performed some serial line throughput calculations for a dedicated SLIPpitigk. also let us

examine and use the IP record route option. We used this IP option to see how default routes are often
used, and will return to this topicfthapterd We also looked at the IP timestamp option, but it is of
limited practical use.

Exercises
7.1 Draw a time line for the ping output for the SLIP lingSaction7.2

7.2 Calculate the RTT if the SLIP link betwebsdi andslip is set to 9600 bits/sec. Assume the
default of 56 bytes of data.

7.3The current BSIping program allows us to specify a pattern for the data portion of the ICMP
message. (The first 8 bytes of the data portion are not filled with the pattern, since the time at which
the packet is sent is stored here.) If we specify a pattéIxcof, recalculate the answer to the

previous exercisgHint: RereadSection2.4)

7.4 Does the use of compressed SLIP (CS|Sé&ction2.5) affect the ping times that we observed in
Section?.J:

7.5 ExamindFigure2.4 Do you expect any difference between a ping of the loopback address, versus
a ping of the host's Ethernet address?

98



Traceroute Program

8.1 Introduction

The Traceroute program, written by Van Jacobson, is a handy debugging tool that allows us to further
explore the TCP/IP protocols. Although there are no guarantees that two consecutive IP datagrams
from the same source to the same destination follow the same route, most of the time they do.
Traceroute lets us see the route that IP datagrams follow from one host to another. Traceroute also lets
us use the IP source route option.

The manual page states: "Implemented by Van Jacobson from a suggestion by Steve Deering.
Debugged by a cast of thousands with particularly cogent suggestions or fixes from C. Philip Wood,
Tim Seaver, and Ken Adelman."”

8.2 Traceroute Program Operation

In we described the IP record route option (RR). Why wasn't this used instead of

developing a new application? There are three reasons. First, historically not all routers have supported
the record route option, making it unusable on certain paths. (Traceroute doesn’t require any special or
optional features at any intermediate routers.)

Second, record route is normally a one-way option. The sender enables the option and the receiver has
to fetch all the values from the received IP header and somehow return them to the s@edénrn

[7.3we saw that most implementations of the Ping server (the ICMP echo reply function within the
kernel) reflect an incoming RR list, but this doubles the number of IP addresses recorded (the outgoing
path and the return path), which runs into the limit described in the next paragraph. (Traceroute
requires only a working UDP module at the destination-no special server application is required.)

The third and major reason is that the room allocated for options in the IP header isn’'t large enough
today to handle most routes. There is room for only nine IP addresses in the IP header options field. In
the old days of the ARPANET this was adequate, but it is far too small nowadays.

Traceroute uses ICMP and the TTL field in the IP header. The TTL field (time-to-live) is an 8-bit field
that the sender initializes to some value. The recommended initial value is specified in the Assigned
Numbers RFC and is currently 64. Older systems would often initialize it to 15 or 32. We saw in some
of the Ping examples [@hapter7|that ICMP echo replies are often sent with the TTL set to its
maximum value of 255.

Each router that handles the datagram is required to decrement the TTL by either one or the number of
seconds that the router holds onto the datagram. Since most routers hold a datagram for less than a
second, the TTL field has effectively become a hop counter, decremented by one by each router.

RFC 1009 [Braden and Postel 1987] required a router that held a datagram for more than 1 second to
decrement the TTL by the number of seconds. Few routers implemented this requirement. The new
Router Requirements RFC [Almquist 1993] makes this optional, allowing a router to treat the TTL as
just a hop count.

The purpose of the TTL field is to prevent datagrams from ending up in infinite loops, which can
occur during routing transients. For example, when a router crashes or when the connection between
two routers is lost, it can take the routing protocols some time (from seconds to a few minutes) to
detect the lost route and work around it. During this time period it is possible for the datagram to end
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up in routing loops. The TTL field puts an upper limit on these looping datagrams.

When a router gets an IP datagram whose TTL is either 0 or 1 it must not forward the datagram. (A
destination host that receives a datagram like this can deliver it to the application, since the datagram
does not have to be routed. Normally, however, no system should receive a datagram with a TTL of 0.)
Instead the router throws away the datagamahsends back to the originating host an ICMP "time
exceeded" message. The key to Traceroute is that the IP datagram containing this ICMP message has
the router’s IP address as the source address.

We can now guess the operation of Traceroute. It sends an IP datagram with a TTL of 1 to the
destination host. The first router to handle the datagram decrements the TTL, discards the datagram,
and sends back the ICMP time exceeded. This identifies the first router in the path. Traceroute then
sends a datagram with a TTL of 2, and we find the IP address of the second router. This continues until
the datagram reaches the destination host. But even though the arriving IP datagram has a TTL of 1,
the destination host won't throw it away and generate the ICMP time exceeded, since the datagram has
reached its final destination. How can we determine when we’ve reached the destination?

Traceroute sends UDP datagrams to the destination host, but it chooses the destination UDP port
number to be an unlikely value (larger than 30,000), making it improbable that an application at the
destination is using that port. This causes the destination host's UDP module to generate an ICMP
"port unreachable" error (Section 6.5) when the datagram arrives. All Traceroute needs to do is
differentiate between the received ICMP messages-time exceeded versus port unreachable-to know
when it's done.

The Traceroute program must be able to set the TTL field in the outgoing datagram. Not all
programming interfaces to TCP/IP support this, and not all implementations support the capability, but
most current systems do, and are able to run Traceroute. This programming interface normally requires
the user to have superuser privilege, meaning it may take special privilege to run it on your host.

8.3LAN Output

We're now ready to run traceroute and see the output. We'll use our simple internet (see the figure on
the inside front cover) going from svr4 to slip, through the router bsdi. The hardwired SLIP link
between bsdi and slip is 9600 bits/sec.

svrd  Y%traceroute slip

traceroute to slip (140.252.13.65), 30 hops max. 40 byte packets
1 bsdi (140.252.13.35) 20 ms 10 ms 10 ms
2 slip (140.252.13.65) 120 ms 120 ms 120 ms

The first unnumbered line of output gives the name and IP address of the destination and indicates that
traceroute won't increase the TTL beyond 30. The datagram size of 40 bytes allows for the 20-byte IP
header, the 8-byte UDP header, and 12 bytes of user data. (The 12 bytes of user data contain a
sequence number that is incremented each time a datagram is sent, a copy of the outgoing TTL, and
the time at which the datagram was sent.)

The next two lines in the output begin with the TTL, followed by the name of the host or router, and

its IP address. For each TTL value three datagrams are sent. For each returned ICMP message the
round-trip time is calculated and printed. If no response is received within 5 seconds for any of the
three datagrams, an asterisk is printed instead and the next datagram is sent. In this output the first
three datagrams had a TTL of 1 and the ICMP messages were returned in 20, 10, and 10 ms. The next

100



three datagrams were sent with a TTL of 2 and the ICMP messages were returned 120 ms later. Since
the TTL of 2 reached the final destination, the program then stopped.

The round-trip times are calculated by treceroute program on the sending host. They are the
total RTTs from theraceroute  program to that router. If we're interested in the per-hop time we
have to subtract the value printed for TNlfrom the value printed for TTN+1.

shows the tcpdump output for this run. As we might have guessed, the reason that the first
probe packet to bsdi had an RTT of 20 ms and the next two had an RTT of 10 ms was because of an
ARP exchange, tcpdump shows this is indeed the case.

The destination UDP port starts at 33435 and is incremented by one each time a datagram is sent. This
starting port number can be changed with a command-line option. The UDP datagram contains 12
bytes of user data, which we calculated earlier whereroute  output that it was sending 40-byte
datagrams.

Next,tcpdump prints the commerfttl 1] when the IP datagram has a TTL of 1. It prints a

message like this when the TTL is 0 or 1, to warn us that something looks funny in the datagram. Here
we expect to see the TTL of 1, but with some other application it could be a warning that the datagram
might not get to its final destination. We should never see a datagram passing by with a TTL of O,
unless the router that put it on the wire is broken.
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1 0.0 arp who-has bsdi tell svr4

0.000586 . AN
2 (0.00086) arp reply bsdi is-at 0:0:¢0:6f:2d:40
0.003067 - .
3 (0.0025) svr4.42804 > slip.33435; udp 12 [ttl 1]
0.004325 : . s - .
4 (0.0013) bsdi > svr4: icmp: time exceeded in-transit
0.069810 . _
5 (0.0655) svr4.42804 > slip.33436: udp 12 [ttl 1]
0.071149 . R - .
6 (0.0013) bsdi > svr4: icmp: time exceeded in-transit
0.085162 . .
7 (0.0140) svr4.42804 > slip.33437: udp 12 itl 1]
0.086375 : . s . .
8 (0.0012) bsdi > svr4: icmp: time exceeded in-transit
0.118608 , .
9 (0.0322) svr4.42804 > slip.33438: udp 12
10 0.226464 slip > svr4: icmp: slip udp port 33438
(0.1079) unreachable
0.287296 . .
11 (0.0608) svr4.42804 > slip.33439: udp 12
12 0.395230 slip > svr4: icmp: slip udp port 33439
(0.1079) unreachable
0.409504 . _
13 (0.0143) svr4.42804 > slip.33440: udp 12
14 0.517430 slip > svr4: icmp: slip udp port 33440
(0.1079) unreachable

Figure 8.1tcpdump output fortraceroute  example fronsvr4 toslip

The ICMP message "time exceeded in transit" is what we expect to see from thbsdutesince it
will decrement the TTL to 0. The ICMP message comes from the router even though the IP datagram
that was thrown away was goingsip

There are two different ICMP "time exceeded" messfigigsire6.3, each with a differentodefield
in the ICMP message. Figure 8.2 shows the format of this ICMP error message.

102



18 ket —— 1l bhls—" GHbil

Clacs B net ID = 140,252 u-ubmtml L .h“.“,m.
- BG4 T 1
ibis =13
Sobnetmmalc 111111121 11111111 11111111 1131 08600 0=0xrrrrrean

w285 255255 Xl

Figure 8.2ICMP time exceederthessage.
The one we've been describing is generated when the TTL reaches 0, and is specifiedenf @.

It's also possible for a host to send an ICMP "time exceeded during reassembly” when it times out
during the reassembly of a fragmented datagram. (We talk about fragmentation and reassembly in
Section11.8) This error is specified by@deof 1.

Lines 9-14 ifFigure8.] correspond to the three datagrams sent with a TTL of 2. These reach the final
destination and generate an ICMP port unreachable message.

It is worthwhile to calculate what the round-trip times should be for the SLIP link, similar to what we
did in Section 7.2 when we set the link to 1200 bits/sec for the Ping example. The outgoing UDP
datagram contains 12 bytes of data, 8 bytes of UDP header, 20 bytes of IP header, and 2 bytes (at
least) of SLIP framing (Section 2.4) for a total of 42 bytes. Unlike Ping, however, the size of the return
datagrams changes. Recall freigure6.9that the returned ICMP message contains the IP header of

the datagram that caused the error and the first 8 bytes of data that followed that IP header (which is a
UDP header in the case of traceroute). This gives us a total of 20+8+20+8+2, or 58 bytes. With a data
rate of 960 bytes/sec the expected RTT is (42 + 58/960) or 104 ms. This corresponds to the [I0-ms
value measured on svr4.

The source port number[igure8.1 (42804) seems higlraceroute  sets the source port number

of the UDP datagrams that it sends to the logical-OR of its Unix process ID with 32768. In case
traceroute is being run multiple times on the same host, each process looks at the source port
number in the UDP header that's returned by ICMP, and only handles those messages that are replies
to probes that it sent.

There are several points to note witliceroute . First, there is ho guarantee that the route today
will be in use tomorrow, or even that two consecutive IP datagrams follow the same route. If a route
changes while the program is running you'll see it occur bed¢earssroute  prints the new IP

address for the given TTL if it changes.

Second, there is no guarantee that the path taken by the returned ICMP message retraces the path of
the UDP datagram sent Iyaceroute . This implies that the round-trip times printed may not be a

true indication of the outgoing and returning datagram times. (If it takes 1 second for the UDP

datagram to travel from the source to a router, but 3 seconds for the ICMP message to travel a different
path back to the source, the printed round-trip time is 4 seconds.)

Third, the source IP address in the returned ICMP message is the IP address of the interface on the
router on which the UDP datagranrived. This differs from the IP record route option (Section 7.3),
where the IP address recorded was the outgoing interface’s address. Since every router by definition
has two or more interfaces, runnimmgceroute  from host A to host B can generate different output
than from host B to host A. Indeed, if we twaceroute  from hostslip tosvrd the output

becomes:
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slip  %traceroute svr4

traceroute to svr4 (140.252.13.34), 30 hops max, 40 byte packets
1 bsdi (140.252.13.66) 110 ms 110 ms 110 ms
2 svr4 (140.252.13.34) 110 ms 120 ms 110 ms

This time the IP address printed for host bsdi is 140.252.13.66, the SLIP interface, while previously it
was 140.252.13.35, the Ethernet interface. Siras®eroute also tries to print the name associated
with an IP address, the names can change. (In our example both interfsds drave the same

name.)

Consider Figure 8.3. It shows two local area networks with a router connected to each LAN. The two
routers are connected with a point-to-point link. If we traiceroute  from a host on the left LAN

to a host on the right LAN, the IP addresses found for the routers \ifill Brdif3. But going the

other way will print the IP addressi# andif2. The two interfaced2 andif3 share the same network

ID, while the other two interfaces have different network IDs.

i bitm w———=lhils—* Hbilm
ClamB | net D) = 140,252 | mbnetl | hostD
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd

Figure 8.3 Identification of interfaces printed kisaceroute.

Finally, across wide area networks theceroute  output is much easier to comprehend if the IP
addresses are printed as readable domain names, instead of as IP addresses. But since the only piece of
informationtraceroute has when it receives the ICMP message is an IP address, it does a "reverse
name lookup" to find the name, given the IP address. This requires the administrator responsible for

that router or host to configure their reverse name lookup function correctly (which isn’t always the

case). We describe how an IP address is converted to a name using the DNS in Section 14.5.

8.4 WAN Output

The output shown earlier for our small internet is adequate for examining the protocols in action, but
more a realistic use of traceroute involves larger internets such as the worldwide Internet. Figure 8.4 is
from the host sun to the Network Information Center, the NIC.

sun %traceroute nic.ddn.mil
traceroute to nic.ddn.mil (192.112.36.5), 30 hops max, 40 byte
packets

1 netb.tuc.noao.edu (140.252.1.183) 218 ms 227 msd33
2 gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 204 ms

3 butch.telcom.arizona.edu (140.252.104.2) 204 ms 228 ms 234 ms
4 Gabby.Telcom.Arizona.EDU (128.196.128.1) 234 ms 228 ms 204 ms
5 NSlgate.Telcom.Arizona.EDU (192.80.43.3) 233 ms 228 ms 234 ms
6 JPLI.NSN.NASA.GOV (128.161.88.2) 234 ms 590 ms 262 ms
7 JPL3.NSN.NASA.GOV (192.100.15.3) 238 ms 223 ms 234 ms

8 GSFC3.NSN.NASA.GOV (128.161.3.33) 293 ms 318 ms 324 ms
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9 GSFC8.NSN.NASA.GOV (192.100.13.8) 294 ms 318 ms 294 ms

10 SURA2.NSN.NASA.GOV (128.161.166.2) 323 ms 319 ms 294 ms
11 nsn-FIX-pe.sura.net (192.80.214.253) 294 ms 318 ms 294 ms
12 GSI.NSN.NASA.GOV (128.161.252.2) 293 ms 318 ms 324 ms

13 NIC.DDN.MIL (192.112.36.5) 324 ms 321 ms 324 ms

Figure 8.4traceroute  from host sun taic.ddn.mil.

Since running this example for inclusion in the text, the NIC for non-DDN sites (i.e., nonmilitary) has
moved fromnic.ddn.mil tors.internic.net , the new "InterNIC."

Once the datagrams leave the.noao.edu  network they enter thielcom.arizona.edu

network. They then enter the NASA Science Internet, nsn.nasa.gov. The routers for TTLs 6 and 7 are
at the Jet Propulsion Laboratory (JPL). The network sura. net in the output for TTL Il is the
Southeastern Universities Research Association Network. The name GSl at TTL 12 is Government
Systems, Inc., the operator of the NIC.

The second RTT for the TTL of 6 (590) is almost double the other two RTTs (234 and 262). This
illustrates the dynamics of IP routing. Something happened somewhere between the sending host and
this router that slowed down this datagram. Also, we can'’t tell if it was the outbound datagram that got
held up or the return ICMP error.

The RTT for the first probe with a TTL of 3 (204) is less than the RTT for the first probe with a TTL
of 2 (233). Since each printed RTT is the total time from the sending host to that router, this can (and
does) happen. The example in Figure 8.5 is from the host sun to the author’s publisher.

sun %traceroute aw.com
traceroute to aw.com (192.207.117.2), 30 hops max, 40 byte packets

1 netb.tuc.noao.edu (140.252.1.183) 227 ms 227 ms 234 ms

2 gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 234 ms

3 butch.telcom.arizona.edu (140.252.104.2) 233 ms 229 ms 234 ms

4 Gabby.Telcom.Arizona. EDU (128.196.128.1) 264 ms 228 ms 234 ms
5 Westgate.Telcom.Arizona. EDO (192.80.43.2) 234 ms 228 ms 234 ms
6 uu-ua.AZ.westnet.net (192.31.39.233) 263 ms 258 ms 264 ms

7 enssl42.UT.westnet.net (192.31.39.21) 263 ms 258 ms 264 ms

8 t3-2.Denver-cnss97.t3.ans.net (140.222.97.3) 293 ms 288 ms 275 ms
9 t3-3.Denver-cnss96.t3.ans.net (140.222.96.4) 283 ms 263 ms 261 ms
10 t3-1.St-Louis-cnss80.t3.ans.net (140.222.80.2) 282 ms 288 ms 294

ms

11 t3-1.Chicago-cnss24.t3.ans.net (140.222.24.2) 293 ms 288 ms 294

ms

12 t3-2.Cleveland-cnss40.t3.ans.net (140.222.40.3) 294 ms 288 ms 294

ms

13 t3-1.New-York-cnss32.t3.ans.net (140.222.32.2) 323 ms 318 ms 324

ms

14 t3-1.Washington-DC-cnss56.t3.ans.net (140.222.56.2) 323 ms 318 ms

324 ms

15 t3-0.Washington-DC-cnss58.t3.ans.net (140.222.58.1) 324 ms 318 ms

324 ms

16 t3-0.enssl36.t3.ans.net (140.222.136.1) 323 ms 318 ms 324 ms
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17 Washington.DC.ALTER.NET (192.41.177.248) 323 ms 377 ms 324 ms

18 Boston.MA.ALTER.NET (137.39.12.2) 324 ms 347 ms 324 ms
19 AW-gw.ALTER.NET (137.39.62.2) 353 ms 378 ms 354 ms
20 aw.com (192.207.117.2) 354 ms 349 ms 354 ms

Figure 8.5traceroute  from hostsun.tuc.noao.edu toaw.com.

This time the datagrams enter the regional netwastnet.net  (TTLs 6 and 7) after leaving the
telcom.arizona.edu network. They then enter the NSFNET backbdBens.net , which is

run by Advanced Network & Services. (T3 is the common abbreviation for the 45 Mbits/sec phone
lines used by the backbone.) The final networktisr.net , the connection point to the Internet

for aw.corn .

8.51P Source RoutingOption

Normally IP routing is dynamic with each router making a decision about which next-hop router to
send the datagram to. Applications have no control of this, and are normally not concerned with it. It
takes tools such as Traceroute to figure out what the route really is.

The idea behind source routing is that the sender specifies the route. Two forms are provided:

® Strict source routing. The sender specifiesdkactpath that the IP datagram must follow. If a
router encounters a next hop in the source route that isn’t on a directly connected network, an
ICMP "source route failed" error is returned.

® | oosesource routing. The sender specifies a list of IP address that the datagram must traverse, but
the datagram can also pass through other routers between any two addresdiss. in the

Traceroute provides a way to look at source routing, as we can specify an option allowing us to force a
source route, and see what happens.

Some of the publicly available Traceroute source code packages contain patches to specify loose
source routing. But the standard versions normally don’t include this option. A comment in the patches
is that "Van Jacobson’s original traceroute (spring 1988) supported this feature, but he removed it due
to pressure from people with broken gateways." For the examples shown in this section, the author
installed these patches and modified them to allow both loose and strict source routing.

Figure 8.6 shows the format of the source route option.

18 bits a——— 1] hifs—% S hila
ClasaB | net ID) = 140.252 | sbnet[ | host]D
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd

Figure 8.6 General format of the source route option in thedRder.

This format is nearly identical to the format of the record route option that we shdfedia7.3

But with source routing we have to fill in the list of IP addresses before sending the IP datagram, while
with the record route option we allocate room and zero out the list of IP addresses, letting the routers
fill in the next entry in the list. Also, with source routing we only allocate room for and initialize the
number of IP addresses required, normally fewer than nine. With the record route option we allocated
as much room as we could, for up to nine addresses.
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Thecodeis 0x83 for loose source routing, afet89 for strict source routing. THen andptr fields

are identical to what we describedSaction7.3

The source route options are actually called "source and record route" (LSRR and SSRR, for loose and
strict) since the list of IP addresses is updated as the datagram passes along the path. What happens is
as follows:

e The sending host takes the source route list from the application, removes the first entry (it
becomes the destination address of the datagram), moves all the remaining entries left by one
entry (where left is as [Rigure8.69), and places the original destination address as the final entry
in the list. The pointer still points to the first entry in the list (e.g., the value of the pointer is 4).

e Each router that handles the datagram checks whether it is the destination address of the
datagram. If not, the datagram is forwarded as normal. (In this case loose source routing must
have been specified, or we wouldn’t have received the datagram.)

e |[f the router is the destination, and the pointer is not greater than the length, then (1) the next
address in the list (whepdr points) becomes the destination address of the datagram, (2) the IP
address corresponding to the outgoing interface replaces the source address just used, and (3) the
pointer is incremented by

This is best explained with an example. In Figure 8.7 we assume that the sending application on host S
sends a datagram [ specifying a source route BfL,R2, andR3.

18 bits a——— 1] hifs—% S hila
ClasaB | net ID) = 140.252 | sbnet[ | host]D
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd
Figure 8.7 Example of IP sourceouting.

In this figure the pound sign (#) denotes the pointer field, which assumes the values of 4, 8, 12, and 16.
The length field will always be 15 (three IP addresses plus 3 bytes of overhead). Notice how the
destination address of the IP datagram changes on every hop.

When an application receives data that was source routed, it should fetch the value of the received
route and supply a reversed route for sending replies.

The Host Requirements RFC specifies that a TCP client must be able to specify a source route, and
that a TCP server must be able to receive a source route, and use the reverse route for all segments on
that TCP connection. If the TCP server later receives a different source route, that newer source route
overrides the earlier one.

traceroute ~ Examples with Loose Sourc&outing

The-g option totraceroute  lets us specify intermediate routers to be used with loose source
routing. This option can be specified up to eight times. (The reason this is eight and not nine is that the
programming interface being used requires that the final entry be the destination.)

Recall fronfFigure8.4that the route to thiIC,nic.ddn.mil  , was through the NASA Science
Internet. In Figure 8.8 we force the datagrams to pass through the NSFNET instead by specifying the
routerenssl42.UT.westnet.net (192.31.39.21) as an intermediate router:
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sun % traceroute -g 192.31.39.21 nic.ddn.mil
traceroute to nic.ddn.mil (192.112.36.5), 30 hops max, 40 byte
packets

1 netb.tuc.noao.edu (140.252.1.183) 259 ms 256 ms 235 ms
2 butch.telcom.arizona.edu (140.252.104.2) 234 ms 228 ms 234 ms
3 Gabby.Telcom.Arizona.EDU (128.196.128.1) 234 ms 257 ms 233 ms

4 enssl42.UT.westnet.net (192.31.39.21) 294 ms 288 ms 295 ms

5 t3-2.Denver-cnss97.t3.ans.net (140.222.97.3) 294 ms 286 ms 293 ms
6 t3-3.Denver-cnss96.t3.ans.net (140.222.96.4) 293 ms 288 ms 294 ms
7 13-1.St-Louis-cnss80.t3.ans.net (140.222.80.2) 294 ms 318 ms 294

ms

8 * t3-1.Chicago-cnss24.t3.ans.net (140.222.24.2) 318 ms 295 ms

9 t3-2.Cleveland-cnss40.t3.ans.net (140.222.40.3) 319 ms 318 ms 324

ms

10 t3-1.New-York-cnss32.t3.ans.net (140.222.32.2) 324 ms 318 ms 324

ms

11 t3-1.Washington-DC-cnss56.t3.ans.net (140.222.56.2) 353 ms 348 ms

325 ms

12 t3-0.Washington-DC-cnss58.t3.ans.net (140.222.58.1) 348 ms 347 ms

325 ms

13 13-0. enssl45.t3.ans. net (140.222.145.1) 353 ms 348 ms 325 ms
14 nsn-FIX-pe.sura.net (192.80.214.253) 353 ms 348 ms 325 ms
15 GSI.NSN.NASA.GOV (128.161.252.2) 353 ms 348 ms 354 ms

16 NIC.DDN.MIL (192.112.36.5) 354 ms 347 ms 354 ms

Figure 8.8traceroute  tonic.ddn.mil with a loose source route through M8SFNET.

This time there appear to be 16 hops with an average RTT of around 350 ms, while the normal route
shown irfFigure8.4 had only 13 hops and an average RTT of around 322 ms. The default route
appears better. (There are also other decisions made when routes are established. Some are made on
the basis of the organizational and political boundaries of the networks involved.)

But we said therappear tobe 16 hops, because a comparison of this output with our previous
example through the NSFNEfFigure8.5 shows three missing routers in this example using loose
source routing. (These are probably caused by bugs in the router’s generation of ICMP time exceeded

errors in response to source routed datagrams.) The gaiésvay.tuc.noao.edu is missing
between netb anoutch , and the routeré/estgate. Telcom.Arizona.edu and
uu-ua.AZ.westnet.net are also missing between Gabby and enssl42.UT.westnet.net. There is

probably a software problem in these missing routers related to incoming datagrams with the loose
source routing option. There are really 19 hops between the source and the NIC, when using the
NSFNET. Exercise 8.5 continues the discussion of these missing routers.

This example also illustrates another problem. On the command line we have to specify the
dotted-decimal IP address of the rowassl42.UT.westnet.net instead of its name. This is
because the reverse name lookup (return the name, given the IP §8letdesl4.5), associates the

name with the IP address, but the forward lookup (given the name, return the IP address) fails. The
forward mapping and reverse mapping are two separate files in the DNS (Domain Name System) and
not all administrators keep the two synchronized with each other. It's not uncommon to have one
direction work and the other direction fail.
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Something that we haven’t seen before is the asterisk (*) printed for the first RTT for the TTL of 8.
This indicates that a timeout occurred and no response was received within 5 seconds for this probe.

Another point that we can infer from a comparison of this figurdRaare8.4 is that the router
nsn-FIX-pe.sura.net is connected to both the NSFNET and the NASA Science Internet.

traceroute Examples with Strict SourceRouting

The-G option in the author’s version thceroute is identical to theg option described earlier,

but the source route is strict instead of loose. We can use this to see what happens when an invalid
strict source route is specified. Recall ffeigure8.§that the normal sequence of routers for

datagrams from the author’s subnet to the NSFNET is through netb, gateway, butch, and gabby.
(We've omitted the domain suffixes, .tuc.noao.edu and .telcom.arizona.edu, in all the output below to
make it easier to read.) We specify a strict source route that omits butch, trying to go directly from
gateway to gabby. We expect this to fail, as shown in Figure 8.9.

sun %traceroute -G netb -G gateway -G gabby westgate

traceroute to westgate (192.80.43.2), 30 hops max. 40 byte packets
1 netb (140.252.1.183) 272 ms 257 ms 261 ms

2 gateway (140.252.1.4) 263 ms 259 ms 234 ms

3 gateway (140.252.1.4) 263 ms IS * 235 ms IS

Figure 8.9traceroute  with a strict source route thiatils.

The key here is the notation ! s following the RTTs for the TTL of 3. This indicates that

traceroute received an ICMP "source route failed" error messaggenf 3 and aodeof 5 from

The asterisk for the second RTT for the TTL of 3 indicates no response was received for
that probe. This is what we expect, since it's impossiblgdteway to send the datagram directly to
gabby , because they're not directly connected.

The reason that both TTLs 2 and 3 are figateway is that the values for the TTL of 2 are from
gateway when it receives the datagram with an incoming TTL of 1. It discovers that the TTL has
expired before it looks at the (invalid) strict source route, and sends back the ICMP time exceeded.
The line with a TTL of 3 is received lgateway with an incoming TTL of 2, so it looks at the strict
source route, discovers that it's invalid, and sends back the ICMP source route failed error.

Figure 8.10 shows thepdump output corresponding to this example. This output was collected on
the SLIP link betweesun andnetb . We had to specify thes option fortcpdump to display the
source route information. This produces other output that we don’'t need, such as the datagram ID,
which we've deleted. Also, the notation SSRR stands for "strict source and record route."

sun.33593 > neth.33435: udp 12 [ttl 1]

1 0.0 (optlen=16 SSRR{#gateway gabby westgate}
EOL)
0.270278 . e - :
2 (0.2703) netb > sun: icmp: time exceeded in-transit
0284784 sun.33593 > neth.33436: udp 12 [ttl 1]
3 ((') 0145) (optlen=16 SSRR{#gateway gabby westgate}

EOL)
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10

11

12

13

14

15

16

17

0.540338
(0.2556)

0.550062
(0.0097)

0.810310
(0.2602)

0.818030
(0.0077)

1.080337
(0.2623)

1.092564
(0.0122)

1.350322
(0.2578)

1.357382
(0.0071)

1.590586
(0.2332)

1.598926
(0.0083)

1.860341
(0.2614)

1.875230
(0.0149)

6.876579
(5.0013)

7.110518
(0.2339)

netb > sun: icmp: time exceeded in-transit

sun.33593 > neth.33437: udp 12 [ttl 1]
(optlen=16 SSRR(#gateway gabby westgate}
EOL)

netb > sun: icmp: time exceeded in-transit

sun.33593 > netb.33438: udp 12 (itl 2,
optlen=16 SSRR(#gateway gabby westgate}
EOL)

gateway > sun: icmp: time exceeded
in-transit

sun.33593 > neth.33439: udp 12 (itl 2,
optlen=16 SSRR{#gateway gabby westgate}
EOL)

gateway > sun: icmp: time exceeded
in-transit

sun.33593 > netb.33440: udp 12 (itl 2,
optlen=16 SSRR(#gateway gabby westgate}
EOL)

gateway > sun: icmp: time exceeded
in-transit

sun.33593 > neth.33441: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate}
EOL)

gateway > sun:
icmp: gateway unreachable - source route
failed

sun.33593 > netb.33442: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate}
EOL)

sun.33593 > neth.33443: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate}
EOL)

gateway > sun:
icmp: gateway unreachable - source route
failed

Figure 8.10tcpdump output oftraceroute  with failed strict sourceoute.
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First note that each UDP datagram sensiny has a destination of netb, not the destination host
(westgate ). We described this with the example showfkigure8.7 Similarly, the other two
routers specified with thé& option(gateway andgabby ) and the final destinatiofwestgate )
become the SSRR option list on the first hop.

We can also see from this output that the timeout uséchogroute (the time difference between
lines 15 and 16) is 5 seconds.

traceroute Round Trips with Loose SourceRouting

Earlier we said that there is no guarantee that the route from A to Bis the same as the route from B to
A. Other than having a login on both systems and runnimgroute  on each end, it's hard to find

out if there is a difference in the two paths. Using loose source routing, however, we can determine the
route in both directions.

The trick is to specify loose source routing with the destination as the loose route, and the sending host
as the final destination. For example, on the bost we can find the paths to and from the host
bruno.cs.colorado.edu (Figure 8.11) .

sun % traceroute -g bruno.cs.colorado.edu sun

traceroute to sun (140.252.13.33), 30 hops max, 40 byte packets
1 netb.tuc.noao.edu (140.252.1.183) 230 ms 227 ms 233 ms

2 gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 234 ms

3 butch.telcom.arizona.edu (140.252.104.2) 234 ms 229 ms 234 ms

4 Gabby.Telcom.Arizona.EDU (128.196.128.1) 233 ms 231 ms 234 ms

5 NSlgate.Telcom.Arizona.EDU (192.80.43.3) 294 ms 258 ms 234 ms

6 JPLI.NSN.NASA.GOV (128.161.88.2) 264 ms 258 ms 264 ms

7 JPL2.NSN.NASA.GOV (192.100.15.2) 264 ms 258 ms 264 ms

8 NCAR.NSN.NASA.GOV (128.161.97.2) 324 ms * 295 ms

9 cu-gw.ucar.edu (192.43.244.4) 294 ms 318 ms 294 ms

10 engr-gw.Colorado.EDU (128.138.1.3) 294 ms 288 ms 294 ms

11 bruno.cs.Colorado.edu (128.138.243.151) 293 ms 317 ms 294 ms

12 engr-gw-ot.cs.Colorado.edu (128.138.204.1) 323 ms 317 ms 384 ms
13 cu-gw.Colorado.EDU (128.138.1.1) 294 ms 318 ms 294 ms

14 enss.ucar.edu (192.43.244.10) 323 ms 318 ms 294 ms

15 t3-1.Denver-cnss97.t3.ans.net (140.222.97.2) 294 ms 288 ms 384 ms
16 t3-0.enssl42.t3.ans.net (140.222.142.1) 293 ms 288 ms 294 ms

17 Gabby.Telcom.Arizona.EDU (192.80.43.1) 294 ms 288 ms 294 ms

18 Butch.Telcom.Arizona.EDU (128.196.128.88) 293 ms 317 ms 294 ms
19 gateway.tuc.noao.edu (140.252.104.1) 294 ms 289 ms 294 ms

20 netb.tuc.noao.edu (140.252.1.183) 324 ms 321 ms 294 ms

21 sun.tuc.noao.edu (140.252.13.33) 534 ms 529 ms 564 ms

Figure 8.11traceroute  example showing unsymmetrical routipgth.

The outbound path (TTLs 1-11) differs from the return path (TTLs 11-21), a good illustration that
Internet routing need not be symmetrical.
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This output also illustrates the point we discussed[wihre8.3 Compare the output for TTLs 2 and

19: both are for the routgateway.tuc.noao.edu , but the two IP addresses are different. Since
traceroute identifies the incoming interface, and since we’re passing through the router in two
different directions, once on the outbound path (TTL 2) and then on the return path (TTL 19), we

expect this. We see the same effect comparing TTLs 3 and 18, and TTLs 4 and 17.

8.6 Summary

Traceroute is an indispensable tool when working with a TCP/IP network. Its operation is simple: send

UDP datagrams starting with a TTL of 1, increasing the TTL by 1, to locate each router in the path. An

ICMP time exceeded is returned by each router when it discards the UDP datagram, and an ICMP port
unreachable is generated by the final destination.

We ran examples d@faceroute  on both LANs and WANS, and used it to examine IP source
routing. We used loose source routing to see if the route to a destination is the same as the return route
from that destination.

Exercises

8.1What can happen if an IP implementation decrements the incoming TTL and then tests for equal to
0?

8.2How doedraceroute  calculate the RTT? Compare this to the RTT calculation done by ping.

8.3 (This exercise and the next one are based on actual problems determinéihedrente  was

being developed, and are from comments irtrdaegeroute source code.) Assume there are three
routers (RI, R2, and R3) between the source and destination and that the middle router (R2)
decrements the TTL but incorrectly forwards the IP datagram when the incoming TTL was 1. Describe
what happens. How can you see this occur when runrsingroute  ?

8.4 Again assume there are three routers between the source and destination. This time the destination
host has a bug whereby it always uses the incoming TTL as the outgoing TTL of an ICMP message.
Describe what happens and how you would see this.

8.5We can ruricpdump on the SLIP link betweesun andnetb when running the example from

If we specify thev option we can see the TTL value of the returned ICMP messages.
Doing this shows the incoming TTL from netb to be 255, from butch it's 253, from Gabby it's 252,
and fromenssl42.UT.westnet.net it's 249. Does this give any additional information about
whether there really are some missing routers?

8.6 Both SunOS and SVR4 provide a version of ping with aption that provides a loose source
route. The manual pages state that it's intended to be used witk ttion (which specifies the
record route option). If you have access to either of these systems, try these two options together.
What's happening? If you can watch the datagrams with tcpdump, describe what’s going on.

8.7 Compare the waysing andtraceroute  handle multiple instances of the client on the same
host.

8.8 Compare the waysing andtraceroute  measure the round-trip time.
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8.9 We saidraceroute picks the starting UDP destination port number at 33435 and increments
this by one for each packet sentfSectionl.9we said ephemeral port numbers are normally between
1024 and 5000, making it unlikely that Traceroute’s destination port is in use on the destination host.

Is this still true under Solaris 2.2Rlint: ReadSectionE.4)

8.10Read RFC 1393 [Malkin 1993b] for a proposed alternative way of determining the path to a
destination. What are its advantages disddvantages?
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| P Routing

9.1 Introduction

Routing is one of the most important functions offure9.1] shows a simplified view of the

processing done at the IP layer. Datagrams to be routed can be generated either on the local host or on
some other host. In the latter case this host must be configured to act as a router, or datagrams received
through the network interfaces that are not ours are dropped (i.e., silently discarded).

In we also show a routing daemon, which is normally a user process. The most common
daemons used on Unix systems are the programs routeghtetd . (The termdaemormeans the

process is running "in the background," carrying out operations on behalf of the whole system.
Daemons are normally started when the system is bootstrapped and run as long as the system is up.)
The topics of which routing protocol to use on a given host, how to exchange routing information with
adjacent routers, and how the routing protocols work are complex and can fill an entire book of their
own. (Interested readers are referred to [Periman 1992] for many of the details.) We'll look briefly at
dynamic routing and the Routing Information Protocol (RIfGhapterld Our main interest in the

current chapter is how a single IP layer makes its routing decisions.

The routing table that we showffilgure9.]jis accessed frequently by IP (on a busy host this could

mean hundreds of times a second) but is updated much less frequently by a routing daemon (possibly
about once every 30 seconds). The routing table can also be updated when ICMP "redirect" messages
are received, something we'll look a{$ection9.5 and by the route command. This command is

often executed when the system is bootstrapped, to install some initial routes. We'll also use the
netstat command in this chapter to display the routing table.

i bitm w———=lhils—* Hbilm
ClasaB | net ID) = 140,252 | sbnet[@ | hostID
- e TBE S+ T 1
bl =13
Sabmetmmalc 111111121 111311111 11111111 111 08088 0=0xtrrrrea0

= 285 255255 IR
Figure 9.1 Processing done at the IEer.
9.2 Routing Principles

The place to start our discussion of IP routing is to understand what is maintained by the kernel in its
routing table. The information contained in the routing table drives all the routing decisions made by
IP.

In we listed the steps that IP performs when it searches its routing table.

1. Search for a matching host address.

2. Search for a matching network address.

3. Search for a default entry. (The default entry is normally specified in the routing table as a
network entry, with a network ID df.)

A matching host address is always used before a matching network address.
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The routing done by IP, when it searches the routing table and decides which interface to send a packet
out, is arouting mechanismThis differs from aouting policy, which is a set of rules that decides

which routes go into the routing table. IP performs the routing mechanism while a routing daemon
normally provides the routing policy.

Simple Routing Table

Let's start by looking at some typical host routing tables. On the host svr4 we exeawdtstae

command with ther option to list the routing table and the option, which prints IP addresses in
numeric format, rather than as names. (We do this because some of the entries in the routing table are
for networks, not hosts. Without the option, thenetstat command searches the file

letc/networks for the network hames. This confuses the discussion by adding another set of
names-network names in addition to hostnames.)

svr4 % netstat
-rn

Routing tables

Destination Gateway Flags Refcnt Use Interface
140.252.13.65 140.252.13.35 UGH 0 0 emdO
127.0.0.1 127.0.0.1 UH 1 0 00
default 140.252.13.33 UG 0 0 emdO
140.252.13.32 140.252.13.34 U 4 25043 emdO

The first line says for destination 140.252.13.65 (kbgt ) the gateway (router) to send the packet to
is 140.252.13.3%bsdi ). This is what we expect, since the helgi  is connected tbsdi with a

SLIP link, andbsdi is on the same Ethernet as this host. There are five different flags that can be
printed for a given route.

U The route isup.

G The route is to a gateway (router). If this flag is not set, the destination is directly connected.

H The route is to a host, that is, the destination is a complete host address. If this flag is not set, the
route is to a network, and the destination is a network address: a net ID, or a combination of a net ID
and a subnet ID.

D The route was created by a redir&ection9.5).

M The route was modified by a redirgBection9.5).

TheGflag is important because it differentiates betweeimdinect route and adirectroute.(TheG

flag is not set for a direct route.) The difference is that a packet going out a direct route has both the IP
address and the link-layer address specifying the destirfgure3.3). When a packet is sent out an
indirect route, the IP address specifies the final destination but the link-layer address specifies the
gateway (that is, the next-hop router). We saw an example of In this routing table

example we have an indirect route (h#lag is set) so the IP address of a packet using this route is the
final destination (140.252.13.65), but the link-layer address must correspond to the router
140.252.13.35.

It's important to understand the difference betweer@aadH flags. TheGflag differentiates

between a direct and an indirect route, as described abovel flHtg however, specifies that the
destination address (the first colummetstat  output) is a complete host address. The absence of
theHflag means the destination address is a network address (the host ID portion will be 0). When the
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routing table is searched for a route to a destination IP address, a host address entry must match the
destination address completely, while a network address only needs to match the network ID and any
subnet ID of the destination address. Also, some versions pétsat command print all the host
entries first, followed by the network entries.

The reference count column gives the number of active uses for each route. A connection-oriented
protocol such as TCP holds on to a route while the connection is established. If we established a Telnet
connection between the two hostg4 andslip , we would see the reference count go to 1. With

another Telnet connection the reference count would go to 2, and so on.

The next column ("use") displays the number of packets sent through that route. If we are the only
users of the route and we run fhing program to send 5 packets, the count goes up by 5. The final
column, the interface, is the name of the local interface.

The second line of output is for the loopback interff8eztion2.7), always nametb0 . TheGflag is

not set, since the route is not to a gateway.Hfiag indicates that the destination address (127.0.0.1)
is a host address, and not a network address. Whé&figtld is not set, indicating a direct route, the
gateway column gives the IP address of the outgoing interface.

The third line of output is for the default route. Every host can have one or more default routes. This
entry says to send packets to the router 140.252.1{8u83 if a more specific route can’t be found.

This means the current hdsir4 ) can access other systems across the Internet through the router
sun (and its SLIP link), using this single routing table entry. Being able to establish a default route is
a powerful concept. The flags for this ro(itd3 indicate that it's a route to a gateway, as we expect.

Here we purposely call sun a router and not a host because when it's used as a default router, its IP
forwarding function is being used, not its host functionality.

The Host Requirements RFC specifically states that the IP layer must support multiple default routes.
Many implementations, however, don’t support this. When multiple default routes exist, a common
technique is to round robin among them. This is what Solaris 2.2 doegafople.

The final line of output is for the attached Ethernet. Hililag is not set, indicating that the destination
address (140.252.13.32) is a network address with the host portion set to 0. Indeed, the low-order 5
bits are Q[Figure3.173). Since this is a direct route (ttlag is not set) the gateway column specifies
the IP address of the outgoing interface.

Implied in this final entry, but not shown by thetstat  output, is the mask associated with this
destination address (140.252.13.32). If this destination is being compared against the IP address
140.252.13.33, the address is first logically ANDed with the mask associated with the destination (the
subnet mask of the interfadxffffffe0 , from[Section3.7) before the comparison. For a network
route to a directly connected network, the routing table mask defaults to the subnet mask of the
interface. But in general the routing table mask can assume any 32-bit value. A value other than the
default can be specified as an option to the route command.

The complexity of a host’s routing table depends on the topology of the networks to which the host
has access.

1. The simplest (but least interesting) case is a host that is not connected to any networks at all. The
TCP/IP protocols can still be used on the host, but only to communicate with itself! The routing
table in this case consists of a single entry for the loopback interface.

2. Next is a host connected to a single LAN, only able to access hosts on that LAN. The routing
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table consists of two entries: one for the loopback interface and one for the LAN (such as an
Ethernet).

3. The next step occurs when other networks (such as the Internet) are reachable through a single
router. This is normally handled with a default entry pointing to that router.

4. The final step is when other host-specific or network-specific routes are added. In our example
the route to the hostip , through the routdssdi , is an example dhis.

Let’s follow through the steps IP performs when using this routing table to route some example
packets on the hostr4 .

1. Assume the destination address is the st 140.252.13.33. A search is first made for a
matching host entry. The two host entries in the tidlle andlocalhost ) don’t match, so a
search is made through the routing table again for a matching network address. A match is found
with the entry 140.252.13.32 (the network IDs and subnet IDs match), esmtiteinterface is
used. This is a direct route, so the link-layer address will be the destination address.

2. Assume the destination address is the &lijst , 140.252.13.65. The first search through the
table, for a matching host address, finds a match. This is an indirect route so the destination IP
address remains 140.252.13.65, but the link-layer address must be the link-layer address of the
gateway 140.252.13.35, and the interfacemslO.

3. This time we’re sending a datagram across the Internet to thawesim (192.207.117.2). The
first search of the routing table for a matching host address fails, as does the second search for a
matching network address. The final step is a search for a default entry, and this succeeds. The
route is an indirect route through the gateway 140.252.13.33 using the inerid@e

4. In our final example we send a datagram to our own host. There are four ways to do this, using
either the hostname, the host IP address, the loopback name, or the loopback IP address:

ftp svr4 ftp
140.252.13.34

ftp localhost
ftp 127.0.0.1

In the first two cases, the second search of the routing table yields a network match with
140.252.13.32, and the packet is sent down to the Ethernet driver. As we shipigedag.4 it

will be seen that this packet is destined for the host's own IP address, and the packet is sent to the
loopback driver, which sends it to the IP input queue.

In the latter two cases, specifying the name of the loopback interface or its IP address, the first
search of the routing table finds the matching host address entry, and the packet is sent to the
loopback driver, which sends it to the IP input queue.

In all four cases the packet is sent to the loopback driver, but two different routing decisions are
made.

Initializing a Routing Table

We never said how these routing table entries are created. Whenever an interface is initialized
(normally when the interface’s address is set byftioafig command) a direct route is

automatically created for that interface. For point-to-point links and the loopback interface, the route is
to a host (i.e., the H flag is set). For broadcast interfaces such as an Ethernet, the route is to that
network.
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Routes to hosts or networks that are not directly connected must be entered into the routing table
somehow. One common way is to executerthiee command explicitly from the initialization files
when the system is bootstrapped. On the $v@t the following two commands were executed to
add the entries that we showed earlier:

route add default sun 1
route add slip bsdi 1

The third argument&lefault andslip ) are the destinations, the fourth argument is the gateway
(router), and the final argument is a routing metric. All that the route command does with this metric is
install the route with th& flag set if the metric is greater than 0, or without@feag if the metric is

0.

Unfortunately, few systems agree on which start-up file contains the route commands. Under 4.4BSD and BSD/386 it is

/etc/netstart , under SVRA4 it igetc/inet/rc.inet , under Solaris 2.x it ietc/rc2.d/S69inet , SunOS
4.1.x usesetc/rc.local , and AlX 3.2.2 useketc/rc.net
Some systems allow a default router to be specified in a file suetcatefaultrouter , and

this default is added to the routing table on every reboot.

Other ways to initialize a routing table are to run a routing dad@loapterl(d) or to use the newer
router discovery protoc@Bection9.q).

A More Complex Routing Table

The hossun is the default router for all the hosts on our subnet, since it has the dialup SLIP link that
connects to the Internet (see the figure on the inside front cover).

sun % netstat -rn

Routing tables

Destination Gateway Flags Refcnt Use Interface
140.252.13.65 140.252.13.35 UGH O 171 leO
127.0.0.1 127.0.0.1 UH 1 766 lo0
140.252.1.183 140.252.1.29 UH 0 0 slO
default 140.252.1.183 UG 1 2955 sl0
140.252.13.32 140.252.13.33 U 8 99551 le0

The first two entries are identical to the first two for the Bost : a host-specific route ®lip
through the routelsdi , and the loopback route.

The third line is new. It is a direct route (tBdlag is not set) to a host (thflag is set) and
corresponds to our point-to-point link, the SLIP interface. If we compare it to the output from the
ifconfig command,
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sun % ifconfig slO
sl0:  flags=1051<UP,POINTOPOINT,RUNNING>
inet 140.252.1.29 -> 140.252.1.183 netmask ffffff00

we see that the destination address in the routing table is the other end of the point-to-point link (the
router netb) and the gateway address is really the local IP address of the outgoing interface
(140.252.1.29). (We said earlier that the gateway address printedtdtgtt  for a direct route is the
local IP address of the interface to use.)

The default entry is an indirect royt@flag) to a network (nél flag), as we expect. The gateway
address is the address of the router (140.252.1.183, the other end of the SLIP link) and not the local IP
address of the SLIP link (140.252.1.29). Again, this is because it is an indirect route, not a direct route.

We should also note that the third and fourth lines outpuelstat  (the ones with an interface of
sl0 ) are created by the SLIP software being used when the SLIP line is brought up, and deleted when
the SLIP link is brought down.

No Route toDestination

All our examples so far have assumed that the search of the routing table finds a match, even if the
match is the default route. What if there is no default route, and a match isn’t found for a given
destination?

The answer depends on whether the IP datagram being routed was generated on the host or is being
forwarded (e.g., we're acting as a router). If the datagram was generated on this host, an error is
returned to the application that sent the datagram, either "host unreachable" or "network unreachable."
If the datagram was being forwarded, an ICMP host unreachable error is sent back to original sender.
We examine this error in the following section.

9.3ICMP Host and Network UnreachableErrors

The ICMP "host unreachable" error message is sent by a router when it receives an IP datagram that it
cannot deliver or forwardFigure6.1Qshows the format of the ICMP unreachable messages.) We can
see this easily on our network by taking down the dialup SLIP link on the router sun, and trying to

send a packet through the SLIP link from any of the other hosts that specify sun as the default router.

Older implementations of the BSD TCP/IP software generated either a host unreachable, or a network unreachable,
depending on whether the destination was on a local subnet or not. 4.4BSD generates onlytinedobstble.

Recall from thenetstat  output for the routesun shown in the previous section that the routing

table entries that use the SLIP link are added when the SLIP link is brought up, and deleted when the
SLIP link is brought down. This means that when the SLIP link is down, there is no default route on
sun . But we don't try to change all the other host’s routing tables on our small network, having them
also remove their default route. Instead we count on the ICMP host unreachable generated by sun for
any packets that it gets that it cannot forward.

We can see this by runniping onsvr4 , for a host on the other side of the dialup SLIP link (which
is down):
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svrd % ping gemini

ICMP Host Unreachable from gateway sun (140.252.13.33)

ICMP Host Unreachable from gateway sun (140.252.13.33)
N type interrupt key to stop

Figure 9.2 shows the tcpdump output for this example, run on the host bsdi.

1 00 svr4 > gemini: icmp: echo request
2 0.00 (0.00) sun > svr4: icmp: host gemini unreachable
3 0.99 (0.99) svr4 > gemini: icmp: echo request
4 0.99 (0.00) sun > svr4: icmp: host gemini unreachable

Figure 9.2 ICMP host unreachable in responsegitty .

When the routesun finds no route to the hogemini , it responds to the echo request with a host
unreachable.

If we bring the SLIP link to the Internet up, and try to ping an IP address that is not connected to the
Internet, we expect an error. What is interesting is to see how far the packet gets into the Internet,
before the error is returned:

sun % ping 192.82.148.1 this I'P address is not connected to the
| nt er net

PING 192.82.148.1: 56 data bytes

ICMP Host Unreachable from gateway enss142.UT.westnet.net

(192.31.39.21) for icmp from sun (140.252.1.29) to 192.82.148.1

Looking afFigure8.§we see that the packet made it through six routers before detecting that the IP
address was invalid. Only when it got to the border of the NSFNET backbone was the error detected.
This implies that the six routers that forwarded the packet were doing so because of default entries,
and only when it reached the NSFNET backbone did a router have complete knowledge of every
network connected to the Internet. This illustrates that many routers can operate with just partial
knowledge of the big picture.

[Ford, Rekhter, and Braun 1993] defintop-level routingdlomainas one that maintains routing

information to most Internet sites and does not use default routes. They note that five of these top-level
routing domains exist on the Internet: the NFSNET backbone, the Commercial Internet Exchange
(CIX), the NASA Science Internet (NSI), SprintLink, and the European IP Backbone (EBONE).

9.4 To Forward or Not to Forward

We've mentioned a few times that hosts are not supposed to forward IP datagrams unless they have
been specifically configured as a router. How is this configuration done?

Most Berkeley-derived implementations have a kernel variable ngfeedarding  , or some

similar name. (Sd@ppendixE) Some systems (BSD/386 and SVR4, for example) only forward
datagrams if this variable is honzero. SunOS 4.1 .x allows three values for the variable: -1 means never
forward and never change the value of the variable, 0 means don’t forward by default but set this
variable to 1 when two or more interfaces are up, and 1 means always forward. Solaris 2.x changes the
three values to be 0 (never forward), 1 (always forward), and 2 (only forward when two or more
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interfaces are up).

Older 4.2BSD hosts forwarded datagrams by default, which caused lots of problems for systems
configured improperly. That's why this kernel option must always default to "never forward" unless
the system administrator specifically enables forwarding.

9.5ICMP Redirect Errors

The ICMP redirect error is sent by a router to the sender of an IP datagram when the datagram should
have been sent to a different router. The concept is simple, as we show in the three steps in Figure 9.3.
The only time we'll see an ICMP redirect is when the host has a choice of routers to send the packet

to. (Recall the earlier example of this we safigure7.q)

i bitm w———=lhils—* Hbilm
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Figure 9.3 Example of an ICMPedirect.

1. We assume that the host sends an IP datagram to RI. This routing decision is often made because
Rl is the default router for the host.

2. Rl receives the datagram and performs a lookup in its routing table and determines that R2 is the
correct next-hop router to send the datagram to. When it sends the datagram to R2, RI detects that
it is sending it out the same interface on which the datagram arrived (the LAN to which the host
and the two routers are attached). This is the clue to a router that a redirect can be sent to the
original sender.

3. Rl sends an ICMP redirect to the host, telling it to send future datagrams to that destination to R2,
instead oRI.

A common use for redirects is to let a host with minimal routing knowledge build up a better routing
table over time. The host can start with only a default route (either Rl or R2 from our example in

and anytime this default turns out to be wrong, it'll be informed by that default router with

a redirect, allowing the host to update its routing table accordingly. ICMP redirects allow TCP/IP hosts
to be dumb when it comes to routing, with all the intelligence in the routers. Obviously Rl and R2 in

our example have to know more about the topology of the attached networks, but all the hosts attached
to the LAN can start with a default route and learn more as they receive redirects.

An Example

We can see ICMP redirects in action on our network (inside front cover). Although we show only

three hostgaix , solaris , andgemini ) and two router§gateway andnetb ) on the top

network, there are more than 150 hosts and 10 other routers on this network. Most of the hosts specify
gateway as the default router, since it provides access to the Internet.

How is the author’s subnet (the bottom four hosts in the figure) accessed from the hosts on the
140.252.1 subnet? First recall that if only a single host is at the end of the SLIP link, proxy ARP is
used(Section4.6). This means nothing special is required for hosts on the top network (140.252.1) to
access the hostin (140.252.1.29). The proxy ARP softwarenigtb handles this.
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When a network is at the other end of the SLIP link, however, routing becomes involved. One solution
is for every host and router to know that the ronttb is the gateway for the network 140.252.13.

This could be done by either a static route in each host’s routing table, or by running a routing daemon
in each host. A simpler way (and the method actually used) is to utilize ICMP redirects.

Let's run theping program from the hosplaris  on the top network to the hdssdi

(140.252.13.35) on the bottom network. Since the subnet IDs are different, proxy ARP can't be used.
Assuming a static route has not been installed, the first packet sent will use the default route to the
routergateway . Here is the routing table before we ping :

solaris % netstat -rn
Routing Table:

Destination Gateway Flags Ref Use Interface
127.0.0.1 127.0.0.1 UH 0 848

140.252.1.0 140.252.1.32 U 3 15042 :00
224.0.0.0 140.252.1.32 U 3 0 IeO
default 140.252.1.4 UG 0 5747 €0

(The entry for 224.0.0.0 is for IP multicasting. We describel@hapterld) If we specify thev
option toping , we’ll see any ICMP messages received by the host. We need to specify this to see the
redirect message that’s sent.

solaris % ping -sv bsdi

PING bsdi: 56 data bytes

ICMP Host redirect from gateway gateway (140.252.1.4)

to netb (140.252.1.183) for bsdi (140.252.13.35)

64 bytes from bsdi (140.252.13.35): icmp_seq=0. time=383. Ms
64 bytes from bsdi (140.252.13.35): icmp_seq=I. time=364. Ms
64 bytes from bsdi (140.252.13.35): icmp_seq=2. time=353. Ms

A? type interrupt key to stop

--bsdi PING Statistics--

4 packets transmitted, 3 packets received, 25% packet loss
round-trip (ms) min/avg/max = 353/366/383

Before we receive the first ping response, the host receives an ICMP redirect from the default router
gateway . If we then look at the routing table, we’ll see that the new route to the host bsdi has been
inserted. (This new entry is shown in a bolder font.)

Solaris % netstatn
Routing Table:

Destination Gateway Flags Ref Use Interface
127.0.0.1 127.0.0.1 UH 0 848

140.252.13.35 140.252.1.183 HGHD O 2 l00
140.252.1.0 140.252.1.32 U 3 15045  |e0
224.0.0.0 140.252.1.32 U 3 0 le0
default 140.252.1.4 UG 0 5747
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This is the first time we've seen tbBdlag, which means the route was installed by an ICMP redirect.
TheGflag means it's an indirect route to a gateWagtb ), and theH flag means it's a host route (as
we expect), not a network route.

Since this is a host route, added by a host redirect, it handles only thsdiostf we then access the
hostsvr4 , another redirect is generated, creating another host route. Similarly, accessing the host

slip creates another host route. The point here is that each redirect is for a single host, causing a host
route to be added. All three hosts on the author’s si{bgét , svr4 , andslip ) could also be

handled by a single network route pointing to the rostier. But ICMP redirects create host routes,

not network routes, because the router generating the redirect in this efgaigleay ) has no

knowledge of the subnet structure on the 140.252.13 network.

More Details

Figure 9.4 shows the format of the ICMP redirect message.
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Figure 9.4 ICMP redirectmessage.

There are four different redirect messages, with diffaszedevalues, as shown in Figure 9.5.

code Description

0 redirect fornetwork

1 redirect forhost

2 redirect for type-of-service anmtetwork
3 redirect for type-of-service arfbst

Figure 9.5 Differentcodevalues for ICMPredirect.

There are three IP addresses that the receiver of an ICMP redirect must look at: (1) the IP address that
caused the redirect (which is in the IP header returned as the data portion of the ICMP redirect), (2) the
IP address of the router that sent the redirect (which is the source IP address of the IP datagram
containing the redirect), and (3) the IP address of the router that should be used (which is in bytes 4-7
of the ICMP message).

There are numerous rules about ICMP redirects. First, redirects are generated only by routers, not by
hosts. Also, redirects are intended to be used by hosts, not routers. It is assumed that routers participate
in a routing protocol with other routers, and the routing protocol should obviate the need for redirects.
(This means that {Rigure9.]the routing table should be updated by either a routing daemon or

redirects, but not by both.)

4.4BSD, when acting as a router, performs the following checks, all of which must be true before an
ICMP redirect is generated.
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1. The outgoing interface must equal the incoming interface.

2. The route being used for the outgoing datagram must not have been created or modified by an
ICMP redirect, and must not be the router’s default route.

The datagram must not be source routed.

4. The kernel must be configured to send redirects.

w

The kernel variable is namgal_sendredirects , or something similar. (S@ppendixE) Most current systems
(4.4BSD, SunOS 4.1.x, Solaris 2.x, and AIX 3.2.2, for example) enable this variable by default. Other systems such
as SVR4 disable it bgefault.

Additionally, a 4.4BSD host that receives an ICMP redirect performs some checks before modifying
its routing table. These are to prevent a misbehaving router or host, or a malicious user, from
incorrectly modifying a system’s routing table.

1. The new router must be on a directly connected network.

2. The redirect must be from the current router for that destination.
3. The redirect cannot tell the host to use itself as the router.

4. The route that's being modified must be an indireate.

Our final point about redirects is that routers should send only host redaedts1 or 3 fronfFigure]

and not network redirects. Subnetting makes it hard to specify exactly when a network redirect

can be sent instead of a host redirect. Some hosts treat a received network redirect as a host redirect, in
case a router sends the wrong type.

9.6 ICMP Router DiscoveryMessages

We mentioned earlier in this chapter that one way to initialize a routing table is with static routes
specified in configuration files. This is often used to set a default entry. A newer way is to use the
ICMP router advertisement and solicitation messages.

The general concept is that after bootstrapping, a host broadcasts or multicasts a router solicitation
message. One or more routers respond with a router advertisement message. Additionally, the routers
periodically broadcast or multicast their router advertisements, allowing any hosts that are listening to
update their routing table accordingly.

RFC 1256 [Deering 1991] specifies the format of these two ICMP messages. Figure 9.6 shows the
format of the ICMP router solicitation message. Figure 9.7 shows the format of the ICMP router
advertisement message sent by routers.

if bBaby —=11hs—"" Sbi
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Figure 9.6 Format of ICMP router solicitatiomessage.
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Figure 9.7 Format of ICMP router advertisemanessage.

Multiple addresses can be advertised by a router in a single massag®er oladdressess the
number Address entrgizeis the number of 32-bit words for each router address, and is always 2.
Lifetimeis the number of seconds that the advertised addresses can be considered valid.

One or more pairs of an IP address and a preference then follow. The IP address must be one of the
sending router’s IP addresses. Tineferencdevelis a signed 32-bit integer indicating the preference

of this address as a default router address, relative to other router addresses on the same subnet. Larger
values imply more preferable addresses. The preferencé8@0)00000 means the corresponding
address, although advertised, is not to be used by the receiver as a default router address. The default
value of the preference is normally O.

Router Operation

When a router starts up it transmits periodic advertisements on all interfaces capable of broadcasting
or multicasting. These advertisements are not exactly periodic, but are randomized, to reduce the
probability of synchronization with other routers on the same subnet. The normal time interval
between advertisements is between 450 and 600 seconds. The default lifetime for a given
advertisement is 30 minutes.

Another use of the lifetime field occurs when an interface on a router is disabled. In that case the
router can transmit a final advertisement on the interface with the lifetime set to O.

In addition to the periodic, unsolicited advertisements, a router also listens for solicitations from hosts.
It responds to these solicitations with a router advertisement.

If there are multiple routers on a given subnet, it is up to the system administrator to configure the
preference level for each router as appropriate. For example, the primary default router would have a
higher preference than a backup.

Host Operation

Upon bootstrap a host normally transmits three router solicitations, 3 seconds apart. As soon as a valid
advertisement is received, the solicitations stop.

A host also listens for advertisements from adjacent routers. These advertisements can cause the host's
default router to change. Also, if an advertisement is not received for the current default, that default
can time out.

As long as the normal default router stays up, that router will send advertisements every 10 minutes,
with a lifetime of 30 minutes. This means the host’s default entry won’t time out, even if one or two
advertisements are lost.
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Implementation

The router discovery messages are normally generated by and processed by a user process (a daemon).
This adds yet another program updating the routing tafffegire 9.1 although it would only add or
delete a default entry. The daemon would have to be configured to act as a router or a host.

These two ICMP messages are new and not supported by all systems. Solaris 2.x is the only system in our network that
supports these messages (thedisc.daemon ). Although the RFC recommends using IP multicasting whenever
possible, router discovery can work using broadcast mesaksges

9.7 Summary

The operation of IP routing is fundamental to a system running TCP/IP, be it a host or router. The
routing table entries are simple: up to 5 flag bits, a destination IP address (host, network, or default), a
next-hop router IP address (for an indirect route) or a local interface IP address (for a direct route), and
a pointer to a local interface to use. Host entries have priority over network entries, which have

priority over default entries.

A search of this routing table is made for every IP datagram that the system generates or forwards, and
can be updated by either a routing daemon or ICMP redirects. By default a system should never
forward a datagram unless it has specifically been configured to do so. Static routes can be entered
using the route command, and the newer ICMP router discovery messages can be used to initialize and
dynamically update default entries. Hosts can start with a simple routing table that is updated
dynamically by ICMP redirects from its default router.

Our discussion in this chapter has focused on how a single system uses its routing table. In the next
chapter we examine how routers exchange routing information with each other.

Exercises
9.1Why do you think both types of ICMP redirects-network and host-exist?

9.21In the routing table fosvr4 shown at the beginning is a specific route to the host
slip  (140.252.13.65) necessary? What would change if this entry were removed from the routing
table?

9.3 Consider a cable with both 4.2BSD hosts and 4.3BSD hosts. Assume the network ID is 140.1. The
4.2BSD hosts only recognize a host ID of all zero bits as the broadcast address (140.1.0.0), while the
4.3BSD hosts normally send a broadcast using a host ID of all one bits (140.1.255.255). Also, the
4.2BSD hosts by default will try to forward incoming datagrams, even if they have only a single
interface.

Describe the events that happen when the 4.2BSD hosts receives an IP datagram with the destination
address of 140.1.255.255.

9.4 Continue the previous exercise, assuming someone corrects this problem by adding an entry to the
ARP cache on one system on the 140.1 subnet (usirggheommand) saying that the IP address
140.1.255.255 has a corresponding Ethernet address of all one bits (the Ethernet broadcast). Describe
what happens now.
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9.5 Examine your system’s routing table and describe each entry.
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Dynamic Routing Protocols

10.1Introduction

Our discussion in thpreviouschaptgdealt withstaticrouting. The routing table entries were created
by default when an interface was configured (for directly connected interfaces), addeddoyehe
command (normally from a system bootstrap file), or created by an ICMP redirect (usually when the
wrong default was used).

This is fine if the network is small, there is a single connection point to other networks, and there are
no redundant routes (where a backup route can be used if a primary route fails). If any of these three
conditions is false, dynamic routing is normally used.

This chapter looks at the dynamic routing protocols used by routers to communicate with each other.
We concentrate on RIP, the Routing Information Protocol, a widely used protocol that is provided with
almost every TCP/IP implementation. We then look at two newer routing protocols, OSPF and BGP.
The chapter finishes with an examination of a new routing technique, called classless interdomain
routing, that is starting to be implemented across the Internet to conserve class B network numbers.

10.2Dynamic Routing

Dynamicrouting occurs when routers talk to adjacent routers, informing each other of what networks
each router is currently connected to. The routers must communicate usutim@protocol, of

which there are many to choose from. The process on the router that is running the routing protocol,
communicating with its neighbor routers, is usually calleousing daemonAs shown iffigure9.],

the routing daemon updates the kernel's routing table with information it receives from neighbor
routers.

The use of dynamic routing doest change the way the kernel performs routing at the IP layer, as we
described ifSection9.4 We called this theouting mechanism'The kernel still searches its routing

table in the same way, looking for host routes, network routes, and default routes. What changes is the
information placed into the routing table-instead of coming fromte commands in bootstrap files,

the routes are added and deleted dynamically by a routing daemon, as routes change over time.

As we mentioned earlier, the routing daemon adasiting policy to the system, choosing which

routes to place into the kernel's routing table. If the daemon finds multiple routes to a destination, the
daemon chooses (somehow) which route is best, and which one to insert into the kernel’s table. If the
daemon finds that a link has gone down (perhaps a router crashed or a phone line is out of order), it
can delete the affected routes or add alternate routes that bypass the problem.

In a system such as the Internet, many different routing protocols are currently used. The Internet is
organized into a collection afutonomousystemgASs), each of which is normally administered by a
single entity. A corporation or university campus often defines an autonomous system. The NSFNET
backbone of the Internet forms an autonomous system, because all the routers in the backbone are
under a single administrative control.

Each autonomous system can select its own routing protocol to communicate between the routers in
that autonomous system. This is calledrderior gatewayprotocol (IGP) orintradomainrouting

protocol. The most popular IGP has beenRbeting InformatiorProtocol (RIP). A newer IGP is the
Open Shortest Pathirst protocol (OSPF). It is intended as a replacement for RIP. An older IGP that
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has fallen out of use is HELLO-the IGP used on the original NSFNET backbone in 1986.

The new Router Requirements RFC [AlImquist 1993] states that a router that implements any dynamic routing protocol
must support both OSPF and RIP, and may support sy,

Separate routing protocols callexterior gatewayrotocols(EGPS) olinterdomain routingprotocols

are used between the routers in different autonomous systems. Historically (and confusingly) the
predominant EGP has been a protocol of the same name: EGP A newer EGP is the Border Gateway
Protocol (BGP) that is currently used between the NSFNET backbone and some of the regional
networks that attach to the backbone. BGP is intended to replace EGP.

10.3Unix Routing Daemons

Unix systems often run the routing daemon named routed. It is provided with almost every
implementation of TCP/IP This program communicates using only RIP, which we describe in the next
section. It is intended for small to medium-size networks.

An alternative program is gated. It supports both IGPs and EGPs. [Fedor 1988] describes the early
development ofjated . Figure 10.1 compares the various routing protocols supportenlitad

and two different versions gfated . Most systems that run a routing daemon run routed, unless they
need support for the other protocols supporteddigd .

Daemon Interior GatewayProtocol| Exterior GatewayProtocol
HELLO | RIP | OSPF EGP BGP
routed V1
gated , Version2 * V1 * V1
gated , Version3 * V1,V2| V2 * V2,V3

Figure 10.1Routing protocols supported by routed agaded.

We describe RIP Version | in the next section, the differences with RIP Versif®e2tion10.5
OSPF i and BGP ifSection10.1

10.4RIP: Routing Information Protocol
This section provides an overview of RIP, because it is the most widely used (and most often

maligned) routing protocol. The official specification for RIP is RFC 1058 [Hedrick 1988a], but this
RFC was written years after the protocol was widely implemented.

Messagd-ormat

RIP messages are carried in UDP datagrams, as shown in Figure 10.2. (We talk more about UDP in

Chapterl)
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Figure 10.2RIP message encapsulated within a WW{akRgram.
shows the format of the RIP message, when used with IP addresses.

A commandf 1 is a request, and 2 is a reply. There are two other obsolete commands (3 and 4), and
two undocumented ones: poll (5) and poll-entry (6). A request asks the other system to send all or part
of its routing table. A reply contains all or part of the sender’s routing table.

Theversionis normally 1, although RIP Version{8ection10.9 sets this to 2.

The next 20 bytes specify thedresdamily (which is always 2 for IP addresses),|JAraddressand
an associatedhetric. We’'ll see later in this section that RIP metrics are hop counts.

Up to 25 routes can be advertised in a RIP message using this 20-byte format. The limit of 25 is to
keep the total size of the RIP message, 20 x 25+4 = 504, less than 512 bytes. With this limit of 25
routes per message, multiple messages are often required to send an entire routing table.
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Figure 10.3Format of a RIFnessage.

Normal Operation

Let's look at the normal operation afuted , using RIP. The well-known port number for RIP is
UDP port 520.

e |nitialization. When the daemon starts it determines all the interfaces that are up and sends a
request packet out each interface, asking for the other router's complete routing table. On a
point-to-point link this request is sent to the other end. The request is broadcast if the network
supports it. The destination UDP port is 520 (the routing daemon on the other router).

This request packet hazammandf 1 but theaddresdamily is set to 0 and thmetricis set to
16. This is a special request that asks for a complete routing table from the other end.

® Request received. If the request is the special case we just mentioned, then the entire routing table
is sent to the requestor. Otherwise each entry in the request is processed: if we have a route to the
specified address, set the metric to our value, else set the metric to 16. (A metric of 16 is a special
value called "infinity" and means we don’t have a route to that destination.) The response is
returned.

® Response received. The response is validated and may update the routing table. New entries can
be added, existing entries can be modified, or existing entries can be deleted.

e Regular routing updates. Every 30 seconds, all or part of the router’s entire routing table is sent to
every neighbor router. The routing table is either broadcast (e.g., on an Ethernet) or sent to the
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other end of a point-to-point link.
® Triggered updates. These occur whenever the metric for a route changes. The entire routing table
need not be sent - only those entries that have changed nitestdaitted.

Each route has a timeout associated with it. If a system running RIP finds a route that has not been
updated for 3 minutes, that route’s metric is set to infinity (16) and marked for deletion. This means

we have missed six of the 30-second updates from the router that advertised that route. The deletion of
the route from the local routing table is delayed for another 60 seconds to ensure the invalidation is
propagated.

Metrics

The metrics used by RIP are hop counts. The hop count for all directly connected interfaces is 1.
Consider the routers and networks shown in Figure 10.4. The four dashed lines we show are broadcast
RIP messages.
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Figure 10.4Example routers armketworks.

Router Rl advertises a route to N2 with a hop count of 1 by sending a broadcast on NI. (It makes no
sense to advertise a route to NI in the broadcast sent on NL.) It also advertises a route to NI with a hop
count of 1 by sending a broadcast on N2. Similarly, R2 advertises a route to N2 with a metric of 1, and
a route to N3 with a metric of 1.

If an adjacent router advertises a route to another network with a hop count of 1, then our metric for
that network is 2, since we have to send a packet to that router to get to the network. In our example,
the metric to NI for R2 is 2, as is the metric to N3 for RI.

As each router sends its routing tables to its neighbors, a route can be determined to each network
within the AS. If there are multiple paths within the AS from a router to a network, the router selects
the path with the smallest hop count and ignores the other paths.

The hop count is limited to 15, meaning RIP can be used only within an AS where the maximum
number of hops between hosts is 15. The special metric of 16 indicates that no route exists to the IP
address.

Problems

As simple as this sounds, there are pitfalls. First, RIP has no knowledge of subnet addressing. If the
normal 16-bit host ID of a class B address is nonzero, for example, RIP can't tell if the nonzero
portion is a subnet ID or if the IP address is a complete host address. Some implementations use the
subnet mask of the interface through which the RIP information arrived, which isn’'t always correct.

Next, RIP takes a long time to stabilize after the failure of a router or a link. The time is usually
measured in minutes. During this settling time routing loops can occur. There are many subtle details
in the implementation of RIP that must be followed to help prevent routing loops and to speed
convergence. RFC 1058 [Hedrick 1988a] contains many details on how RIP should be implemented.
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The use of the hop count as the routing metric omits other variables that should be taken into
consideration. Also, a maximum of 15 for the metric limits the sizes of networks on which RIP can be
used.

Example

We’'ll use the programpquery , which is available from the gated distribution, to query some
routers for their routing tableijpquery tries to send one of the undocumented requests (named
"poll," a commandbf 5 from[Figure10.9 to the router, asking for its entire routing table. If no
response is received in 5 seconds, the standard RIP request igéssaendf 1). (Earlier we said
a request witlthe familysetto 0 and thenetricsetto 16 asks the other router for its entire routing
table.)

Figure10.3shows the two routers that we’ll query for their routing table from the host sun. If we
executaipquery  from sun, fetching the routing information from its next-hop router, netb, we get
the following:

sun % ripquery -n netb first message contains 504§tes

504 bytes from netb lots of other linesleleted
(140.252.1.183): the top Ethernet in Figur#&0.5
140.252.1.0, metric 1 the bottom Ethernet in Figur0.5
140.252.13.0, metric 1 second message with remaining 244
244 pytes from netb bytes

(140.252.1.183): lots of other linesleleted

As we expect, the metric for our subnet that is announceetby is 1. Additionally, the top Ethernet
thatnetb is also attached to (140.252.1.0) has a metric of 1.{TH&ag says to print the IP
addresses numerically instead of trying to look up the names.) In this exsetipldhas been
configured to consider all the hosts on the subnet 140.252.13 as directly connected to itrdtinat is,
knows nothing about which hosts are actually on the 140.252.13 subnet. Since there is only one
connection point to the 140.252.13 subnet, advertising different metrics for each host makes little
practical sense.
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Figure 10.5Two routersetb andgateway that we’ll query for their routingables.

Figure 10.6 shows the packet exchange using tcpdump. We specify the SLIP interface-with the
sl0 option.
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sun % tcpdump s600 i slo

1 0.0 sun.2879 > netb.route: rip-poll 24
2 5.014702 (5.0147) sun.2879 > netb.route: rip-req 24

3 5.560427 (0.5457) netb.route > sun.2879: rip-resp 25:
4 5710251 (0.1498) netb.route > sun.2879: rip-resp 12:

Figure 10.6tcpdump output while runningipquery  program.

The first request issued is the RIP poll command (line 1). This times out after 5 seconds and a normal
RIP request is issued (line 2). The number 24 at the end of lines 1 and 2 is the size of the request
packets in bytes: the 4-byte RIP header (with the command and version) followed by a single 20-byte
address and metric.

Line 3 is the first reply message. The number 25 at the end indicates that 25 address and metric pairs
are in the message, which we calculated earlier to be 504 bytes. This ifpehaty  printed

above. We specified the600 option to tcpdump telling it to read 600 bytes from the network. This
allows it to receive the entire UDP datagram (instead of just the first portion of it) and it then prints the
contents of the RIP response. We've omitted that output.

Line 4 is the second response message from the router, with the next 12 address and metric pairs. We
can calculate the size of this message to be 12 x 20 + 4 = 244, which ripgbaty  printed
earlier.

If we go one router beyond netb, to gateway, we expect the metric to our subnet (140.252.13.0) to be
2. We can check this by executing:

sun % ripquery -n gateway lots of other linesleleted

504 bytes from gateway (140.252.1.4): the top Ethernet ifigure 102

140.252.1.0, metric 1 -
10.5 140.252.13.0, metric 5 the bottom Ethernet |Fu§ure 05

Here the metric for the top EthernefRigure10.5(140.252.1.0) stays at 1, since that Ethernet is
directly connected to botilateway andnetb . Our subnet 140.252.13.0, however, now has the
expected metric of 2.

Another Example

We'll now watch all the unsolicited RIP updates on an Ethernet and see just what RIP sends on a
regular basis to its neighbors. Figure 10.7 shows the arrangement of mangpaddledu

networks. We have named the rout@rsfor simplicity, wheren is the subnet number, except for the
ones we use elsewhere in the text. We show the point-to-point links with dashed lines and the IP
address at each end of these links.
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Figure 10.7Many of thenoao.edu 140.252networks.

We'll run the Solaris 2.x prograsnoop , which is similar tdcpdump , on the hossolaris . We

can run this program without superuser privileges, but only to capture broadcast packets, multicast
packets, or packets sent to the host. Figure 10.8 shows the packets captured during a 60-second period.
We have replaced most of the official host-names with our notation Rn.

solaris % snoop -P -tr udp port 520

0.00000 R6.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

4.49708 R4.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)
6.30506 R2.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

11.68317 R7.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

16.19790 R8.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

16.87131 R3.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

17.02187 gateway.tuc.noao.edu -> 140.252.1.255 RIP R (15

destinations)

20.68009 R10.tuc.noao.edu -> BROADCAST RIP R (4 destinations)

29.87848 R6.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

34.50209 R4.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)
36.32385 R2.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

41.34565 R7.tuc.noao.edu ~> 140.252.1.255 RIP R (1 destinations)

46.19257 R8.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

46.52199 R3.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)

47.01870 gateway.tuc.noao.edu -> 140.252.1.255 RIP R (15

destinations)

50.66453 R10.tuc.noao.edu -> BROADCAST RIP R (4 destinations)

Figure 10.8RIP broadcasts capturedsafaris  over a 60-secongeriod.

The-P flag captures packets in nonpromiscuous metde, prints the relative time-stamps, amdp
port 520  captures only UDP datagrams with a source or destination port of 520.

The first six packets, from R6, R4, R2, R7, R8, and R3, each advertise just one network. If we looked
at the packets we would see that R6 advertises a route to 140.252.6.0 with a hop count of 1, R4
advertises a route to 140.252.4.0 with a hop count of 1, and so on.

The routelgateway , however, advertises 15 routes. We cansmwop with the-v flag and see the
entire contents of the RIP message. (This flag outputs the entire contents of the entire packet: the
Ethernet header, the IP header, the UDP header, and the RIP message. We've deleted everything
except the RIP information.) Figure 10.9 shows the output.
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Compare these advertised hop counts on the 140.252.1 network with the topology shRigare|n

A puzzle in the output in Figure 10.8 is why R10 is advertising four networks|iigere10.7 shows
only three. If we look at the RIP packet with snoop we see the following advertised routes:

RIP: Address
RIP: 140.251.0.0
RIP: 140.252.9.0
RIP: 140.252.10.0
RIP: 140.252.11.0

reachable)

The route to the class B network 140.251 is bogus and should not be advertised. (It belongs to another

institution, nothoao.edu.

)

solaris % snoop -P -v -tr udp port 520 host gateway
many |ines del eted
RIP: Opcode = 2 (route response)
RIP: Version= 1
RIP: Address Metric
RIP: 140.252.101.0 1
RIP: 140.252.104.0 1
RIP: 140.252.51.0 2
RIP: 140.252.81.0 2
RIP: 140.252.105.0 2
RIP: 140.252.106.0 2
RIP: 140.252.52.0 3
RIP: 140.252.53.0 3
RIP: 140.252.54.0 3
RIP: 140.252.55.0 3
RIP: 140.252.58.0 3 3
RIP: 140.252.60.0 3 3
RIP: 140.252.82.0 3 3
RIP: 192.68.189.0 3
RIP: 140.252.57.0 4
Figure 10.9RIP response fromgateway.
The notation "BROADCAST" output by snoopfigure10.§for the RIP packet sent by R10 means

the destination IP address is the limited broadcast address 255.255.458&kEm12.9), instead of
the subnet-directed broadcast address (140.252.1.255) that the other routers use.
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10.5RIP Version 2

RFC 1388 [Malkin 1993a] defines newer extensions to RIP, and the result is normally called RIP-2.
These extensions don’t change the protocol, but pass additional information in the fields labeled "must
be zero" ifFigure10.3 RIP and RIP-2 can interoperate if RIP ignores the fields that must be zero.

Figure 10.10 is a redo of that figure, as defined by RIP-2v&hstonis 2 for RIP-2. Theouting

domainis an identifier of the routing daemon to which this packet belongs. In a Unix implementation
this could be the daemon’s process ID. This field allows an administrator to run multiple instances of
RIP on a single router, each operating within one routing domain.

Theroutetag exists to support exterior gateway protocols. It carries an autonomous system number for
EGP and BGP.

The subnetmaskfor each entry applies to the correspondi@ddressThenext-hop IPaddresss
where packets to the corresponding destination IP address should be sent. A value of 0 in this field
means packets to the destination should be sent to the system sending the RIP message.

FI. 1 =l hilg =" hbim
ClasaB | net ID) = 140,252 | sbnet[@ | hostID
- e TBE S+ T 1
bl =13
Sabmetmmalc 111111121 111311111 11111111 111 08088 0=0xtrrrrea0

RS PRS0
Figure 10.10Format of a RIP-2Znessage.

A simple authentication scheme is provided with RIP-2. The first 20-byte entry in a RIP message can
specify anaddresdamily of Oxffff  , with aroutetag value of 2. The remaining 16 bytes of the entry
contain a cleartext password.

Finally, RIP-2 supports multicasting in addition to broadcagi@gpterld). This can reduce the load
on hosts that are not listening for RIP-2 messages.

10.6 OSPF: Open Shortest Pathrirst

OSPF is a newer alternative to RIP as an interior gateway protocol. It overcomes all the limitations of
RIP. OSPF Version 2 is described in RFC 1247 [Moy 1991].

OSPF is dink-stateprotocol, as opposed to RIP, which idistance-vectoprotocol. The term
distance-vector means the messages sent by RIP contain a vector of distances (hop counts). Each
router updates its routing table based on the vector of these distances that it receives from its
neighbors.

In a link-state protocol a router does not exchange distances with its neighbors. Instead each router
actively tests the status of its link to each of its neighbors, sends this information to its other neighbors,
which then propagate it throughout the autonomous system. Each router takes this link-state
information and builds a complete routing table.

From a practical perspective, the important difference is that a link-state protocol will always converge
faster than a distance-vector protocol.d@yvergeve mean stabilizing after something changes, such
as a router going down or a link going down. Section 9.3 of [Periman 1992] compares other issues
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between the two types of routing protocols.

OSPF is different from RIP (and many other routing protocols) in that OSPF uses IP directly. That is,
it does not use UDP or TCP. OSPF has its own value farthtecolfield in the IP headefFigure]

3.).

Besides being a link-state protocol instead of a distance-vector protocol, OSPF has many other
features that make it superior to RIP.

1. OSPF can calculate a separate set of routes for each IP type-of-§i@gice3.2). This means
that for any destination there can be multiple routing table entries, one for each IP
type-of-service.

2. Each interface is assigned a dimensionless cost. This can be assigned based on throughput,
round-trip time, reliability, or whatever. A separate cost can be assigned for each IP
type-of-service.

3. When several equal-cost routes to a destination exist, OSPF distributes traffic equally among the
routes. This is calleibad balancing.

4. OSPF supports subnets: a subnet mask is associated with each advertised route. This allows a
single IP address of any class to be broken into multiple subnets of various sizes. (We showed an
example of this ifSection3.7and called ivariable-lengthsubnets.Routes to a host are
advertised with a subnet mask of all one bits. A default route is advertised as an IP address of
0.0.0.0 with a mask of all zero bits.

5. Point-to-point links between routers do not need an IP address at each end. These are called
unnumberechetworks. This can save IP addresses - a scarce resource these days!

6. A simple authentication scheme can be used. A cleartext password can be specified, similar to the
RIP-2 schemdSection10.5).

7. OSPF uses multicasti@@hapterld), instead of broadcasting, to reduce the load on systems not
participating inOSPF.

With most router vendors supporting OSPF, it will start replacing RIP in many networks.

10.7BGP: Border GatewayProtocol

BGP is an exterior gateway protocol for communication between routers in different autonomous
systems. BGP is a replacement for the older EGP that was used on the ARPANET. BGP Version 3 is
defined in RFC 1267 [Lougheed and Rekhter 1991].

RFC 1268 [Rekhter and Gross 1991] describes the use of BGP in the Internet. Much of the following
description comes from these two RFCs. Also, during 1993 BGP Version 4 was under development
(see RFC 1467 [Topolcic 1993]) to support CIDR, which we descr{Beation10.8

A BGP system exchanges network reachability information with other BGP systems. This information
includes the full path of autonomous systems that traffic must transit to reach these networks. This
information is adequate to construct a graph of AS connectivity. Routing loops can then be pruned
from this graph and routing policy decisions can be enforced.

We first categorize an IP datagram in an AS as €elittvat traffic or transit traffic. Local traffic in an

AS either originates or terminates in that AS. That is, either the source IP address or the destination IP
address identifies a host in that AS. Anything else is called transit traffic. A major goal of BGP usage
in the Internet is to reduce transit traffic. An AS can be categorized as one of the following:
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1. A stubAShas only a single connection to one other AS. A stub AS carries only local traffic.

2. A multihomedAShas connections to more than one other AS, but refuses to carry transit traffic.

3. A transitAShas connections to more than one other AS and is designed, under certain policy
restrictions, to carry both local and transffic.

The overall topology of the Internet is then viewed as an arbitrary interconnection of transit,
multihomed, and stub ASs. Stub and multihomed ASs need not use BGP - they can run EGP to
exchange reachability information with transit ASs.

BGP allows fompolicy-basedouting. Policies are determined by the AS administrator and specified to
BGP in configuration files. Policy decisions are not part of the protocol, but policy specifications
allow a BGP implementation to choose between paths when multiple alternatives exist and to control
the redistribution of information. Routing policies are related to political, security, or economic
considerations.

BGP is different from RIP and OSPF in that BGP uses TCP as its transport protocol. Two systems
running BGP establish a TCP connection between themselves and then exchange the entire BGP
routing table. From that point on, incremental updates are sent as the routing table changes.

BGP is a distance vector protocol, but unlike RIP (which announces hops to a destination), BGP
enumerates the route to each destination (the sequence of AS numbers to the destination). This
removes some of the problems associated with distance-vector protocols. An AS is identified by a
16-bit number.

BGP detects the failure of either the link or the host on the other end of the TCP connection by
sending &eepalivemessage to its neighbor on a regular basis. The recommended time between these
messages is 30 seconds. This application-level keepalive message is independent of the TCP keepalive

option (Chapter23).
10.8CIDR: Classless InterdomainRouting

In[Chapterd we said there is a shortage of class B addresses, requiring sites with multiple networks to
now obtain multiple class C network IDs, instead of a single class B network ID. Although the
allocation of these class C addresses solves one problem (running out of class B addresses) it
introduces another problem: every class C network requires a routing tableCtagsjess
InterdomainRouting(CIDR) is a way to prevent this explosion in the size of the Internet routing

tables. It is also calleslipernettingand is described in RFC 1518 [Rekhter and Li 1993] and RFC

1519 [Fuller et al. 1993], with a overview in [Ford, Rekhter, and Braun 1993]. CIDR has the Internet
Architecture Board’s blessing [Huitema 1993]. RFC 1467 [Topolcic 1993] summarizes the state of
deployment of CIDR in the Internet.

The basic concept in CIDR is to allocate multiple IP addresses in a way thatsallowsrizatiornnto

a smaller number of routing table entries. For example, if a single site is allocated 16 class C
addresses, and those 16 are allocated so that they can be summarized, then all 16 can be referenced
through a single routing table entry on the Internet. Also, if eight different sites are connected to the
same Internet service provider through the same connection point into the Internet, and if the eight
sites are allocated eight different IP addresses that can be summarized, then only a single routing table
entry need be used on the Internet for all eight sites.
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Three features are needed to allow this summarization to take place.

1. Multiple IP addresses to be summarized together for routing must share the same high-order bits
of their addresses.

2. The routing tables and routing algorithms must be extended to base their routing decisions on a
32-bit IP address and a 32-bit mask.

3. The routing protocols being used must be extended to carry the 32-bit mask in addition to the

32-bit address. OSRSection10.6 and RIP-2[Section10.5 are both capable of carrying the
32-bit mask, as is the proposed BGP Vergion

As an example, RFC 1466 [Gerich 1993] recommends that new class C addresses in Europe be in the
range 194.0.0.0 through 195.255.255.255. In hexadecimal these addresses @xeZ840000
throughOxc3ffffff . This represents 65536 different class C network IDs, but they all share the
same high-order 7 bits. In countries other than Europe a single routing table entry with an IP address
of 0xc2000000 and a 32-bit mask @xfe000000 (254.0.0.0) could be used to route all of these
65536 class C network IDs to a single point. Subsequent bits of the class C address (that is, the bits
following 194 or 195) can also be allocated hierarchically, perhaps by country or by service provider,
to allow additional summarization within the European routers using additional bits beyond the 7
high-order bits of the 32-bit mask.

CIDR also uses a technique whereby the best match is always the one Vattgdstmatch:the one

with the greatest number of one bits in the 32-bit mask. Continuing the example from the previous
paragraph, perhaps one service provider in Europe needs to use a different entry point router than the
rest of Europe. If that provider has been allocated the block of addresses 194.0.16.0 through
194.0.31.255 (16 class C network IDs), routing table entries for just those networks would have an IP
address of 194.0.16.0 and a mask of 255.255.Z08ff5ff000 ). A datagram being routed to the
address 194.0.22.1 would match both this routing table entry and the one for the rest of the European
class C networks. But since the mask 255.255.240 is "longer" than the mask 254.0.0.0, the routing
table entry with the longer mask is used.

The term "classless" is because routing decisions are now made based on masking operations of the
entire 32-bit IP address. Whether the IP address is class A, B, or C makes no difference.

The initial deployment of CIDR is proposed for new class C addresses. Making just this change will
slow down the growth of the Internet routing tables, but does nothing for all the existing routes. This is
the short-term solution. As a long-term solution, if CIDR were applied to all IP addresses, and if
existing IP addresses were reallocated (and all existing hosts renumbered!) according to continental
boundaries and service providers, [Ford, Rekhter, and Braun 1993] claim that the current routing table
consisting of 10,000 network entries could be reduced to 200 entries.

10.9Summary

There are two basic types of routing protocols: interior gateway protocols (IGPs), for routers within an
autonomous system, and exterior gateway protocols (EGPs), for routers to communicate with routers
in other autonomous systems.

The most popular IGP is the Routing Information Protocol (RIP) with OSPF being a newer IGP that is
gaining widespread use. A new and popular EGP is the Border Gateway Protocol (BGP). In this
chapter we looked at RIP and the types of messages that it exchanges. RIP Version 2 is a recent
enhancement that supports subnetting and other minor improvements. We also described OSPF, BGP,
and classless interdomain routing (CIDR), a newer technique being deployed to reduce the size of the
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Internet routing tables.

There are a two other OSI routing protocols that you may encolmtdomainRouting Protocol

(IDRP) started out as a version of BGP modified for use with OSI addresses instead of 1P.
Intermediate System to Intermediate Sydeatocol (I1S-IS) is the OSI standard IGP. It is used for
routing CLNP (Connectionless Network Protocol), an OSI protocol similar to IP. IS-IS and OSPF are
similar.

Dynamic routing is still a fertile area of internetworking research. The choice of which routing
protocol to use, and which routing daemon to run, is complex. [Periman 1992] provides many of the
details.

Exercises
10.1In which of the routes came to gateway from the rdkpeno ?

10.2Assume a router has 30 routes to advertise using RIP, requiring one datagram with 25 routes and
another with the remaining 5. What happens if once an hour the first datagram with 25 routes is lost?

10.3The OSPF packet format has a checksum field, but the RIP packet does not. Why?
10.4What effect does load balancing, as done by OSPF, have on a transport layer?

10.5Read RFC 1058 for additional details on the implementation of RIP. In Figure 10.8 each router
advertises only the routes that it provides, and none of the other routes that it learned about through the
other router’s broadcasts on the 140.252.1 network. What is this technique called?

10.6In[Section3.4we said there are more than 100 hosts on the 140.252.1 subnet in addition to the
eight routers we show What do these 100 hosts do with the eight broadcasts that arrive

every 30 secondfigure10.9?
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UDP: User Datagram Protocol

11.1Introduction

UDP is a simple, datagram-oriented, transport layer protocol: each output operation by a process
produces exactly one UDP datagram, which causes one IP datagram to be sent. This is different from a
stream-oriented protocol such as TCP where the amount of data written by an application may have
little relationship to what actually gets sent in a single IP datagram. Figure 11.1 shows the
encapsulation of a UDP datagram as an IP datagram.

18 bits a——— 1] hifs—% S hila
ClasaB | net ID) = 140.252 | sbnet[ | host]D
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd
Figure 11.1UDP encapsulation.

RFC 768 [Postel 1980] is the official specification of UDP.

UDP provides no reliability: it sends the datagrams that the application writes to the IP layer, but there
is no guarantee that they ever reach their destination. Given this lack of reliability, we are tempted to
think we should avoid UDP and always use a reliable protocol such as TCP. After we describe TCP in
[Chapterl7 we'll return to this topic and see what types of applications can utilize UDP.

The application needs to worry about the size of the resulting IP datagram. If it exceeds the network’s
MTU (Section2.9), the IP datagram is fragmented. This applies to each network that the datagram
traverses from the source to the destination, not just the first network connected to the sending host.
(We defined this as thathMTU in[Section2.9) We examine IP fragmentation[@ection11.§

11.2UDP Header

Figure 11.2 shows the fields in the UDP header.

FI.Y —— 11— §bik
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Figure 11.2UDP header.

The port numbersdentify the sending process and the receiving procefgsgime1.§ we showed that

TCP and UDP use the destination port number to demultiplex incoming data from IP. Since IP has
already demultiplexed the incoming IP datagram to either TCP or UDP (based on the protocol value in
the IP header), this means the TCP port numbers are looked at by TCP, and the UDP port numbers by
UDP. The TCP port numbers are independent of the UDP port numbers.
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Despite this independence, if a well-known service is provided by both TCP and UDP, the port
number is normally chosen to be the same for both transport layers. This is purely for convenience and
is not required by the protocols.

The UDP lengthfield is the length of the UDP header and the UDP data in bytes. The minimum value
for this field is 8 bytes. (Sending a UDP datagram with O bytes of data is OK.) This UDP length is
redundant. The IP datagram contains its total length in (fiyigsre3.7), so the length of the UDP
datagram is this total length minus the length of the IP header (which is specified by the header length

field in[Figure3.J).
11.3UDP Checksum

The UDP checksuntovers the UDP header and the UDP data. Recall that the checksum in the IP
header only covers the IP header-it does not cover any data in the IP datagram. Both UDP and TCP
have checksums in their headers to cover their header and their data. With UDP the checksum is
optional, while with TCP it is mandatory.

Although the basics for calculating the UDP checksum are similar to what we desc{@sadian3.2

for the IP header checksum (the ones complement sum of 16-bit words), there are differences. First,
the length of the UDP datagram can be an odd number of bytes, while the checksum algorithm adds
16-bit words. The solution is to append a pad byte of 0 to the end, if necessary, just for the checksum
computation. (That is, this possible pad byte is not transmitted.)

Next, both UDP and TCP include a 12-byte pseudo-header with the UDP datagram (or TCP segment)

just for the checksum computation. This pseudo-header includes certain fields from the IP header. The
purpose is to let UDP double-check that the data has arrived at the correct destination (i.e., that IP has
not accepted a datagram that is not addressed to this host, and that IP has not given UDP a datagram
that is for another upper layer). Figure 11.3 shows the pseudo-header along with a UDP datagram.

if bits —=11hs—"" Sbi
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Figure 11.3Fields used for computation of U@Recksum.

In this figure we explicitly show a datagram with an odd length, requiring a pad byte for the checksum
computation. Notice that the length of the UDP datagram appears twice in the checksum computation.

If the calculated checksum is O, it is stored as all one bits (65535), which is equivalent in
ones-complement arithmetic. If the transmitted checksum is 0, it indicates that the sender did not
compute the checksum.

If the sender did compute a checksum and the receiver detects a checksum error, the UDP datagram is
silently discarded. No error message is generated. (This is what happens if an IP header checksum
error is detected by IP.)

This UDP checksum is an end-to-end checksum. It is calculated by the sender, and then verified by the
receiver. It is designed to catch any modification of the UDP header or data anywhere between the
sender and receiver.
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Despite UDP checksums being optional, they shalWéysbe enabled. During the 1980s some

computer vendors turned off UDP checksums by default, to speed up their implementation of Sun’s
Network File System (NFS), which uses UDP. While thightbe acceptable on a single LAN, where

the cyclic redundancy check on the data-link frame (e.g., Ethernet or token ring frame) can detect most
corruption of the frame, when the datagrams pass through routers, all bets are off. Believe it or not,
there have been routers with software and hardware bugs that have modified bits in the datagrams
being routed. These errors are undetectable in a UDP datagram if the end-to-end UDP checksum is
disabled. Also realize that some data-link protocols (e.g., SLIP) don’t have any form of data-link
checksum.

The Host Requirements RFC requires that UDP checksums be enabled by default. It also states that an
implementation must verify a received checksum if the sender calculated one (i.e., the received
checksum is nonzero). Many implementations violate this, however, and only verify a received
checksum if outgoing checksums are enabled.

tcpdump Output

It is hard to detect whether a particular system has UDP checksums enabled. It is normally impossible
for an application to obtain the checksum field in a received UDP header. To get around this, the
author added another option to the tcpdump program that prints the received UDP checksum. If this
printed value is 0, it means the sending host did not calculate the checksum.

Figure 11.4 shows the output to and from three different systems on our test network (see the figure on
the inside front cover). We ran our sock progi@ppendixd), sending a single UDP datagram with
9 bytes of data to the standard echo server.

sun.1900 > gemini.echo: udp 9 (UDP

0.0
1 cksum=6e90)
2 0.303755 ( gemini.echo > sun.1900: udp 9 (UDP
0.3038) B
cksum=0)
17.392480 sun.1904 > aix.echo: udp 9 (UDP
3 (17.0887) cksum=6e3b)
4 17.614371( aix.echo > sun.1904: udp 9 (UDP
0.2219) cksum=6e3b)
32.092454 sun.1907 > solaris.echo: udp 9 (UDP
5 (14.4781) cksum=6e74)
6 32.314378( solaris.echo > sun.1907: udp 9 (UDP
0.2219) cksum=6e74)

Figure 11.4tcpdump output to see whether other hosts enable OiRdeksum.
We can see from this that two of the three systems have UDP checksums enabled.

Also notice that for this simple example the outgoing datagram has the same checksum as the
incoming datagram (lines 3 and 4, 5 and 6). Lookirfig@ire11.3we see that the two IP addresses

are swapped, as are the two port numbers. The other fields in the pseudo-header and the UDP header
are the same, as is the data being echoed. This reiterates that the UDP checksums (indeed, all the
checksums in the TCP/IP protocol suite) are simple 16-bit sums. They cannot detect an error that
swaps two of the 16-bit values.
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The author also directed a DNS query at each of the eight root name servers degSeaioednh4.2
The DNS uses UDP primarily, and only two of the eight had UDP checksums enabled!

SomeStatistics

[Mogul 1992] provides counts of various checksum errors on a busy NFS (Network File System)
server that had been up for 40 days. Figure 11.5 summarizes these humbers.

Layer | Number of checksurarrors| Approximate total number gfackets

Ethernet 446 170,000,000
IP 14 170,000,000
UbP 5 140,000,000
TCP 350 30,000,000

Figure 11.5Counts of corrupted packets detected by varihiesksums.

The final column is only the approximate total for each row, since other protocols are in use at the
Ethernet and IP layers. For example, not all the Ethernet frames are IP datagrams, since minimally
ARP is also used on an Ethernet. Not all IP datagrams are UDP or TCP, since ICMP also uses IP.

Note the much higher percentage of TCP checksum errors compared to UDP checksum errors. This is
probably because the TCP connections on this system tended to be "long distance" (traversing many
routers, bridges, etc.) while the UDP traffic was local. The bottom line is not to trust the data-link

(e.g., Ethernet, token ring, etc.) CRC completely. You should enable the end-to-end checksums all the
time. Also, if your data is valuable, you might not want to trust either the UDP or the TCP checksum
completely, since these are simple checksums and were not meant to catch all possible errors.

11.4A Simple Example
We’'ll use our sock program to generate some UDP datagrams that we can watch with tcpdump:

bsdi % sock -v -u -i -n4 svr4 discard

connected on 140.252.13.35.1108 to 140.252.13.34.9
bsdi % sock -v -u -i -n4 -w0 svr4 discard
connected on 140.252.13.35.1110 to 140.252.13.34.9

The first time we execute the program we specify the verbose nolléo see the ephemeral port
numbers, specify UDRu ) instead of the default TCP, and use the source fabdeio send data
instead of trying to read and write standard input and outputriBheption says to output 4
datagrams (instead of the default 1024) and the destination sesf is We described the discard
service ifSection1.13 We use the default output size of 1024 bytes per write.

The second time we run the program we spewify, causing 0-length datagrams to be written. Figure
11.6 shows th&cpdump output for both commands.
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41.721072 ( 0.0010) bsdi.1110 > svr4.discard: udp
41.722094 ( 0.0010) bsdi.1110 > svrd.discard: udp
41.723070 ( 0.0010) bsdi.1110 > svrd.discard: udp

1 00 bsdi.1108 > svr4.discard: udp 1024
2 0.002424 (  0.0024) bsdi.1108 > svr4.discard: udp 1024
3 0.006210(  0.0038) bsdi.1108 > svr4.discard: udp 1024
4 0.010276 (  0.0041) bsdi.1108 > svr4.discard: udp 1024
5 41.720114 (41.7098) bsdi.1110 > svr4.discard: udp 0

6

7

8

[eoNeNe)

Figure 11.6tcpdump output when UDP datagrams are sent indirection.

This output shows the four 1024-byte datagrams, followed by the four O-length data-grants. Each
datagram followed the previous by a few milliseconds. (It took 41 seconds to type in the second
command.)

There is no communication between the sender and receiver before the first datagram is sent. (We'll
see irfChapterl7that TCP must establish a connection with the other end before the first byte of data
can be sent.) Also, there are no acknowledgments by the receiver when the data is received. The
sender, in this example, has no idea whether the other end receives the datagrams.

Finally note that the source UDP port number changes each time the program is run. First it is 1108
and then it is 1110. We mentionedSaction1.gthat the ephemeral port numbers used by clients are
typically in the range 1024 through 5000, as we see here.

11.51P Fragmentation

As we described i&ection2.§ the physical network layer normally imposes an upper limit on the size

of the frame that can be transmitted. Whenever the IP layer receives an IP datagram to send, it
determines which local interface the datagram is being sent on (routing), and queries that interface to
obtain its MTU. IP compares the MTU with the datagram size and performs fragmentation, if

necessary. Fragmentation can take place either at the original sending host or at an intermediate router.

When an IP datagram is fragmented, it is not reassembled until it reaches its final destination. (This
handling of reassembly differs from some other networking protocols that require reassembly to take
place at the next hop, not at the final destination.) The IP layer at the destination performs the
reassembly. The goal is to make fragmentation and reassembly transparent to the transport layer (TCP
and UDP), which it is, except for possible performance degradation. It is also possible for the fragment
of a datagram to again be fragmented (possibly more than once). The information maintained in the IP
header for fragmentation and reassembly provides enough information to do this.

Recalling the IP headdFigure3.1), the following fields are used in fragmentation. Tdhentification

field contains a unique value for each IP datagram that the sender transmits. This number is copied
into each fragment of a particular datagram. (We now see the use for thisTfieldlags field uses

one bit as the "more fragments" bit. This bit is turned on for each fragment comprising a datagram
except the final fragmenthe fragment offset field contains the offset of this fragment from the
beginning of the original datagram. Also, when a datagram is fragmentedaHengthfield of each
fragment is changed to be the size of that fragment.
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Finally, one of the bits in the flags field is called the "don’t fragment” bit. If this is turned on, IP will
not fragment the datagram. Instead the datagram is thrown away and an ICMP error (“fragmentation
needed but don’'t fragment bit séEfure6.3 is sent to the originator. We'll see an example of this
error in the next section.

When an IP datagram is fragmented, each fragment becomes its own packet, with its own IP header,
and is routed independently of any other packets. This makes it possible for the fragments of a
datagram to arrive at the final destination out of order, but there is enough information in the IP header
to allow the receiver to reassemble the fragments correctly.

Although IP fragmentation looks transparent, there is one feature that makes it less than desirable: if
one fragment is lost the entire datagram must be retransmitted. To understand why this happens,
realize that IP itself has no timeout and retransmission-that is the responsibility of the higher layers.
(TCP performs timeout and retransmission, UDP doesn’t. Some UDP applications perform timeout

and retransmission themselves.) When a fragment is lost that came from a TCP segment, TCP will

time out and retransmit the entire TCP segment, which corresponds to an IP datagram. There is no way
to resend only one fragment of a datagram. Indeed, if the fragmentation was done by an intermediate
router, and not the originating system, there is no way for the originating system to know how the
datagram was fragmented, For this reason alone, fragmentation is often avoided. [Kent and Mogul
1987] provide arguments for avoiding fragmentation.

Using UDP it is easy to generate IP fragmentation. (We’'ll see later that TCP tries to avoid
fragmentation and that it is nearly impossible for an application to force TCP to send segments large
enough to require fragmentation.) We can use our sock program and increase the size of the datagram
until fragmentation occurs. On an Ethernet the maximum amount of data in a frame is 1500 bytes
(Eigure2.3), which leaves 1472 bytes for our data, assuming 20 bytes for the IP header and 8 bytes for
the UDP header. We'll run our sock program, with data sizes of 1471, 1472, 1473, and 1474 bytes. We
expect the last two to cause fragmentation:

bsdi % sock -u -i -nl -wl471 svr4 discard

bsdi % sock -u -i -nl -wl472 svr4d discard
bsdi % sock -u -i -nl -wl473 svr4d discard
bsdi % sock -u -i -nl -wl474 svr4d discard

Figure 11.7 shows the correspondiogdump output.
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1 00 bsdi-1112 > svr4.discard: udp 1471

21.008303 : : .
2 (21.0083) bsdi.lll4 > svr4.discard: udp 1472
3 50.449704 bsdi.lll6 > svr4.discard: udp 1473 (frag
(29.4414) 26304:1480@0+)
50.450040 ( : . .
4 0.0003) bsdi > svr4: (frag 26304:1@1480)
5 75.328650 bsdi.1118 > svrd.discard: udp 1474 (frag
(24.8786) 26313:1480@0+)
75.328982 ( - . .
6 0.0003) bsdi > svr4: (frag 26313:2@1480)

Figure 11.7Watching fragmentation of UD&atagrams.

The first two UDP datagrams (lines 1 and 2) fit into Ethernet frames, and are not fragmented. But the
length of the IP datagram corresponding to the write of 1473 bytes is 1501, which must be fragmented
(lines 3 and 4). Similarly the datagram generated by the write of 1474 bytes is 1502, and is also
fragmented (lines 5 and 6).

When the IP datagram is fragmenteghdump prints additional information. First, the outptag
26304 (lines 3 and 4) anftag 26313 (lines 5 and 6) specify the value of the identification field in
the IP header.

The next number in the fragmentation information, the 1480 between the colon and the at sign in line

3, is the size, excluding the IP header. The first fragment of both datagrams contains 1480 bytes of

data: 8 bytes for the UDP header and 1472 bytes of user data. (The 20-byte IP header makes the packet
exactly 1500 bytes.) The second fragment of the first datagram (line 4) contains 1 byte of data-the
remaining byte of user data. The second fragment of the second datagram (line 6) contains the
remaining 2 bytes of user data.

Fragmentation requires that the data portion of the generated fragments (that is, everything excluding
the IP header) be a multiple of 8 bytes for all fragments other than the final one. In this example, 1480
is a multiple of 8.

The number following the at sign is the offset of the data in the fragment, from the start of the
datagram. The first fragment of both datagrams starts at 0 (lines 3 and 5) and the second fragment of
both datagrams starts at byte offset 1480 (lines 4 and 6). The plus sign following this offset that is
printed for the first fragment of both datagrams means there are more fragments comprising this
datagram. This plus sign corresponds to the "more fragments" bit in the 3-bit flags in the IP header.
The purpose of this bit is to let the receiver know when it has completed the reassembly of all the
fragments for a datagram.

Finally, notice that lines 4 and 6 (fragments other than the first) omit the protocol (UDP) and the
source and destination ports. The protocol could be printed, since it's in the IP header that's copied
into the fragments. The port numbers, however, are in the UDP header, which only occurs in the first
fragment.
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Figure 11.8 shows what's happening with the third datagram that is sent (with 1473 bytes of user
data). It reiterates that any transport layer header appears only in the first fragment.

Also note the terminology: dR datagramis the unit of end-to-end transmission at the IP layer
(before fragmentation and after reassembly), apakcietis the unit of data passed between the IP
layer and the link layer. A packet can be a complete IP datagram or a fragment of an IP datagram.

18 bits a——— 1] hifs—% S hila
ClasaB | net ID) = 140.252 | sbnet[ | host]D
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd
Figure 11.8Example of UDHragmentation.

11.6ICMP Unreachable Error (Fragmentation Required)

Another variation of the ICMP unreachable error occurs when a router receives a datagram that
requires fragmentation, but the don’t fragment (DF) flag is turned on in the IP header. This error can
be used by a program that needs to determine the smallest MTU in the path to a destination-called the

path MTUdiscoverymechanisnfSection2.9).

Figure 11.9 shows the format of the ICMP unreachable error for this case. This differs from Figure
6.10 because bits 16-31 of the second 32-bit word can provide the MTU of the next hop, instead of
being 0.

18 bits a——— 1] hifs—% S hila
ClasaB | net ID) = 140.252 sbnet[ | host]D
- B + T 1
Ablie =13
Sobmetmmalc 111111121 113111111 21211211111 1131 06¢0&%¢0=0xcrrrrean

28N DR5 55 Fhd

Figure 11.91CMP unreachable error when fragmentation required but don’t fragmesett bit
If a router doesn’t provide this newer format ICMP error, the next-hop MTU is set to 0.

The new Router Requirements RFC [Almquist 1993] states that a router must generate this newer form
when originating this ICMP unreachable error.

Example

A problem encountered by the author involving fragmentation and this ICMP error is trying to
determine the MTU on the dialup SLIP link from the routetb to the hossun. We know the MTU

of this link fromsun tonetb : it's part of the SLIP configuration process when SLIP was installed in
the hossun, plus we saw it with theetstat  command ifSection3.9 We want to determine the
MTU in the other direction also. (@hapte2g we’'ll see how to determine this using SNMP.) On a
point-to-point link, it is not required that the MTU be the same in both directions.

The technique used was to npimg on the hossolaris , to the hosbsdi , increasing the size of
the data packets until fragmentation was seen on the incoming packets. This is shown in Figure 11.10.

148



18 ket —— 1l bhls—" GHbil

Clacs B net ID = 140,252 u-ubmtml L .h“.“,m.
- BG4 T 1
ibis =13
Sobnetmmalc 111111121 11111111 11111111 1131 08600 0=0xrrrrrean

w285 255 255 Xhd
Figure 11.10Systems being used to determine MTU of SLIP link freetb tosun.

tcpdump was run on the hostun, watching the SLIP link, to see when fragmentation occurred. No
fragmentation was observed and everything was fine until the size of the data portioping the

packet was increased from 500 to 600 bytes. The incoming echo requests were seen (there was still no
fragmentation), but the echo replies disappeared.

To track this downtcpdump was also run obsdi , to see what it was receiving and sending. Figure
11.11 shows the output.

1 00 solaris > bsdi: icmp: echo request (DF)
2 0.000000 (0.0000) bsdi > solaris: icmp: echo reply (DF)

3 0.000000 (0.0000) sun > bsdi: icmp: solaris unreachable -

need to frag, mtu =0 (DF)
4 0.738400 (0.7384) solaris > bsdi: icmp: echo request (DF)
5 0.748800 (0.0104) bsdi > solaris: icmp: echo reply (DF)

sun > bsdi: icmp: solaris unreachable -

6 0.748800 (0.0000) need to frag, mtu = 0 (DF)

Figure 11.11tcpdump output forping of bsdi fromsolaris  with 600-byte IRdatagram.

First, the notatiofiDF) in each line means the don’t fragment bit is turned on in the IP header. It turns
out that Solaris 2.2 normally turns this bit on, as part of its implementation of the path MTU discovery
mechanism.

Line 1 shows that the echo request got through the router netb to sun without being fragmented, and
with the DF bit set, so we know that the SLIP MTUhetb has not been reached yet.

Next, notice in line 2 that the DF flag is copied into the echo reply. This is what causes the problem.
The echo reply is the same size as the echo request (just over 600 bytes), but the MTU on sun’s
outgoing SLIP interface is 552. The echo reply needs to be fragmented, but the DF flag is set. This
causes sun to generate the ICMP unreachable error bas#tito(where it's discarded).

This is why we never saw any echo repliesolaris . The replies never got pagin . Figure
11.12 shows the path of the packets.
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Figure 11.12Packets exchanged éxample.

Finally, the notatioomtu=0 in lines 3 and 6 dgfFigurell.1lindicates thasun does not return the

MTU of the outgoing interface in the ICMP unreachable message, as sHbwgniall.9 (In[Section
[25.9we return to this problem and use SNMP to determine that the MTU of the SLIP interface on netb
is 1500.)

11.7Determining the Path MTU UsingTraceroute

Although most systems don’t support the path MTU discovery feature, we can easily modify a version
of traceroute to let us determine the path MTU. What we’'ll do is send packets with

the "don’t fragment" bit set. The size of the first packet we send will equal the MTU of the outgoing
interface, and whenever we receive an ICMP "can't fragment” error (which we described in the
previous section) we’'ll reduce the size of the packet. If the router sending the ICMP error sends the
newer version that includes the MTU of the outgoing interface, we’ll use that value; otherwise we’'ll

try the next smallest MTU. As RFC 1191 [Mogul and Deering 1990] states, there are a limited number
of MTUs, so our program has a table of the likely values and moves to the next smallest value.

Let’s first try it from our host sun to the hadipp , knowing that the SLIP link has an MTU of 296:

sun % traeeroute.pmtu slip

traceroute to slip (140.252.13.65), 30 hops max

outgoing MTU = 1500

1 bsdi (140.252.13.35) 15 ms 6 ms 6 ms

2 bsdi (140.252.13.35) 6 ms

fragmentation required and DF set, trying new MTU = 1492
fragmentation required and DF set, trying new MTU = 1006
fragmentation required and DF set, trying new MTU = 576
fragmentation required and DF set, trying new MTU = 552
fragmentation required and DF set, trying new MTU = 544
fragmentation required and DF set, trying new MTU = 512
fragmentation required and DF set, trying new MTU = 508
fragmentation required and DF set, trying new MTU = 296
2 slip (140.252.13.65) 377 ms 377 ms 377 ms

In this example the routésdi does not return the MTU of the outgoing interface in the ICMP error,
so we step through the likely values for the MTU. The first line of output for a TTL of 2 prints a
hostname obsdi , but that's because it’s the router returning the ICMP error. The final line of output
for a TTL of 2 is what we're looking for.

It's not hard to modify the ICMP code on bsdi to return the MTU of the outgoing interface, and if we
do that and rerun our program, we get the following output:
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sun % traceroute.pmtu slip

traceroute to slip (140.252.13.65), 30 hops max
outgoing MTU = 1500

1 bsdi (140.252.13.35) 53 ms 6 ms 6 ms

2 bsdi (140.252.13.35) 6 ms

fragmentation required and DF set, next hop MTU = 296
2 slip (140.252.13.65) 377 ms 378 ms 377 ms

Here we don't have to try eight different values for the MTU before finding the right one-the router
returns the correct value.

The Worldwide Internet

As an experiment, this modified versiontdceroute  was run numerous times to various hosts
around the world. Fifteen countries (including Antarctica) were reached and various transatlantic and
transpacific links were used. Before doing this, however, the MTU of the dialup SLIP link between the
author’s subnet and the routetb was increased to 1500, the same as an Ethernet.

Out of 18 runs, only 2 had a path MTU of less than 1500. One of the transatlantic links had an MTU of
572 (a value not even listed as a likely value in RFC 1191) and the router did return the newer format
ICMP error. Another link, between two routers in Japan, wouldn’t handle a 1500-byte frame, and the
router did not return the newer format ICMP error. Setting the MTU down to 1006 did work.

The conclusion we can make from this experiment is that many, but not all, WANs today can handle
packets larger than 512 bytes. Using the path MTU discovery feature will allow applications to take
advantage of these larger MTUs.

11.8Path MTU Discovery with UDP

Let's examine the interaction between an application using UDP and the path MTU discovery
mechanism. We want to see what happens when the application writes datagrams that are too big for
some intermediate link.

Example

Since the only system that we've been using that supports the path MTU discovery mechanism is
Solaris 2.x, we’'ll use it as the source host to send 650-byte datagralips toSince our hosdlip

sits behind a SLIP link with an MTU of 296, any UDP datagram greater than 268 bytes (296 -20-8)
with the "don't fragment" bit set should cause the router bsdi to generate the ICMP "can’t fragment"
error. Figure 11.13 shows the topology and the MTUs.

i bitm w———=lhils—* Hbilm
ClasaB | net ID) = 140,252 | sbnet[@ | hostID
- e TBE S+ T 1
bl =13
Sabmetmmalc 111111121 111311111 11111111 111 08088 0=0xtrrrrea0

RS PRS0
Figure 11.13Systems used for path MTU discovery uduigP.
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The following command generates ten 650-byte UDP datagrams, with a 5-second pause between each
datagram:

solaris %

sock -u -i -n10 -w650 -p5 slip discard

Figure 11.14 shows thepdump output. When this example was run, the robssti was set to not
return the next-hop MTU as part of the ICMP "can't fragment" error.

The first datagram is sent with the DF bit set (line 1) and generates the expected error from the router

bsdi

(line 2). What's puzzling is that the next datagram is also sent with the DF bit set (line 3) and

generates the same ICMP error (line 4). We would expect this datagram to be sent with the DF bit off.

On line 5 it appears IP has finally learned that datagrams to this destination should not be sent with the
DF bit set, so IP goes ahead and fragments the datagrams at the source host. This is different from
earlier examples where IP sends the datagram that is passed to it by UDP and allows the router with

the smaller MTUbsdi

1

10

11

12

0.0

0.004218
(0.0042)

4.980528
(4.9763)

4.984503
(0.0040)

9.870407
(4.8859)

9.960056
(0.0896)

14.940338
(4.9803)

14.944466
(0.0041)

19.890015
(4.9455)

19.950463
(0.0604)

24.870401
(4.9199)

24.960038
(0.0896)

in this case) to

solaris.38196 > slip.discard: udp 650 (DF)

bsdi > solaris: icmp:
slip unreachable - need to frag, mtu = 0
(DF)

solaris.38196 > slip.discard: udp 650 (DF)

bsdi > solaris: icmp:
slip unreachable - need to frag, mtu =0
(DF)

solaris.38196 > slip.discard: udp 650 (frag
47942:552@0+)

solaris > slip: (frag 47942:106(3552)

solaris.38196 > slip.discard: udp 650 (DF)

bsdi > solaris: icmp:
slip unreachable - need to frag, mtu =0
(DF)

solaris.38196 > slip.discard: udp 650 (frag
47944:552@0+)
solaris > slip: (frag 47944:106@552)

solaris.38196 > slip.discard: udp 650 (frag
47945:552@0+)

solaris > slip: (frag 47945:1060552)
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13 29.880182 solaris.38196 > slip.discard: udp 650 (frag

(4.9201) 47946:552@0+)
29.940498 : . .
14 (0.0603) solaris > slip: (frag 47946:1060552)
15 34.860607 solaris.38196 > slip.discard: udp 650 (frag
(4.9201) 47947:552@0+)
34.950051 : . .
16 (0.0894) solaris > slip: (frag 47947:1060552)
17 39.870216 solaris.38196 > slip.discard: udp 650 (frag
(4.9202) 47948:552@0+)
39.930443 , . .
18 (0.0602) solaris > slip: (frag 47948:106@552)
44.940485 : - .
19 (5.0100) solaris.38196 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
44.944432 : =
20 (0.0039) slip unreachable - need to frag, mtu = 0

(DF)

Figure 11.14Path MTU discovery usingDP.

do the fragmentation. Since the ICMP "can't fragment" message didn’t specify the next-hop MTU, it
appears that IP guesses that an MTU of 576 is OK. The first fragment (line 5) contains 544 bytes of
UDP data, the 8-byte UDP header, and the 20-byte IP header, for a total IP datagram size of 572 bytes.
The second fragment (line 6) contains the remaining 106 bytes of UDP data and a 20-byte IP header.

Unfortunately the next datagram, line 7, has its DF bit set, so it's discardsdliibyand the ICMP

error returned. What has happened here is that an IP timer has expired telling IP to see if the path
MTU has increased by setting the DF bit again. We see this happen again on lines 19 and 20.
Comparing the times on lines 7 and 19 it appears that IP turns on the DF bit, to see if the path MTU
has increased, every 30 seconds.

This 30-second timer value is way too small. RFC 1191 recommends a value of 10 minutes. It can be
changed by modifying the parameigrire_pathmtu_interval (SectionE.9. Also there is no

way in Solaris 2.2 to turn off this path MTU discovery for a single UDP application or for all UDP
applications. It can only be enabled or disabled on a systemwide basis by changing the parameter
ip_path_mtu_discovery . As we can see from this example, enabling path MTU discovery when
UDP applications write datagrams that will probably be fragmented can cause datagrams to be
discarded.

The maximum datagram size assumed by the IP laysolaris (576 bytes) is not right.
11.13we see that the real MTU is 296 bytes. This means the fragments genersaédiby  will
be fragmented again sdi . Figure 11.15 shows thiepdump output collected on the destination

host(slip ) for the first datagram that arrives (lines 5 and 6 fFogure11.19).
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solaris.38196 > slip.discard: udp 650 (frag

1 00 47942:272@0+)

2 ?033?51551)3 solaris > slip: (frag 47942:272@272+)
3 ?0303;531 solaris > slip: (frag 47942:8@544+)

4 (()0416;26:)2 solaris > slip: (frag 47942:106@552)

Figure 11.15First datagram arriving at hagip  from solaris

In this example the hosblaris  should not fragment the outgoing datagrams but should turn off the
DF bit and let the router with the smaller MTU do the fragmentation.

Now we’ll run the same example but modify the router bsdi to return the next-hop MTU in the ICMP
"can’t fragment" error. Figure 11.16 shows the first six lines ofdbdump output.

1 00 solaris. 37974 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
2 0.004199 slip unreachable - need to frag, mtu = 296
(0.0042)
(DF)
4.950193 . . )
3 (4.9460) solaris.37974 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
4 4.954325 slip unreachable - need to frag, mtu = 296
(0.0041)
(DF)
5 9.779855 solaris.37974 > slip.discard: udp 650 (frag
(4.8255) 35278:272@0+)
9.930018 . . ]
6 (0.1502) solaris > slip: (frag 35278:272@272+)
9.990170 . - )
7 (0.0602) solaris > slip: (frag 35278:114@544)

Figure 11.16Path MTU discovery usingDP.

Again, the first two datagrams are sent with the DF bit set, and both elicit the ICMP error. The ICMP
error now specifies the next-hop MTU of 296.

In lines 5, 6, and 7 we see the source host perform fragmentation, sirffilgute11.14 But
knowing the next-hop MTU, only three fragments are generated, compared to the four fragments
generated by the routbsdi in|Figure11.15
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11.9Interaction Between UDP andARP

Using UDP we can see an interesting (and often unmentioned) interaction with UDP and typical
implementations of ARP.

We use ousock program to generate a single UDP datagram with 8192 bytes of data. We expect this
to generate six fragments on an Ethernet (see Exercise 11.3). We also assure that the ARP cache is
empty before running the program, so that an ARP request and reply must be exchanged before the
first fragment is sent.

bsdi%e arp -a verify ARP cache ismpty

bsdi % sock -u -i -nl -w8192 svr4 discard

We expect the first fragment to cause an ARP request to be sent. Five more fragments are generated by
IP and this presents two timing questions that we’ll need tecpsemp to answer: are the

remaining fragments ready to be sent before the ARP reply is received, and if so, what does ARP do
with multiple packets to a given destination when it's waiting for an ARP reply? Figure 11.17 shows
thetcpdump output.

1 0.0 arp who-has svr4 tell bsdi
2 0.001234 (0.0012) arp who-has svr4 tell bsdi
3 0.001941 (0.0007) arp who-has svr4 tell bsdi
4 0.002775 (0.0008) arp who-has svr4 tell bsdi
5 0.003495 (0.0007) arp who-has svr4 tell bsdi
6 0.004319 (0.0008) arp who-has svr4 tell bsdi
7 0.008772 (0.0045) arp reply svr4 is-at 0:0:c0:¢c2:9b:26
8 0.009911 (0.0011) arp reply svr4 is-at 0:0:c0:¢c2:9b:26
9  0.011127 (0.0012) bsdi > svr4: (frag 10863:800@7400)
10 0.011255 (0.0001) arp reply svr4 is-at 0:0:c0:c2:9b:26
11 0.012562 (0.0013) arp reply svr4 is-at 0:0:c0:¢c2:9b:26
12 0.013458 (0.0009) arp reply svr4 is-at 0:0:c0:¢c2:9b:26
13 0.014526 (0.0011) arp reply svr4 is-at 0:0:¢0:c2:9b:26
14 0.015583 (0.0011) arp reply svr4 is-at 0:0:¢c0:c2:9h:26

Figure 11.17Packet exchange when an 8192-byte UDP datagram is senEtimeanet.

There are a few surprises in this output. First, six ARP requests are generated before the first ARP
reply is returned. What we guess is happening is that IP generates the six fragments rapidly, and each
one causes an ARP request.
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Next, when the first ARP reply is received (line 7) only the last fragment is sent (line 9)! It appears
that the first five fragments have been discarded. Indeed, this is the normal operation of ARP. Most
implementations keep only thest packet sent to a given destination while waiting for an ARP reply.

The Host Requirements RFC requires an implementation to prevent thef #§pB& flooding
(repeatedly sending an ARP request for the same IP address at a high rate). The recommended
maximum rate is one per second. Here we see six ARP requests in 4.3 ms.

